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It’s a Multicloud World

Devices & Things ‘
&, “a

&

A\ Azure
‘ & Google Cloud

Mobile Users

Campus & Branch Users
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Journey to Cloud
Fueled by Technology Transformation

Al/ML

Multicloud Insights

“Cloud migration will continue to “5G Enterprise Market is expected... CAGR of over during “By 2022, 72% of network strategists
accelerate the adoption of SD-WAN” the forecast period (2020-2025)... pushing toward the project using Al-enabled predictive insights or
- Markets & Markets industrial revolution 4.0” prescriptive remediation”

- Mordor Intelligence Report - Cisco VNI Report

Facilitating more service acceleration at the edge in a multicloud world
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Powered by secure cloud scale SD-WAN
Cisco’s flexible architecture for Intent-based Networking

On-premise | Cloud | Multi-tenant

Any Deployment M;Zii?;‘i‘z:t Automation | Network Insights | Machine Learning | Al

Open | Programmable | Scalable
q ab Multicloud Multi-Layer . Multi-Domain
Any SerVIce dm Optimization Security # Analytics IBN Policy

Any Transport

: C
Any Location % Branch m Colocation - Remote Work
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Cisco Catalyst 8000 Edge Platforms Family @

Catalyst 8000V

& SRIOV

Hypervisor/Cloud

Catalyst 8500 -
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% User Centric

Design

S mw e Catalyst 8300
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Built on Cisco’s Innovative Hardware & Open I0OS-XE
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Third Generation QFP ASIC Innovation

2X queues Integrated L2 MAC
1

256k

% Up to 2X NBAR
Up to 80Gbps
Inline crypto

Up to 133Gbps

3X CEF
Up to189Gbps

Compact, Powerful
100/40/10/1 GE

stfeetfee
' Enhanced QoS/Buffering

Ingress classification, oversubscription

Security
WAN Macsec

32M CGN | 6M FW IEEE 1588*

Sessions

Time Sensitive Networking
@ 8X DRAM

* not supported in sw yet

Scalable & Programmable ASIC — Adapts to the New Technologies
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x86 System on Chip (SoC) Architecture

4 CE—
WIRESHARK

KVM — Hypervisor LXC Container

\ 4

7
7
PPE PPE .

Service Optimized

Dynamic
Allocation*

M

‘\®/'

()

DATA PLANE DEVELOPMENT KIT

Quick Assist Technology
(QAT)

m 1/O Core
@ Data Plane Core
e Control Plane Core

Service Plane Core

1/0 cP PPE PPE
o) PPE PPE PPE

Performance Optimized*

* Available in XE 17.4.1a

Flexible Core allocation — meet throughput and services demand
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X86 Multi-core CPU
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Open I10S XE — A Modern Operating System @

Open and Extensible 10S

XE
TCO Savings Automation Continuous Innovation
Telemetry
Container

I/O Forwarding Control and Mgmt Native Apps Y

Apps
SD-WAN 10Sd

10S XE Database

Kernel

Open, Model Driven & Secure Operating Systems
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Catalyst 8K Family with Built-in Radio
Frequency ldentification (RFID)

Passive Ultra High Frequency (
(UHF) RFID (

Locating the device easy

Good read range: 1 to 4 meters

Industry standard: ISO
18000-6C compliant

(@

(@

RFID Tag

Inventory Management (Tracking) has never been Easier
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Catalyst 8K Family — Label Tray @

LA A A A A 2 A A A o . o .
ST B 0.0‘ s A plastic strip contains
U0

Product ID TAN
Serial Number MAC and
CLEI Hardware version number

- oo QR code encoded above info

Label Tray

Inventory Management (Tracking) has never been Easier
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Rounded Frame
4 mm

Satin Aluminum Based
Textured Finish

Catalyst 8K Family — Industrial Design & Ergonomics
Circle Pattern
Hex Packing
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Cisco Catalyst 8000 Edge Platforms Family

The Leading SD-WAN Edge Platforms with Rich Services

T C8500-12XQC (30Gbps) [ E
€8500-12X (22Gbps) lm i .

C8500L-854X (SGbp) [m'.
.,

C8300-2N2S-4T2X (6Gbps)

%’i!!l e W—— g C8300-1N1S-6T (2Gbps)

éj ﬁ&f E‘ * ‘ -I C8200-1N15-4T (1Gbps)
i mg FE—mi:  C8200-uCPE-IN8 (S00Mbps)

Scalable Architecture with x86 and QFP

Number in () is SD-WAN IPsec throughput with IMIX 14

Performance and Rich Services

o
l“”T: 5
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Cisco Catalyst 8500 Series Edge Platforms

Highly Capable 1RU SD-WAN Headend

Multi-services Support

NBAR2, NAT, Firewall, QoS, etc.
Industry’s Leading Service Edge Platforms

Compute
Container based Apps

System

Cisco Catalyst s SE=WTim || Dt
L]

=

8500 Series 1™ .

— Built-In
Edge Platform ~ SEEESS imEss
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WAN
MACsec

Scale

Up to 8000 SD-WAN Tunnel Aggregation
High Speed 100/40 Gigabit Ethernet Ports
High Density 10/1 Gigabit Ethernet Ports

Multi-Layer Security

Connectivity
Ulalle] %86 Adv. Flow
Generation Forwardin
QFP &

High Throughput MACsec and IPsec
Trustworthy Systems

Manageability

5G
Ready
Open APIs Analytics
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100G, 40G Connectivity Options (i)

C8500-12x4QC

Option 1 2 x 100G

‘
4

AAA ST A A A Bl bbbttt bbb s
— 0/0/x 1

‘
4

b ettt bbb
TR 1106, <> 11106
0 2! 2 4

Note: For port speed change on any bay; there is an expected 1 sec traffic disruption due to backplane reset
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100G, 40G Connectivity Options (ii)

C8500-12x4QC

Option 3 4 x40G + 8 x 10G

Y — 0/0/x 4
«> 1106 <> 1106

0 0 4 " .
m m 1/10G  1/10G  1/10G  1/10G
\ \ sl v N |
1/106  1/106  1/10G  1/10G [
.
3 5
.
|
.

Note: For port speed change on any bay; there is an expected 1 sec traffic disruption due to backplane reset
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Catalyst 8500 Series Front View (i)

Bay 0: 8xSFP+
8x 10/1G

Bay 1: 4xSFP+/1xQSFP

Bay 2: 3xQSFP

USB 3.0 Interfaces

1x 100G or 3x 40G 1x 100G or 1x 40G or 4x 10/1G

Management Ethernet

Tewwew

Dt ettt didhdididhdh

O
g
4
<
~
iy
o
S
LN
0Q
O

>
~
by
o
S
LN
0Q
O

Label Tray

Bay 0: 12xSFP+
12x 10/1G

RJ45 and Micro
USB Console

RFID Tag
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Catalyst 8500 Series Front View (ii)

USB 3.0 Interfaces Management Ethernet Bay 0: 8x 1G SFP Bay 1: 8x 10 G SFP+

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv
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RJ45 and Micro M.2 SSD drive Label Tray RFID Tag

USB Console
C8500L-854X

21
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Catalyst 8500 Back View

1+1 Redundant
Power Supply

Chassis Fan Assembly
(Front to Back Air Flow)
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C8500-12X4QC Block Diagram

Purpose Built SD-WAN Headend

Packet Buffer » Resource ” . . . Resource »
DRAM DRAM DRAM

_—

Processor Array

PPE1 PPE2 PPE3

PPEs PPEs (XX )]

Chassis Mgmt. I

I Vo3 I

QE/HE QE QE QE/HE TE TE TE TE TE TE

0/2/0 0/2/4 0/2/8 0/1/0 0/1/0 0/1/2 0/0/0 0/0/2 0/0/4 0/0/6
TE TE TE TE TE TE
0/1/1 0/1/3 0/0/1 0/0/3 0/0/5 0/0/7

Third Generation QFP Built-in L2 Sub-system Built-in Cryptography
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C8500-12X Block Diagram

Purpose Built SD-WAN Headend

Packet Buffer » Resource ” . . . Resource » STCAM
DRAM DRAM DRAM
> DDR4 ’

Processor Array

PPE1 PPE2 PPE3

PPEs PPEs (XX )]

Chassis Mgmt. I

i) | Byl
Reset Ctrl e

TE TE TE TE TE TE

0/0/0 0/0/2 0/0/4 0/0/6 0/0/8 0/0/10
TE TE TE TE TE TE
0/0/1 0/0/3 0/0/5 0/0/7 0/0/9 0/0/11

Third Generation QFP Built-in L2 Sub-system Built-in Cryptography
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C8500L-854X Block Diagram

Purpose Built SD-WAN Headend

L5 bz bl 2 SyncE FPGA
eMMC NVME
DDR4 DDR4 USB Console
DIMM DIMM
USB2 USB2 DDR4 DDR4 PCle 12C SPI
PCle 12C 12C
Intel x86 SOC
12 cores USB3 USB3 PCle PCle PCle

MAC Phy
MACSec

Intel i211 MAC Phy
Mgmt Enet MACSec

-
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ASICs are a Pillar of Cisco Innovation...
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Cisco Enterprise Routing ASIC Leadership

Continuing Investment in Network Processor Technology

314 Gen QFP
Up to 200G

N m .
cisco 2"d Gen QFP
Over 100 Up to 606G . a

Patents
Awarded! . # Cores: 224

. Fully integrated # Threads: 896
1% Gen QFP . NPU and 10
Up to 40G . n device
. . # Cores: 64
. . # Threads: 256

# Cores: 40
# Threads: 160

Performance

. NI:,iiores: Number of Packet Processing Engines

hreads: concurrent, parallel threads processed
.—Iigh Speed Backplane Aggregation ASIC

.O Oversubscription & Aggregation ASIC

v

2008 2012 2020
CEEEEE—— Increasing network intelligent and services requirements ﬂ
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Third Generation QFP Architecture
Multicore Architecture
S S

« 28 clusters of 8 PPEs @ 1GHz DRAM

< 224 PPEs with 4 threads each = 896 threads t t t t t t t t é@ﬁﬂiﬁlﬁ'ﬂ

DDR4 Memory Controller To Control
CPU

—>

Specialized Hardware Assist

HW Assist: PCle

DST Gen3x4
+ High Speed Crypto — Inline execution FLB
Traffic Manager Crypto PLU
 Flow queues for complex stateful features Packet Processor RLB
Engines (PPEs) ARL
TCM

-

Memory

- 32GB DDR4 Resource memory «(

orfa DRAM
3 to 4 Billion accesses per second

e
Manager

Ingress Classification, Egress Buffering, Scheduling
Accounting, Policing and and Flow Control, Time Stamp and

+ 8x increase in Memory for feature scale Oversubscription Buffer 1588*

« 1.5GB Packet Buffer

4

PKT / xBAF

XX ERREE T .

*1588 is not supported currently
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Third Generation QFP Blocks

Traffic Manager Layer 2 Sub-system Inline Crypto

256K useable queues 240Gbps Aggregation Higher IPsec throughput
134K scheduling nodes Per Port L2/L3 classification 16 Crypto Engines
Event driven flow control Line rate WAN MACsec Next Generation Strong

Encryption: Suite-B

29

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

[ty

EEETTrTE

Yoo

Catalyst 8300
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YES

Cisco Catalyst 8300 Series Edge Platforms Modularit

Foundation for the Secure Cloud Scale SD-WAN Branch

Integrated Rich Services Scale

Voice Survivability, Forward Error Correction and Packet

ST S Up to 5x IPSec and IP CEF Performance
Duplication, TCP Optimization

Core Availability for 3-4x
Services Performance

Multi-Layer Security

SSL Acceleration
Application Firewall
IPS/IDS, URL Filtering
AMP, Threatgrid

Compute
Container based Apps

System Connectivity Manageability
Cisco Catalyst 8300 Higher Pluggable
Series WAN port | Default8G | 10GEw/ | “yyye | 5G peady

Edge Platforms

densit DRAM R Storage
U & Open APIs Analytics
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SD-WAN Branch Platform with Rich Connectivity

70+ Varieties of Modules and Interfaces

ISR 4400 Modules*

UCS-E M3
SM Modules

4P/8P/8P PoE
NIM Modules

CAT4/6
NIM Modules

FXS/FXO/BRI/T1E1
SM-NIM Modules

Serial/Async/DSL

Layer23-Switch | www.layer23-switch.com

Ethernet WAN

Ethernet LAN

LTE/5G

Voice

Legacy WAN

New Modules

SD-WAN Perf. MACsec

L3 1x10G
WAN Module

L2 1G/2.5mG/10G
Switch Modules

5G**/CAT18 LTE
PIM

Voice DSP Modules for IP
Services

*ISR 4K Modules Not Supported: UCS-E M1/M2, Ethernet SM, Ethernet WAN, SM-NIM Carrier
**5G Roadmap
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Catalyst 8300 Series Front View (i)
C8300-1N1S-6T, C8300-1N1S-4T2X

LED
Power Status

System Status
Fan Status NIM Slot

] -

x86 SoC CPU
Control Plane

Data Plane

Service Plane

DRAM 8GB DDR4, upgradable to 16/32 GB
SM Slot 8GB Flash

“.:‘.OI..%O.;::O.:‘ Y ..‘.‘.1@0"0 ..‘TOC@'.."..; GEAOY A Y A VS AV AV AV AV a v EEESE——— T
Management Interface Onboard I/0 Storage
RJ45 Console 4 GE WAN NVMe M.2 (16/32/600G)
alialn °
Micro-USB 2 10GE/GE WAN* :"" =2
USB Type A :

Layer23-Switch | www.layer23-switch.com

PIM slot on the rear side

* C8300-1N1S-6T has in-built 2 SFP
C8300-1N1S-4T2X has in-built 2 SFP/SFP+
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Catalyst 8300 Series Front View (ii)
C8300-2N2S-6T, C8300-2N2S-4T2X

x86 SoC CPU
Control Plane
LED Data Plane
Power Status Onboard I/O Service Plane
System Status 4 GE WAN DRAM 8GB DDR4, upgradable to 16/32 GB
Fan Status 2 10GE/G WAN* 2xNIM Slot 8GB Flash
"""" o ’4.‘:1*“.. 'o'o’o’:’f’o’fo: T'QT"Q:
OO0 r§, ) E
|.;. seee S <
£33 2@ e
b .
E'. HE O O Alwl ) @

,A. SO oo oo oo oo PTo o= "’ Mo ome oo oo o-_ GEAOY AV A VS AV AV AV AV g_vu_ ™ I:-;T_]-—.
Management Interface Storage 2xSM Slot LTE WAN (PIM slot) RFID
RJ 45 Console NVMe M.2 (16/32/600G) CAT 4/6/18 PIM
Micro-USB
USB Type A

* C8300-1N1S-6T has in-built 2 SFP
C8300-1N1S-4T2X has in-built 2 SFP/SFP+
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Catalyst 8300 Series Back View (i)

C8300-1N1S-6T, C8300-1N1S-4T2X

Power supply Slot 1 Power supply Slot 0
PSU Internal FAN PSU Internal FAN
AC/DC PSU AC/DC PSU

FAN LTE WAN (PIM slot)
FANs CAT 4/6/18 PIM
FAN Tray

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Catalyst 8300 Series Back View (ii)

C8300-2N2S-6T, C8300-2N2S-4T2X

Power supply Slot 0
PSU Internal FAN

AC/DC PSU

Power supply Slot 1
PSU Internal FAN

AC/DC PSU

FAN

FANs

FAN Tray
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Catalyst 8300 Built for Service Optimization

CPU Core Allocation

SD-WAN security

engine
6 App Hosting
Data Path
Processing
5
o 4
| .
o) 1-Rx + Crypto
8 1-TM + Crypto
o 3
g Run 10Sd,
8 SD-WAN control
E 2 processes
S5
=
1 . .
0
CpP I/0 PPE SP

m C8300-1N1S, C8300-2N2S-6T  m C8300-2N2T-4T2X

Rx: receive packets from onboard I/0, NIM, SM, enqueue
TM: traffic manager, scheduler and queueing
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Catalyst 8200
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Cisco Catalyst 8200 Series Edge Platforms

Foundation for the Secure Cloud Scale SD-WAN branch

Integrated Rich Services

Voice Survivability, Forward Error Correction
& Packet Duplication, TCP Optimization

Container based Apps

’ ’ YES
Modularity

Layer23-Switch | www.layer23-switch.com

@
Connectivity
Higher Pluggable
WAN Port Default 8G PIM NVMe
. DRAM Support
density Storage

5G Ready

Scale

Up to 2x IPsec and 4x IP CEF Performance
Core Availability for 2x Services Performance

Multi-layer Security

SSL Acceleration
Application Firewall
IPS/IDS, URL Filtering
AMP, Threat Grid
Umbrella SIG

Manageability

DNA Center

Analytics
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Cisco Catalyst 8200 Series Edge Platforms

Introducing 1G in Access with higher port density

C8200-1N-4T

User Centric Design
(RFID, QR label, FRUs)

Layer23-Switch | www.layer23-switch.com
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C8200-1N-4T Front View

1 NIM and 1 PIM

Status/physical security

Status LED Data Interfaces (FPGE)
FAN LED 2 RJ45 GE WAN Network Modules
Power LED 2 SFP GE WAN PIM slot NIM slot

bl
cisco

.‘

..

.. o
Management Inventory Storage
RJ45 Console QR Label NVMe M.2 (16/32/600G)
USB Type A

Layer23-Switch | www.layer23-switch.com

Inventory
RFID

41
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Cisco Catalyst 8200 Series Edge uCPE

Designed for Software-Defined Small and Lean Branches

00000000000000000090000000
sssecsccscescescsscescsses @ i
..... HODY
oo e
00 0Q
oo 00
0 oo
D00 DO
ot ® 11 086500000 000000000000000000
ey oocooooooooo(ﬁ?ao ese oogzupooo 0000000000000000000000000008

More Cores 5G Ready

@ More VNFs on a single platform

@ Higher WAN port density with 5G readiness

M : . _—
CIEHRIEG @ More support for business applications

Easy, zero-touch provisioning

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 8200 Edge uCPE Platform

Introducing uCPE with Higher port density and LTE WAN

C8200-uCPE-1IN8

6x1G LAN/WAN Ports o ' M : SE B 2 |

NVMe and SFF T1/LTE NIM WAN/ User Centric Design
Storage CAT18 LTE PIM (QR label, FRUs)

4 RJ4A5
2 SFP

Layer23-Switch | www.layer23-switch.com
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Catalyst 8200 Edge uCPU Front View

System Status
Physical Security

e Status LED LTE WAN PIM Slot

Network Modules . .
e FAN LED USB Storage « CAT 4/6/18 PIM . NIM slot Kensington Iogk
* Power LED e USB3.0

- R e wvl vvvvvvvvvvvv

“ . DU

.. LLL L L L L)

* @

e (o — - £ =

() S A &

L commitan PP - & - sessesccccce (e ese o0 @ .eeee _
Management Interface Data Interfaces (FPGE) Storage Storage
* RJ 45 Console * 4 RJ45 GE WAN + USB M.2 (32GB) * SATA/SSD(2TB/4TB)

* 2SFP WAN * NVMe SSD M.2 (600GB, 2TB)

44
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C8200-1N-4T Block Diagram

. DDR4

USB 3.0 PCle Gen3 X4
PIM 2 x1GE RJ45 2 x 1GE SFP

DRAM 8/16 GB SoC with High QAT for Crypto Rich
Scalability Performance Acceleration Connectivity

45

x86 SoC CPU

8 Cores

Console Aux Ports

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

C8200-uCPE-1N8 Block Diagram

. DDR4

2.5” SATA/SSD

USB 3.0 PCle Gen3 X4
PIM 4 x1GE RJ45 2 x 1GE SFP

DRAM 16/64 GB SoC with High QAT for Crypto Rich
Scalability Performance Acceleration Connectivity

46

USB 3.0

x86 SoC CPU

TAM

8 Cores

Console Port

Layer23-Switch | www.layer23-switch.com
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Catalyst 8000V

C8Kv

Virtual
Switch/
SRIOV
Hypervisor/
Cloud

Layer23-Switch | www.layer23-switch.com

C8Kv

Virtual
Switch/
SRIOV
Hypervisor/
Cloud

47
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17.4.1

17.2/17.3

VNF Convergence Approach

17.1.x and earlier

Virtual Router Convergence

n
O
=
w
c
o
>
2
@

XE SD-WAN

Catalyst 8000V

CSR 1000V

CSR 1000V
XE SD-WAN

CSR 1000V

vEdgeCloud

vEdgeCloud

vEdgeCloud

Viptela OS

Viptela OS

Viptela OS

48
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Cisco Catalyst 8000V Edge Software

Enterprise-class Networking and Security with Flexibility of a x86 Based VNF

Multiservices Support Performance Elasticity
@ [ 4
Feature-rich 10S XE and XE SD-WAN software CPU Hypervisors: 1 —8 vCPU
Supported features such as NAT, Firewall, NBAR QoS, Cloud Providers: 1- 16 vCPUs
etc. CatalySt 3000V Memory Scale: 4 — 16Gb
Runs on any x86 VM platform SRIOV
@
Extends connectivity, visibility, security into public and S.ecure object storage
private clouds High T.hroyghput IPsec
Auto-scaling capability IPS/IDS, URL Filtering, AMP/TG
Integration with Azure vWAN and AWS TGW
Supports wide variety of cloud instances
Highlights Manageability

Catalyst 8000V

SRIOV SD-WAN DNA Center*
Hypervisor/Cloud Up to 10 TGW and .
Gbps IPsec | NG NIM VWAN DPDK 10 in AWS,
. support . . Azure, :
in cloud integration and GCP Open APIs Analytics

*Roadmap
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Available in all major cloud marketplaces

_ _NINE H \icrosoft
wmEramazon Ml Azure
%8 webservices
Google Cloud Platform
F32, F16,
C5n class, C5 class, T3.medim DS4 v2, DS3 v2, DS2_v2 N1-standard-8, 4, 2

Catalyst 8000V supports more than 20 different instance instance profiles across the three clouds
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Effortlessly deploy on x86 hypervisors

AKVM  vmware el
1SCO
& RedHat ¢

Enterprise Linux 7.5 ESXi 6.5 Update 2 NFVIS on ENCS &
Enterprise Linux 7.7 ESXi 6.7 Update 3 CSP Platforms

Layer23-Switch | www.layer23-switch.com

-- Microsoft
. - Hyper-V

Hyper-V
(roadmap)
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Elastic resource allocation

__ Physical Hardware:

n * CPU - Intel Nehalem or AMD
e . . _
o CPU with clock frequency >= 2.0

* TenGigabit and Gigabit Ethernet interfaces

Catalyst 8000V Virtual Machine specs:
* CPU: 1 to 16 virtual CPUs
* Memory: 4 GB to 16 GB
* Disk space: 8 GB or 16GB
* Virtual Network Interface Cards (VNICs):
ESXI - A maximum of 8 vNICs is supported;
VMXNET3, iXGBeVF, and i40eVF
KVM - A maximum of 26 vNICs is supported;
Virtio, ixgbevf, or i40evf

Catalyst 8000V

o

Virtual
Switch/
SRIOV
Hypervisor/
Cloud
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Extended I/O support

e Paravirtual Para Virtual PCI Passthrough SR-IOV VM-FEX

Guest Guest Guest Guest

[ ] -
PCl pass th rOUgh isco Catalyst 8000 isco Catalyst 8000 isco Catalyst 8000 isco Catalyst 8000

* Single-root I/0O virtualization (SR-IOV)
* Accelerated Networking /A Azure
e Enhanced Networking -‘“;n:‘:':é;élsgﬁgg

« Cisco Virtual Machine Fabric F Ve
Extender (VM-FEX) I f I
y A
» DPDK support using poll-mode drivers g agl 7 =
Host Host Host Host

Layer23-Switch | www.layer23-switch.com
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Enhanced software security - Secure Object Store

. Storage partitions for NVRAM, licensing and <0 Pl eyt

other data are now created as Object stores
- Individual Object stores are encrypted to =

objstore (1GB)

bootflash (rest)

ensure data security

« Cisco Secure Development lifecycle (CSDL)
compliant

16G Disk Layout
EFI/GRUB (1MB)

« 16G disk cycle profile support

boot (4GB)

objstore (1GB)

bootflash (rest)

Layer23-Switch | www.layer23-switch.com
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Catalyst 8000V continues to build on CSR 1000V

Catalyst 8000V

Layer23-Switch | www.layer23-switch.com

v

v
v

v

DNA Licensing

CSR 1000V

Secure Object Store x

ENCS NIM Support p 4

SD-WAN on Google
Cloud x

Azure Virtual WAN x
Integration

Licensing Classic + DNA licensing

Catalyst 8000V

Hypervisor/Cloud

55
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|OS XE Software Architecture

Seamless SD-WAN Integration

Subsystem

I/O Subsystem FP Subsystem RP Subsystem
NBAR
Configmgr
FMAN-FP
NGIO vDaemon
Client
Driver CMAN-RP OMP Agent

HQF

DPDK

Polaris Kernel

Layer23-Switch | www.layer23-switch.com

Native
App

LXC
Container

VM


https://www.layer23-switch.com/

Easy Operations with Single Image

|LL] Single

Image
universalk9

10S XE
SD-WAN
‘Controller’
mode

|0S XE
‘Autonomous’
mode

Accelerate SD-WAN Journey | Simplify Deployments | Cloud-scale Application Support

Layer23-Switch | www.layer23-switch.com
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|OS XE Built for Day 0 — Day N User Experience

Provisioning P Model Driven —
Automation oython Device Sevice Programmability sy
Onboarding Configuration

Network Configuration

VMWare/KVM run Script Intent Context i Protocols (NETCONF)
Zero Touch Provisioning E RESTCONF, gNMI
DHCP Auto Install, PnP | YANG Data Models,
: OpenConfig
Intent-based
Network
Infrastructure
! © =
Software Image i
Management i
Guest Shell Device gRPC Dial Out
On-Box Python Module Optimization R ) e Configured
Application Hosting gNMI Dial-In
with Docker NETCONF Dial-In

Layer23-Switch | www.layer23-switch.com
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SD-WAN Hub, Branch and Cloud

10G Connectivity
SASE, Cloud on-ramp ‘ ‘ c
Cisco
On-prem security stack Umbrella

C8Kv

100G, 40G Connectivity

High SD-WAN Performance

High SD-WAN Scale

Hypervisor/
Cloud

salesforce

Lliw—tg | |

61
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Enterprise Applications

Mobile Users ‘

Campus

Internet
Gateway

Cloud laaS

SaaS
DC/Private Cloud

Branch

WAN Aggregation

WAN MACsec WAN MACsec High Speed Cloud Access

62
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Managed Service Provider Applications
VISP e

Wireless

Cloud
Cloud Convergence Peering

Segment Routing IPsec

IPsec, NAT, Firewall NAT

AVC, NBAR2 Services

C8500

Firewall

B
ETTx

CPE xDSL @
C8300/C8200

IP/MPLS  RR

Core ‘\

%

D R »@

C8500

= O |n
L2VPN
| Lawtul intercept ] w

Lawful Intercept Gateway VOD SIP

8500 C8500
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Public Cloud Applications
AWS Transit VPC, Azure Transit VNET
f:j’:anazon == Microsoft

I webservices

VPC B

l Spoke VPC .

T Transit VPC T T Transit HUB VNET &>
Amazon DX Express Route
OR Internet OR Internet
[ST] Bapess el foem BETE T D
Active Tunnel oo “ 0 ® ﬂ
Standby Tunnel . . . .
Private DC Spoke Private DC Spoke
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Cisco Catalyst 8000 Edge Platforms Family

High Performance SD-WAN Headend, Intelligent Branch and Agile Cloud Edge

Ready for the Agile Cloud Journey 1+t 100/40GE Port 3t Gen QFP, HW

High Speed Cloud Access RUSDAWAN Accelerated Services
Platform

Multi-Cloud Application Optimization

Compact, Powerful 1RU Platforms C8Kv

34 Generation QFP In-Line Crypto
SASE driven Feature Innovations
Improved Services Performance

Virtual
Switch/
SRIOV

Hypervisor/
Cloud

5G Ready Edge Intelligence

High End Aggregation 100/40/10/1GE Port
flexibility

Multi-Domain Intent Based Networking

¥
A"*»'J'?'
O Google Cloud

Equipped with User Centric Design
Operational Ease for better Tracing

Passive UHF Radio Frequency ID 10GE WAN, Rich Cloud Security and
Easy Access Label Tray connectivity on-prem Security
Field Replaceable FAN Tray

66
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PROCUREMENT SUPPORT

é:] Layer23

switch.com

Turn this technical overview into a
purchase-ready BOM

Send the exact model or BOM and your deployment requirements. Layer23-Switch can review
compatibility, availability, and quote options.

~ Exact model or Cisco PID and quantity
~ Port count, media type, PoE budget, and uplink speed
+ Redundancy, licensing, support, and accessory needs

+ Ship-to country, target date, and lead-time constraints

SCAN TO REQUEST A QUOTE

REQUEST A BOM REVIEW www.layer23-switch.com

Layer23-Switch is an independent reseller and is not affiliated with or endorsed by Cisco Systems, Inc. Cisco and related marks belong to Cisco Systems, Inc. This reference may include historical information; verify the exact SKU,
current specifications, lifecycle status, licensing, and availability before purchase or deployment.
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