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Cisco Catalyst 8000 Edge platforms

: . IOS XE Software Architecture
Family Overview

Introducing Catalyst 8300 Series

Edge Platform Performance and Scale

Connectivity Richness Solutions and Use-cases

Platform Architecture Summary
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It’s a Multicloud World

Devices & Things ‘
& “a

&

salesforce

A Azure C
‘ & Google Cloud

Mobile Users Campus & Branch Users
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Journey to Cloud
Fueled by Technology Transformation

Al/ML

Multicloud Insights

“Cloud migration will continue to “By 2022, 5G Infra in Branch expected “By 2022, 72% of network strategists

accelerate the adoption of SD-WAN” to grow to " project using Al-enabled predictive insights or
- Markets & Markets Research - IDC Report prescriptive remediation”

- Cisco VNI report

Facilitating more service acceleration at the edge in a multicloud world
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Powered by secure cloud scale SD-WAN
Cisco’s flexible architecture for Intent-based Networking

On-premise | Cloud | Multi-tenant
Any Deployment M;Zag‘f“:_e“t Automation | Network Insights | Machine Learning | Al
nalytics
Open | Programmable | Scalable
‘: ‘l :
Multicloud Multi-Layer \ Multi-Domain
Optimization Security IBN Policy

Any Service ﬁ@
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Cisco Catalyst 8000 Edge Platforms Family

Catalyst 8000V

Virtual Switch/SRIOV
Hypervisor/Cloud

Catalyst 8500

Headend

|OS XE - Common Software Architecture and Scalable Hardware Architecture

Delivering all your Multicloud needs

~
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Cisco Catalyst 8300 Series Edge Platforms is a
high-performance platform built for SD-WAN
services like comprehensive Security, compute
and application optimization with
Multi-Domain integration
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Cisco Catalyst 8300 Series Edge Platforms e

Foundation for the Secure Cloud Scale SD-WAN branch

Integrated Rich Services Scale

Voice Survivability, Forward Error Correction & Packet

S o Up to 5x IPsec and IP CEF Performance
Duplication, TCP Optimization

Core Availability for 3-4x Services Performance

Multi-Layer Security

SSL Acceleration
Application Firewall
IPS/IDS, URL Filtering
AMP, Threat Grid

Compute
Container based Apps

Umbrella SIG
System Connectivity Manageability
: Multi-tenant
. Higher Pluggable -
Cisco Catalyst 8300 WAN port | Default8G 10GE w/ NVMe 5G WAN

Series
Edge Platforms

) DRAM MACsec
density Storage .
Open APIs Analytics
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Cisco Catalyst 8300 Series Edge Platforms

Greater flexibility for branch transformation

Resilient

Architecture
€8300-2N25>-412X C8300-1N1S-4T2X

Leads the Industry
in Service Richness

User-centric
Design

Next Gen WAN Access Edge
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Cisco Catalyst 8300 Scalable Architecture

Redundant Power Supply
Pay as you grow

High WAN Port density

Redundant FANSs for cooling

Future Proofing

High availability

and Investment Al Trustworthy Solutions
10G Support 2 rcnitecaure
Protection OIR support on Modules
Higher default DRAM
Backward Module Compatible
High services performance
RFID tag

Dynamic Core allocation

QR code in Label tra . : :
Y User-centric Service Richness Multi-layer security

LEDs for device status Desi
esign Application Optimization
Upgradeable storage .
Voice & Compute
Industrial Design and Ergonomics

Multi-D services

11
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Cisco Catalyst 8300 Series Edge Platforms

The leading SD-WAN high performance branch router with rich services
T C8300-2N2S-4T2X
(10G WAN Ports)

C8300-1N1S-4T2X
(10G WAN Ports)

(2 RU, Up to 20 Gbps CEF
Up to 5 Gbps IPsec)

(1G WAN Ports) (1 RU, Up to 19 Gbps CEF
Up to 5 Gbps IPsec)

C8300-1N1S-6T
(1G WAN Ports)

(2 RU, Up to 15 Gbps CEF
Up to 2 Gbps IPsec)

Performance and Rich Services

IMIX traffic
CEF: Autonomous mode
IPsec: Autonomous/Controller mode

(1 RU, Up to 15 Gbps CEF
Up to 2 Gbps IPsec)

Flexible SoC Architecture with Multiple Cores

12
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Cisco Catalyst 8300 Series Edge Platforms
R 4 RI4S
C8300-1N1S-6T B . 4 R4S

Introducing 10G in Access with higher port density

C8300-2N25-4T2X

10G WAN Ports
& 5G IPsec

& 2G IPsec

1G WAN Ports

M.2 USB/ NVMe UADP-based switch User Centric Design
Storage modules/10G WAN module (RFID, QR label, FRUs)
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C8300-2N2S Front View

2 NIM and 2 SM

Status and physical security
Status LED

FAN LED

Power LED

External Storage

Network Modules
NVMe M.2 (16/32/600G)

NIM slot

LTE WAN (PIM slot)
CAT 4/6/18 PIM

Inventory
QR label tray

L SN JESE. L. S N B

A AT A T 6 A N A AT A AR A S A R AT A T AT AT S A A

Management /USB Storage
RJ45 Console

Micro-USB

USB Type A, USB Type C
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Data Interfaces (FPGE) Network Modules
4 RJ45 GE WAN SM-X slot
2 SFP+ WAN

Inventory
RFID

C8300-2N2S-6T has in-built 2 SFP

C8300-2N2S-4T2X has in-built 2 SFP+
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C8300-2N2S Rear View

2 NIM and 2 SM

Power supply Slot 0
PSU Internal FAN

AC/DC PSU

Power supply Slot 1
PSU Internal FAN

AC/DC PSU

FAN

FANs

FAN Tray
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C8300-1N1S Front View

1 NIM and 1 SM
Status and physical security
Status LED Network Modules
FAN LED NIM slot
Power LED SM-X slot

Management /USB Storage Data Interfaces (FPGE) Storage

RJ45 Console 4 RJ45 GE WAN NVMe M.2 (16/32/600G) Inventory
Micro-USB 2 SFP+ WAN RFID

USB Type A, USB Type C QR Label tray

C8300-1N1S-4T2X has in-built 2 SFP+

C8300-1N1S-6T has in-built 2 SFP
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C8300-1N1S Rear View

1 NIM and 1 SM
Power supply Slot 1 Power supply Slot 0
PSU Internal FAN PSU Internal FAN
AC/DC PSU AC/DC PSU

o

FAN LTE WAN (PIM slot)
FANs CAT4/6/18 PIM
FAN Tray
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C8300 Built-in TPM Chip

Trustworthy Solutions

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6
[ l
Hardware CPU CPU
Anchor
Microloader Bootloader OS launched Authenticity and Trust Anchor
checks Bootloader checks OS license checks module provides

critical services

First instructions run on CPU stored in tamper-resistant hardware

Layer23-Switch | www.layer23-switch.com
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C8300 Storage Options ‘

External M.2 storage

Storage Options Use Case
- [0} N
8 GB default bootflash i 06 eoe ocC i SD-WAN storage

16G default M2. USB
32 GB M.2 USB options
600 GB M.2 NVMe SSD options

App Hosting

Logging local

Guest Shell/Python
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C8300 Power Supply

Dual AC, DC, POE PSUs

HVDC PSU support

PoE, PoE+ & UPOE Capable

PoE Boost with 500W and 1000W

. DC AC + POE AC +DC
Device Model 400w Hy DualACPSU DualDCPSU oo sl PoE Supported Modules

C8300-1N1S-6T Internal V V V V V v V NIM-ES2-8-P

C-SM-40G8M2X

C8300-1N1S-4T2X Internal V V V V V v V C-SM-16G4M2X

DC 650W AC + DC
PoE Adaptor
NEBS Dual ACPSU Dual DC PSU p Mix mode

C8300-2N2S-6T Internal v v v v v v v
C8300-2N2S-4T2X Internal V v V V V v v

Device Model

N + 1 Redundancy with Inline Power

Layer23-Switch | www.layer23-switch.com
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C8300 Field Replaceable FAN Module

Replaceable fan tray, 4 Internal Fans assembly module for Chassis cooling + PSU fan

Reverse Airflow (NEBS)

Fixed Fan tray, 3 Internal Fans assembly module for Chassis cooling + PSU Fan
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Label Tray is a Plastic strip that can be pulled out

Label Tray

Label Tray contains:
Product ID

PID version ID

CLEI

TAN

Serial Number

. l

OCy
be ¢
'.‘. L " tauy

r |y

ThY

'.‘O i ;nﬁ'.“.- | Iy
Sl Ee e
A

| —————

———

Label tray contains a QR code with above information
encoded in it:

Device Family, Base PID

Device MAC

Vendor

Serial Number
QR Label Tray HW Version

22
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Radio Frequency ldentification (RFID)
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RFID

Front Facing Passive UHF RFID

Ultra High Frequency (UHF) Specs
860 to 960 MHz
1 to 4 meter Distance

Supply Chain Applications

UHF Benefits:
Good read range
Low cost

Industry adopted standard

23
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Industrial Design and Ergonomics

T e ersrrrrrr s s v v s v v v v v
tearle Ol ) (LX)
=

=

J

R S o i i
[ B :

Circle Pattern Satin Aluminum Based Rounded Frame
Hex Packing Textured Finish 4 mm

24
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C8300 Connectivity Richness

Next-gen modules and backward compatibility

Slot type Module type

Pluggable Interface \TE
Module (PIM)

Network Interface

LAN, WAN, LTE, VOICE, DSL,
UCS-E, ASYNC

Module (NIM)

Services Module (SM) LSCNS' \éw,\é\l\ll),,é\\g'l(gg'

26
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Backward Module Compatibility

ISR 4400 Modules* New Modules
UCS-E M3
SM Modules SD-WAN Perf. MACsec

L3/L2 10G,2.5G.1G

Ethernet WAN
WAN/LAN Modules

4P/8P/8P PoE L2 1G/2.5mG/10G

Ethernet LAN

NIM Modules Switch Modules
CAT4/6 G/CAT18 LTE
/ LTE/5G 560 8
NIM Modules PIM
FXS/FXO/BRI/T1E1 Voice DSP Modules for IP

Voice

SM-NIM Modules Services

Serial/Async/DSL Legacy WAN

*ISR 4K Modules Not Supported: UCS-E M1/M2, Ethernet SM, Ethernet WAN, SM-NIM Carrier

27
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* |0S XE is supported, SD-WAN support is in the roadmap
Blue color: new modules

Catalyst 8300 Supported Modules

I I EEED T R GRS

C-NIM-4X

NIM-ES2-4 NIM-LTEA-EA SM-X-PVDM-3000 NIM-2FXSP NIM-VAB-A SSD-M2NVME-600G
NIM-ES2-8 g:s:m:gﬂ NIM-LTEA-LA SM-X-PVDM-2000 NIM-4FXSP NIM-VA-B M2USB-16G
NIM-ES2-8-P BTV P-LTEA-EA SM-X-PVDM-1000 NIM-2FXS/4FXOP NIM-VAB-M M2USB-32G
C-SM-40P8M2X CNIVLoT P-LTEA-LA SM-X-PVDM-500 NIM-2FXO NIM-4SHDSL-EA
C-SM-16P4M2X VLT P-LTEAP18-GL SM-X-24FXS/4FXO NIM-4FXO

NIVLIT CG418-E SM-X-16FXS/2FXO NIM-4E/M

NIMLT SM-X-8FXS/12FXO NIM-ZBRI-NT/TE:

v SM-X-72FXS NIM-4BRI-NT/TE

% NIM-PVDM-32
o

NIM-PVDM-128

NIM-16A NIM-4BRI-S/T* NIM-PVDM-256 C-SM-NIM-ADPT UCS-E1100D-M6

NIM-24A - P-5GS6-GL (PIM version) UCS-E160S-M3/K9

SM-X-64A B < HaEe €G522-E (HW version) UCS-E1120D-M3/k9
NIM-1MFT-T1/E1 UCS-E180D-M3/K9

NIM-2MFT-T1/E1
NIM-4MFT-T1/E1
NIM-8MFT-T1/E1
NIM-1CE1T1-PRI
NIM-2CE1T1-PRI
NIM-8CE1T1-PRI

28
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Higher 10Gbps/2.5Gbps mGig LAN in Branch

*C-NIM-8M- Targeted 2nd Half of CY23
C-NIM-8M* *%C-NIM-4X- Only on C8300

*  8x2.5Gbps mGig, RJ45

+ 4x UPOE support C-NIM-8T 10G/2.5G/1G WAN/LAN Modules

*  8x 1Gbps, RJ45

Flexible L2 and L3 capability

C-NIM-4X**

*  4x1/10Gbps, SFP+ Comprehensive WAN MACsec 256-bit

90W PoE enabled WAN port on C-NIM-8M

CNi-ay T e g e e

. 200
y - -
- ’
@L‘ - ‘
| .
i

9 L2 and L3 support on all modules

SD-WAN support from Day-1

e .".!'.‘?ﬂ FOTOIEE

Layer 2 feature parity with NIM-ES2 modules
Layer 3 feature parity with onboard WAN ports

bR B B T B B BT T T T T L 3

29
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C8300 SM Based Layer 2 Switch Module
A L2 Switch Module

2x ISOFGPports 2 x 106 ports (SFP+) La_yer 2 Feat_ures compatible
(SFP+) with Cat switch

8 X mGi
(2_5GXE:;1elrgnet) LAN MACsec for switch to

host communication

16 x 1Gig (w/ 128-bit LAN
MACsec)

2.5 mGig to connect to future
Access Point/ 5G

e Support for SD-WAN features

40 x 1Gig e UPoE Capable
(w/ 128-bit LAN MACsec)

© O O O

Port Speed and Diversity LAN MACsec Power Over Ethernet Cisco UADP ASIC
(1G, 2.5G mGig, 10G Fiber) (128-bit/ 256-bit***) (PoE/ PoE+/ UPOE) (UADP 2.0)

Layer23-Switch | www.layer23-switch.com
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C8300 NIM Based Layer 3 10G WAN Module

Layer 3 Features compatible w/
Router FPGE

WAN MACsec for Secure WAN and
Metro Ethernet links
"

(a‘ = - et ‘.‘-L" ;
’ LT ~_“‘$ﬁ"3
R O 00 »
ML LI Y Y Y
Port Speed apd Diversity WAN MACsec Higher Performance SD Managed
(10G Fiber) (256-bit)

Layer23-Switch | www.layer23-switch.com
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C8300 NIM Based DSP Voice Modules

Optimized for rich-media voice applications
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C8300 NIM Based Layer 3 1Gig and MGig WAN Module

0 Layer 3 Features compatible w/
Router FPGE

WAN MACsec for Secure WAN and
Metro Ethernet links on C-NIM-2T

e SD-WAN support

C-NIM-1M
C-NIM-2T Q 90W PoE enabled WAN port on C-NIM-1M
1 x 2.5G Copper 2 x 1G Copper or SFP
Port Speed and Diversity WAN MACsec Higher Performance SD Managed
(1G/2.5G Copper or 1G Fiber) (128/256-bit) J g
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C8300 SM Based Carrier Card

Next-Gen SM-NIM Carrier card

o Enables 2 NIM modules per Card

o Support Online removal and Insertion

e Dual 10G backplane connectivity to CPU

NIM Slot1 NIM Slot2 e SD-WAN support from Day-1

Layer23-Switch | www.layer23-switch.com
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UCS-E1100D-M6 =
, T

- &t =P Next-Gen Higher performance
UCS-E1100D-M6 UCS-E Blade Servers

e 2 times increased CPU than M3 servers

e NVMe SSD disks and DDR4 DRAM (3200 Mhz)

4 V 9 2x 10G backplane and 2x 10G front panel interfaces
_ _ o Intersight capable hardware and AppQoE ready
« File & print services « Security Apps: Firewalls
i | et ardauoriaton s e Intel VROC RAID (RAID-0, RAID-1 & RAID-5) with NVMe
« Database Server — Oracle, MySQL Banking applications - Teller applications

Health Care - Clinics G Certified with ESXi 7.0 and RHEL 8.3

- Digital Image Storage

« Patient Data Storage

« Video Surveillance Manager 0 SD‘WAN Support from Day'l

35
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5G Sub-6 GHz module

Dual Micro SIM

CAT 20 LTE

Supported on all
ISR1K, C8200, C8300
platforms with a PIM

slot.

33004,/400 1 Mbps

SD-WAN support

Global
Single PID

Telit FN980

* Support for LTE band dedicated for use by emergency services

Layer23-Switch | www.layer23-switch.com

SIM usage indicator

5G / LTE antennas
e Antennas1and3

P-5GS6-GL

GPS antenna
* Active GPS antenna

5G / LTE antennas
e Antennas 2 andO
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CAT18 PIM module

PID Modem  Region LTE Bands

CAT18 LTE

Dual Micro SIM

1200/200 Mbps Supported on

ISR1120 and

SD-WAN support Jleitl e

1,2,3,4,5,7,8,12,13,

14*,17, 18, 19, 20, 25,

Global 26, 28, 29, 30, 32, 38,
39, 40, 41, 42, 43, 46,
48, 66, 71

PLTEAP Telit
18-GL Wireless

Layer23-Switch | www.layer23-switch.com

SIM usage indicator

Y

( P-LTEAP18-GL

7z (GD)
’ é@ >QMA|. y

EN

O

1
o

Diversity antennas

Used for additional reception or
remote antennas

Micro USB Modem Debug
Micro USB access for modem
diagnostics

Main antennas
Used for whichever SIM is active
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Cisco Catalyst Cellular Gateway
Flexibility & Simplicity for Cat18 LTE & 5G Wireless WAN

Secure by Design

4G/CAT18 (October 2020)

5G sub-6 coming (EFT started)
Dual SIM

2.5Gbps mGig port

Trustworthy Systems
Failure Recovery

Operational Resiliency

SD-WAN Ready

Out-of-band management
IP Passthrough using Single PDN

Automation, Assurance
API Support

High-speed Failover or Primary Precision Placement for Better PoE Powered or External
Cellular WAN Coverage Power Source

Layer23-Switch | www.layer23-switch.com
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Catalyst 8000 Edge Platforms Family — SoC

X86 Multi-core CPU

AT el () DPDK
2

DATA PLANE DEVELOPMENT KIT

Quick Assist Technology (QAT)

KVM — Hypervisor LXC Container

YY) ..
s Dynamic
ppE . c /o Allocation* c @ 1/O Core
Service Plane Optimized ‘ ’ Optimized e Data Plane Core

\ / o Control Plane Core

Service Plane Core

* Available in XE 17.4 release

Dynamic Core allocation — meet throughput and services demand

Layer23-Switch | www.layer23-switch.com
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Catalyst 8300 Series Edge Platforms

Default optimized Core allocation XE 17.3

Default Optimized Core Allocations*

C8300-2N2S-4T2X

}

CP-1, DP-6, SP-5

CP-1, DP-4, SP-3

CP-1, DP-4, SP-3

CP-1, DP-4, SP-3

Layer23-Switch | www.layer23-switch.com
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C8300-2N2S Block Diagram

USB 3.0
Console Aux Ports

USB 3.0 PCle Gen3 X4
2 x 1G(6T)
S 2x 10G (4T2X)
DRAM 8/16/32 GB SoC with High QAT for Crypto Rich
Scalability Performance Acceleration Connectivity
42
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DDR4

x86 SoC CPU

NVMe

12 Cores (4T2X)
8 Cores (6T)

e
C wam )
Cme )

Crossbar Switch
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C8300-1N1S Block Diagram

. DDR4 USB 3.0

USB 3.0 PCle Gen3 X4
2 x 1G(6T)
S 2x 10G (4T2X)
DRAM 8/16/32 GB SoC with High QAT for Crypto Rich
Scalability Performance Acceleration Connectivity
43
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x86 SoC CPU

8 Cores
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Catalyst 8300 and Life of a Packet
2 B4 2 22

10Sd Native Conta}mer VMs
Apps Services

Punt/Inject netmap

Linux Kernel

Punt/Inject Punt/Inject

\[€][o] NGIO \[€][o] NGIO \[€][0] NGIO

X86 SoC CPU

NGIO module Data traffic

Front Panel GE & TE traffic MGMT
Routing Cntrl traffic
Container/Native svc traffic

2X10G 2X10G
MAC MAC

LTE PIM module Data traffic

Crypto offload

Layer23-Switch | www.layer23-switch.com
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Open I0S XE — A Modern Operating System @

Open and Extensible 10S

XE
TCO Savings Automation Continuous Innovation
Container

I/O Forwarding Control and 10S XE ARG AP Apps v
Management ST

L
Kernel

Open, API, Model Driven & Secure Operating Systems

Layer23-Switch | www.layer23-switch.com
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Easy Operations with Single Image

: / 10S XE
10S XE Single
IMAGE Image | >D-WAN
! 8 IMAGE
universalk9 universalk9

|0S XE
‘Autonomous’

10S XE
SD-WAN

‘Controller’

mode
mode

Simplify Deployments Cloud-scale Applications

Layer23-Switch | www.layer23-switch.com
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Programmability Device Lifecycle Phases

Device
Onboarding

_______________ Device

Zero-Touch Provisioning Confi ti
onfiguration

Intent Context

Cisco
|OS XE

Guest Shell Device
Application Hosting Optimization o/ =
Python Scripting

Layer23-Switch | www.layer23-switch.com

YANG Data Models
Network Configuration
Protocols

Telemetry

48
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* 5G support in Roadmap

Cisco C8300 Series Edge Platforms 5o UAN suppor n oadmap

*** SD-WAN support only T1/E1/PRI

Features & Tech nology *#x%% SDWAN support only SIP SRST

Adv Security Collaboration Routing & Multicast

Umbrella Trustworthy SD-WAN routing (OMP)
CUBE** DSP Farm .
AMP Framework IPv4/v6 routing protocols,
. Digital voice*** SRSTH**** . .
Threatgrid ZBFW Multicast routing
Analog Voice
Trustsec Crypto VPN PIM-SM/MLD
uRPF Snort IPS/IDS Policy-based routing (PBR)
SSHv2 CoPP First-Hop redundancy

LA & =
Wireless WAN Integrated Switching Application Services

4G/LTE NIM/SM-X Modules PfR NBARv2
5G* Higher port-density SD-Access AppQoE
Cellular Gateway Higher port speed QoS vAnalytics
GPS Integrated Layer 2 security HQoS

VWAAS not supported as service container. Install UCS-E module to run vWAAS

Service richness on C8300, Feature parity with ISR4400 :

Layer23-Switch | www.layer23-switch.com
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Catalyst 8300 Baseline Throughput

25
19.9
20
15 14.4
(%]
32 11.8 11.6
O
10
5
0
C8300-2N2S-4T12X C8300-1N1S-4T2X C8300-2N2S-6T C8300-1N1S-6T
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Throughput numbers are based on IMIX packets
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Catalyst 8300 IOS XE IPsec Profile Throughput
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Throughput numbers are based on IMIX packets
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Catalyst 8300 SD-WAN Profile Throughput
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Throughput numbers are based on IMIX packets
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Catalyst 8300 Series Platforms Scale XE 17.3

8G Default DRAM 16G DRAM 32G DRAM

Features All Platforms All Platforms All Platforms

Number of IPv4 routes (BGP)

Number of IPv6 routes (BGP)

Number of IPv4 VRF Routes (MPLS VPN) - per prefix label

Number of IPv4 VRF Routes (MPLS VPN) - per vrf label

Number of IPv6 VRF Routes (MPLS VPN) - per prefix label

Number of IPv6 VRF Routes (MPLS VPN) - per vrf label

Max NAT44 static entries

Max NAT44 static networks

Max number of Firewall sessions

Max number of NAT+FW sessions

IPv4 ACLs per System

IPv6 ACLs per System
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Catalyst 8300 Series Platforms Scale XE 17.3

Features 8G Default DRAM 16G DRAM 32G DRAM
All Platforms All Platforms All Platforms
DMVPN / BGP Adjacencies, IKEv1, IPv4 3K 6K 6K
DMVPN / BGP Adjacencies, IKEv2, IPv4 3K 6K 6K
DMVPN / EIGRP Adjacencies, IKEv1, IPv4 3K 5K 5K
DMVPN / EIGRP Adjacencies, IKEv2, IPv4 3K 5K 5K
Number of IPsec tunnels (FlexVPN, AAA/CERT), IKEv2, IPv4 4K 5K 5K
Number of IPsec tunnels (FlexVPN, AAA/PSK), IKEv2, IPv4 4K 5K 5K
Number of IPsec Tunnels (IPsec/GRE, S2S), IKEv2, IPv4 4K 4K 4K
Number of IPsec Tunnels (IPsec/GRE, S2S), IKEv2, IPv6 4K 4K 4K
Number of IPsec Tunnels (IPsec, S2S), IKEv1, IPv4 4K 6K 6K
Number of IPsec Tunnels (IPsec, S2S), IKEv2, IPv4 4K 6K 6K
Number of IPsec Tunnels (IPsec, S2S), IKEv2, IPv6 4K 6K 6K
Number of IPsec Tunnels (IPsec/sVTI, S2S), IKEv2, IPv4 4K 4K 4K

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Layer23-Switch | www.layer23-switch


https://www.layer23-switch.com/

Catalyst 8300 Series Edge Platforms Use Cases

Deployment
Enterprise WAN Edge Use-case
Traditional & SD-WAN
High Performance WAN
Voice and Compute

Secure Access Services Edge
Internet Gateway (SASE)

High Speed VPNs
Advanced Cryptography
Network Address Translation Catalyst 8300 Series
Edge Platforms

Cloud OnRamp for laaS & Saa$
Umbrella SIG Integration
Multi-layer security

Purpose built edge platforms centered around cloud, services & SD-WAN
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Catalyst 8300 Series Edge Platforms

One platform, many solutions

Cloud OnRamp for Saa$S
Cloud OnRamp for laaS
Umbrella SIG
Multi-layer Security
UC SD-WAN

Site-to-site
High Throughput Performance Remote Access VPN
High Scale NAT44, NAT64 GETVPN, DMVPN, FlexVPN
10/1G Port Offering Zone Based Firewall
Firewall DDoS protection 256-bit WAN MACsec
Encryption Traffic Analysis

MPLS, Segment Routing Control Plane node
L2VPN, L3VPN Border node
AVC, NBAR2, QoS/HQoS Fabric edge node
MP-BGP SDA/SD-WAN Multi-domain

Inherits all IOS XE innovation from Day-1, ISR4K feature parity
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SD-WAN Multi-layer Security

SSL Proxy
Detect Threats in Encrypted Traffic

about the policy in a faw lnaa
o iption about the policy . .
’ T Enterprise Firewall
Intrusion Prevention .
WD | Dxgipton bt e polcy i o s Deipion st e +1400 layer 7 apps classified
i:‘-‘a‘ :JRL-F'"e"iﬂg 0 lic: tew | Descri L 1 1 Secu rlty H H
R |15 Coscn i T on oty o es oo o Mot 7 Intrusion Protection System
By, ONS Securiy Most widely deployed IPS engine in the world
ool ol oo e e Jooe e s oot i

URL-filtering

Web reputation score using 82+ web categories

‘ !
) Adv. Malware Protection
Cisco SD-WAN With File Reputation and Sandboxing (TG)

Hours instead of weeks and months
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Enterprise Branch Office S

SD-WAN Controller Cloud/On-Prem SD-WAN Fabric

AWS/Azure
‘ cloud a

Cloud OnRamp for SaaS
(DIA) Security Stack

Branch Ent. FW App

Aware

SD-WAN Fabric
On-Prem

AMP

-P."ﬁ _____ Data Center
DNS/web T TTeeed
layer .
security «
Filtering
C° 1] Office 365 o
CCCCCC 33 Dropbox

Webex Meetings

Catalyst 8300

Secure Network Edge SD-WAN Transport

60
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SASE Cloud Adoption with SD-WAN

Catalyst “ =
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Internet

Cloud-
Secureweb  delivered FW  DNS/web layer
gateway security
Interactive Cloud access
Threat Intel O Security broker
1
\
|
\\\\ \\ :
N \
\\ \ I
~ v’
s Cisco
Umibrel!
Regional
Hub/Co-lo

Seamless cloud access for SASE applications

< Dropbox

u Office 365 ik

‘Webex Meetings D
EEN
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AppQoE with SD-WAN A office3ss Q@

‘Webex Meetings

Go gle &3 Dropbox

Regional
Data center

-------- - SD-WAN
Fabric

Critical
Applications

s
[T ] Packet Duplication DRE & Caching *
Catalyst 8300

Enhanced Application Quality experience

Data Center

* Roadmap 62
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Enterprise Branch Office
Traditional Routing

1] Office 365 o
q o
Security Stack R Dropboxwewmngs

Ent. FW
App Aware

C\

\
\ -
A @~ G @3 Uliatadal X T
AN IPS
"""""" MPLS

4

@ DNS/web
layer

security

-
-
-
-
-
-
-
-
-

Data Center

DNA Center

Catalyst 83
Secure Network Edge

Traditional Transport

Zero-touch Provision
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<3 Dropbox

Internet Gateway for DIA
IJ Office 365
I salesforce
Google :

>

Security Stack
4
/ !
’
/

Branch o Ent. FW App
Aware
ISP1
,I
IPS s’ ’
’, ,
_—”/ /7
Q. 0 R
- % Isp2 T
Primary laaS/Saas traffic

O DNS/web
layer
security
_____ » Secondary laaS/SaasS traffic
» LTE Cellular as backup links

e | @ URL
Filtering
Catalyst 8300
High speed internet access at the service edge
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Managed Service Providers
CPE Use Case

Security Stack ot
Branch Ent. FW e A
App Aware -~ SP Managed e} e
MPLS BB —
QFP e
CPE Qb
.'P.Sa Data Center
------- % Enterprise Data Applications Managed
Seeo Services
~~eee_ QFpP
DNS/web BT
el SP Managed S~<
security Internet BB

arp .
salesforce

1] Office 365
b 33 Dropbox

----- » DC Traffic

Employee Internet Traffic
----- > Employee SAAS Traffic

High Performance SP Managed Network SP Managed Services
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Cisco SD-WAN Unified Communications, Voice Integration

Catalyst 8300

Benefits

On-Premise UCM

48\
c

WebEx Calling
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& —
G

31 Party

Telephony Integration

Only vendor to natively integrate
analog/digital IP directly into the
CPE

Reduced OpEx and CapEx

Cisco SD-WAN now supports UC
and SD-WAN within a single CPE

Reduced Complexity

vManage can orchestrate

scalable/consistent UC
configuration across the entire
enterprise via templates

Telephony survivability

Prevent internal and external
phone outages using SRST
enabling branch router to assume
role of call control PBX.

Middle-mile Optimization

Only vendor actively partnering
with colocation and SDCI Partners
for optimization with cloud
applications (WebEx, UCM Cloud
and more)
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Cisco Catalyst 8300 Series Edge Platform

Foundation for the Secure Cloud Scale SD-WAN branch

Ready for the Agile Cloud Journey 10G. 1RU G
High Speed Cloud Access SD-WAN Platform Acceleration
Multi-Cloud Application Optimization
Compact, Powerful 1RU Platforms

QAT chip for Crypto offload
SASE driven Feature Innovations
Full-stack On-premise security

5G Ready Edge Intelligence
Future proof for 5G high speed WAN
Multi-Domain Intent Based Networking

User Centric Design
Operational Ease for better Tracing
Passive UHF Radio Frequency ID High WAN High Performance
Easy Access Label Tray port-density IPsec, MACsec
Field Replaceable FAN Tray

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Layer23-Switch | www.layer23-switch


https://www.layer23-switch.com/

switch.com

PROCUREMENT SUPPORT
é:] Layer23

Turn this technical overview into a
purchase-ready BOM

Send the exact model or BOM and your deployment requirements. Layer23-Switch can review
compatibility, availability, and quote options.

~ Exact model or Cisco PID and quantity
~ Port count, media type, PoE budget, and uplink speed
+ Redundancy, licensing, support, and accessory needs

+ Ship-to country, target date, and lead-time constraints

SCAN TO REQUEST A QUOTE

REQUEST A BOM REVIEW www.layer23-switch.com

Layer23-Switch is an independent reseller and is not affiliated with or endorsed by Cisco Systems, Inc. Cisco and related marks belong to Cisco Systems, Inc. This reference may include historical information; verify the exact SKU,
current specifications, lifecycle status, licensing, and availability before purchase or deployment.
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