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Cisco Catalyst 9000 Switching Portfolio

One Family from Access to Core — Common Hardware & Software
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© Access Switching
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Catalyst 9000 Series — Common Building Blocks

X86

Programmable x86 Open IOS XE® Cisco UADP &

Multi—-Core CPU Polaris Silicon One™
Application Hosting Model-Driven APIs Programmable Pipeline
Secure Containers Modular Patching Flexible Tables

Same I0S XE image for both UADP* and Silicon One C9K platforms

* Catalyst 9200 Series uses IOS—XE Lite
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Multi—-Core CPU — Built for App Hosting

o Enterprise & [OT  mmmm e -

Cisco Application Framework (CAF)

LXC KVM Docker  Docker

i
CISCO_

I0S

Control
Plane

Shared L3 Cache

H
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CPU

x86 CPU* enables hosting NFV devices, Containers and 3rd—party Apps

* Catalyst 9200 Series uses an embedded ARMv8 CPU

Layer23-Switch | www.layer23-switch.com
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docker
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Cisco I0OS XE — A Modern Operating System

Cisco I0S XE

10 .
1011
10S Control Plane CAF / 10X Gm ?'§°° IO.S sqbsystems
esiliency and High Availability
—
I0Sd 108
sub—systems

Cisco IOS XE database

Programmability and Open models

Management Interfaces

Module Drivers

*.

IOX + Docker containers

Cisco and 3rd—party App hosting

docker
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Protected Memory

Open, Model-Driven and Secure Operating System
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Custom ASICs — Programmable Silicon @

Access

Cisco Silicon One™

Flexible Pipelines

Investment Protection

Data—Plane

I
CISCO.
Siicon One™ Adaptable Tables
Q200 Universal Deployment
©Cisco 2020

UADP 1.0 UADP 1.1 UADP 2.0 UADP 3.0 p,oEm 108 Tops S I bI R

1.38 Transistors 3B Transistors 7.46B Transistors  19.28 Transistors I Y - - i — Ca a e esources
slralis il ilis bl _“sco ‘et O e Enhanced Scale and Buffering
€isco €isco €i5co €Isco. rT B R BE "B cseo
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Flexible and Programmable ASICs — Adapt to New Technologies
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Software vs. Hardware

Packet Buffer (16 M8)

Recrose m Pecrase .
o Lo
Core 0 Core 1

UADP

Shared L3 Cache
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Packet Buffer (16 M8)

ASC

Long Reach Host Interface
25GbE/50GbE/100GbE/200GbE/400GbE
PCS +FEC

2:1 Mux

MAC#+256 bit MACsec + PTP
25GbE/50GDE/100GbE/200GbE/A00GbE
PCS + FEC

MDIO

SyncE

JTAG

LED

Auto-Negotiation

Coefficient Training

56G-CR/KR Capable SerDes
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D

CPU/DRAM

Where the OS “software” runs. Includes control-plane,
data—plane and system—management functions.

* 0OS layer — IOSXE (I0Sd) and Features, etc.

« System layer — FMAN, CMAN, IOMD, FED, etc.

ASIC(s)

Where the “hardware” processing of traffic & services runs.
Uses forwarding and state tables programmed by the

software.
* Forwarding — L2, L3, ECMP, Encap, etc.

* Services — ACLs, QoS, Analytics, Encryption, etc.

Stub/PHY(s)

Transforms electrical and optical signals, splits or combines
signals, and other various “physical” layer functions, such

as encryption and timestamping.
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Control—-Plane vs. Data—Plane (117)
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Control-Plane

The “control-plane” (Software) is responsible for communicating with its
neighbors, or control systems, to determine the forwarding topology

and/or define network services. This is generally performed by one or
more network protocols.

* Routing Protocols — BGP, OSPF, EIGRP, LISP, GRE, etc.
« Switching Protocols — VTP, PVST, MST, REP, QinQ, etc.

Data—Plane

The “data—plane” (Software + Hardware) is responsible for actual receive
and transmit of network data traffic, and/or providing data services, based
on information determined by the control-plane.

¢ Forwarding — L2 Switching, L3 Routing, Load—Balance, etc.

* Services — Access Control, QoS, Analytics, Encryption, etc.
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Catalyst 9000 Modular Value Proposition

Q0OO

Speed Transition
e 10/25G & 40G >
50G & 100/400G

Mission Critical Resiliency

* Redundant SUPs, LCs
Fans and Power Supplies

Max Investment Protection

e 10+ Year Lifecycle
Easily replaceable modules

Architecture Flexibility

*  Flexible ASIC templates,
Deep Buffers

Layer23-Switch | www.layer23-switch.com

Powered by m~
UADP 3.0 e
or Cisco '
Silicon One

ASIC

Catalyst 9600
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Cisco Catalyst 9600 Series

Chassis

Dual—serviceable 4-line card slots

fan tray

O—

2 supervisor slots
(dedicated)

Built=in RFID *—

3.2 Tbps per slot
from each

Blue Beacons
supervisor slot

(system/fan tray, sup,
line cards)

Modular power supplies

Dimensions
(HxWxD inches)
13.95 x 17.4 x 16.1
(8RU)

Layer23-Switch | www.layer23-switch.com
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Catalyst 9600 Series

Extending modular core with a performance—optimized Supervisor 2

Supervisor 1

Total capacity

4.8 Tbps

Slot bandwidth
1.2 Tbps

Layer23-Switch | www.layer23-switch.com

L 3.2T per slot

Silicon
One
Q200

Gen 2

Supervisor 2

Total capacity

Gen 2

3.2T per slot 12.8 prS

Slot bandwidth

3.2 Tbps
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Cisco Catalyst 9600 Series
C9606R Chassis port—density

Line—Rate Non—Blocking

Density with | Density with Maximum

C9600-Sup-— C9600X- chassis

1 Sup-2 density
400G NA 8 32
200G NA 16% 64
100G 48 96 128
50G NA 224% 224
40G 96 96 128
25G 192 224 224
10G 192 224 224
5G 192 NA 192
2.5G 192 NA 192
1G 192 NA 192

Layer23-Switch | www.layer23-switch.com

* Roadmap
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Catalyst 9600 Series

Supervisor 2 with Cisco Silicon One Q200
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128 prS (full duplex)

1x Silicon One™ Q200 ASIC

M.2 SATA SSD
(optional: up to 1 TB)

Built-in RFID

Blue Beacon

Multicore
X86 CPU

_—
O.€

Il Ig; l

3.2 Tbps per slot

8 core X86 CPU
@2.7 Ghz

32G DDR4 memory

Mgmt ports: copper
and 2x10G fiber

2x USB3
1x mini—-B USB console
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Catalyst 9600 Series
Supervisor 1 with Cisco UADP 3.0
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4.8 prS (full duplex)

3x UADP 3.0 ASIC

M.2 SATA SSD
(optional: up to 1 TB)

Built-in RFID

Blue Beacon

Multicore
X86 CPU

o
O.€

1.2 Tbps per slot

8 core X86 CPU
@2.0 Ghz

16G DDR4 memory

Mgmt ports: copper
and fiber

2x USB3
1x mini—-B USB console
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Catalyst 9600/X: New Combo Line Cards

Combo line cards .

C9600-LC—-40YL4CD r

3.2 Tbps with SUP-2
1.2 Tbps with SUP-1

C9600X-LC-32CD

ﬂﬁ

With SUP-2 only
(3.2Tbps)

C9600X-LC—56YL4C

T e e

C9600-LC—-48S C9600-LC—48TX
(Multigigabit)

Layer23-Switch | www.layer23-switch.com

Lower total BoM
cost, save on
additional line
cards
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Cisco Catalyst 9600 Series

Line cards
Gen1 line cards Gen?2 line cards

C9600-LC-40YL4CD -
C9600-LC—24C - 100G/40G (fiber) ) e T R S S
. 24 ports ; ( = e 25G/10G (fiber)

- QSFP28/QSFP+ e = EEaE 075

J Supports 100G and 40G SFP56/QSFP56+/QSFPDD

Supports
400G,200G3,100G 50G,40G,25G and
C9600-LC—48YL - 50G/ 25G/10G/1G 10G
(fiber)

. 48 ports
. SFP56/SFP28/SFP+

C9600X-LC—32CD —
. Supports 50G,25G,10G,and 1G

400G/200G3/100G/40G(fiber)

30+2 ports

QSFP28/QSFPDD

Supports 400G,200G3,100G, and 40G

C9600-LC-48TX — mGig (copper)

48 ports

Copper 10G (NBASE-

T/10BASE-T)

Supports 10G,5G,2.5G,1G,100M = "

and 10M C9600X-LC-56YL4C —
100G/50G/40G/25G/10G (fiber)

56 50G+4 100G ports
SFP56/QSFP28
Supports 100G, 50G, 40G, 25G, 10G

C9600-L.C-48S- 1G (fiber)

. 48 ports
. SFP
Supports 1G

3 HW Capable

Layer23-Switch | www.layer23-switch.com
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C9600-LC-40YLACD

Gen2 Modules — Combo 40 x SFP + 4 x QSFP

e 3.2 Tbps when working with C9600X-SUP-2

11 . -
Supervisor 2

* 1.2 Tbps when working with C9600—SUP—-1

Supervisor 1

* 8x CDR5M PHYs

* Various Breakout & QSA support (QSFP ports)*

V10 A1NVI2 A13V14 AI5V16 A17 V18 A19V20 A21V22 A23V24 A25V2% A2TV28 A29V30 A3TV32 A3BV3 AB Y.

= R T ST = = = pescmnt

* SW Roadmap (FCS+)

Layer23-Switch | www.layer23-switch.com
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C9600-LC—-40YL4CD ports and speeds support

with SUP-2: 3.2 Tbps 40x 10/25/50G* + 2x 40/100/200G* + 2x 40/100/200%*/400G Cisco IOS® XE 17.7.1

ABY

ABYI4 AI5VIE AT VI8 A9V20 A21V2 ABV2

2% A27V28 A2V30 A3NVW32 ABVW34 A5 V36 A3 V38 A3V AN V&

A1 V12 A3V14 AI5V16 A7V A9V A2IV2 ABV2

ABV2% AV ANV ANV ABVH Al 7 W38 A39 V40 AN V& A3 V4

* Roadmap
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Port—group Command-Line Interface (CLI)

[no] hw-module slot <1-6> port-group <1-20|range> select <10G|25G|50G>

C9600X-SUP2(config)# hw-mod slot 6 ? C9600X-SUP2# sho hw-mod slot 6 port-group
logging Logging onboard ST oooooSossoooooooosooooooo-oooe
port-group configure feature on Port-group Port-group Ports Speed
shutdown Shutdown a fru T Tt

Y “ Y W Y 1 Fif6/0/1, Fif6/0/2 106G
. N 2 Fif6/0/3, Fif6/0/4 NONE

C9600X-SUP2(config)# hw-mod slot 6 port-group ? 3 Fif6/0/5, Fif6/0/6 NONE
<1-20> port-group to apply feature 4 Fif6/0/7, Fif6/0/8 NONE
range Range of port-group 5 Fife6/0/9, Fife/0/10 NONE

6 Fif6/0/11, Fif6/0/12 NONE

C9600X-SUP2(config)# hw-mod slot 6 port-group 1 ? 7 Fif6/0/13, Fif6/0/14 NONE

select configure selected speed 8 Fif6/0/15, Fif6/0/16 NONE
9 Fif6/0/17, Fif6/0/18 NONE
q 10 Fif6/0/19, Fif6/0/20 NONE

C9600X-SUP2(conf # hw-mod slot 6 port-group 1 select ? ’

( ;. ie) P g P 11 Fif6/0/21, Fif6/0/22 NONE
ZoGRRSpeechoR10Gbps 12 Fif6/0/23, Fif6/0/24 NONE
256 Speed of 25Gbps 13 Fif6/0/25, Fif6/0/26 NONE
566 Speed of 5eGbps 14 Fif6/6/27, Fif6/0/28 NONE

15 Fif6/0/29, Fif6/0/30 NONE
C9600X-SUP2(config)# hw-mod slot 6 port-group 1 select log ? 16 Fif6/0/31, Fif6/0/32 NONE
<cr>  <cr> 17 Fif6/0/33, Fif6/0/34 NONE
18 Fif6/0/35, Fif6/0/36 NONE
C9600X-SUP2(config)# hw-mod slot 6 port-group 1 select 10g 1 F%f6/8/37, Fff6/0/38 HoNE
. 20 Fif6/0/39, Fif6/0/40 NONE
C9600X-SUP2(config)#end
C9600X-SUP2# C9600X-SUP2#

Layer23-Switch | www.layer23-switch.com
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C9600X-LC-32CD S

Gen2 Module — 30 x QSFP28 + 2 x QSFP-DD

e 3.2Tbps with Supervisor 2 Only
« 30 x QSFP28 ports, 40/100GE
« 2 x QSFP-DD ports, 40/100/200%/400GE

e NOT supported with Supervisor 1
e 8 x CDR5M + 2 x CDR5L PHYs
+ MACSec, WAN-MACSec, ClearTag v3.4

- IEEE 1588 & PTPv2 (Precision Time Protocol)
. Hitless MUX (HMUX)

- ST 11—

Supervisor 2

Supervisor 1

1!‘_&“ A Y2 A3 va _A5 V6 A7 v8 A9 Y10 A1l V12 A13 V14 A15 V16 A17 V18 A19 V20 A21 V22 A23 V24 A25 V26 A v28 A29 V30 A V32

* SW Roadmap (FCS+)

Layer23-Switch | www.layer23-switch.com
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C9600X-LC-32CD

100G / 400G Port Modes

e (Defau

- - - - - -

100G (QSFP28) Mod It):

- “ e e < o e e e b e D e B e B e e e e g e i e e e e e b e g Bt e e e e e T

2 : i

Y10 A11 V12 A13 V14 A5 V16 A17 V18 A19 V20 A21

32x100G

Two 400G ( QSFP-DD) Mode:

= = =)=

YE__ == 2. A9 Y10 A1l V12 A13 V14 A15 VI16 A17 V18 A19 V20 A21 V22 A23 V24

28x100G + 1x400G (or) 24x100G + 2x400G

Layer23-Switch | www.layer23-switch.com
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C9600X-LC-56YL4C I0S-XE 17.13.1

Gen2 Module — 56 x SFP56 + 4 x QSFP

* 3.2Tbps with Supervisor 2 Only
« 56 x SFP56 ports, 10/25/50GE
+ 4 x QSFP ports, 40/100GE

* NOT supported with Supervisor 1
« 8 x CDR5M 2.0 PHYs
+ IPSec*, MACSec, WAN-MACSec, ClearTag v3.4

- IEEE 1588 & PTPv2 (Precision Time Protocol)**
. Hitless MUX (HMUX)

* 400G IPSEC HW Capable
*k Post-FCS Features

Layer23-Switch | www.layer23-switch.com
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C9600X-LC—-56YL4C Transceiver Power

Port 1-8 : Up to 2.5W

Port 9-56 : Up to 1.5W
Syslog Message up on insertion of high—-power optic (>1.5W)
Advice to leave adjacent port empty to avoid thermal issue if
high—power optic is used

Port 57-60 : No restrictions on transceiver power

Layer23-Switch | www.layer23-switch.com
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Port—group Command-Line Interface (CLI)

[no] hw-module slot <1-6> port-group <1-20|range> select <10G|25G|50G>

C9600X-SUP-2(config)# hw-mod slot 6 ? C9600X-SUP-2# sho hw-mod slot 6 port-group
logging Logging onboard ST oooooSossoooooooosooooooo-oooe
port-group configure feature on Port-group Port-group Ports Speed
shutdown Shutdown a fru a Fif6/0/1, Fif6/0/2 108

2 Fif6/0/3, Fife/0/4 NONE

C9600X-SUP-2(config)# hw-mod slot 6 port-group ? 3 Fif6/0/5, Fif6/0/6 NONE
<1-20> port-group to apply feature 4 Fif6/0/7, Fif6/0/8 NONE
range Range of port-group 5 Fife/e/9, Fif6/0/10 NONE

6 Fif6/0/11, Fif6/0/12 NONE

C9600X-SUP-2(config)# hw-mod slot 6 port-group 1 ? 7 Fif6/0/13, Fif6/0/14 NONE

select configure selected speed 8 Fif6/0/15, Fif6/0/16 NONE
9 Fif6/0/17, Fif6/0/18 NONE

C9600X-SUP-2(config)# hw-mod slot 6 port-group 1 select ?
160G Speed of 10Gbps
25G Sspeed of 25Gbps 21 Fif6/0/41, Fif6/0/42 NONE
566 Speed of 5eGbps 22 Fif6/0/43, Fif6/0/44 NONE

23 Fif6/0/45, Fif6/e/46 NONE

C9600X-SUP-2(config)# hw-mod slot 6 port-group 1 select 10g ? 24 Fif6/0/47, Fif6/0/48 NONE

CEFS  QEFD 25 Fif6/0/49, Fif6/0/50 NONE
26 Fif6/0/51, Fif6/@0/52 NONE

C9600X-SUP-2(config)# hw-mod slot 6 port-group 1 select 10g 27 Fif6/e/53, Fife/e/54 RONE
28 Fif6/0/55, Fif6/0/56 NONE

C9600X-SUP-2(config)#end
C9600X-SUP-2#

C9600X-SUP-2#

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9600 Series
100G/40G Line card — C9600-LC-24C

° us | v
ANEEEH

All 24 ports are capable of 100G (QSFP28)/40G (QSFP+)
Hardware-ready with QSA (for 1G/10G)
With Supervisor Engine 1

e 100G: Every 2 ports in a port—group. The odd number of ports can be 100G and the next even number port is disabled.
(Maximum of 12x 100G, line rate with 187 bytes or higher)

e 40G - 24x 40G (line rate with 148 bytes or higher)

With Supervisor Engine 2
» All ports support 40G or 100G ( line rate with 136 bytes or higher)

Layer23-Switch | www.layer23-switch.com
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C9600-LC-24C — Port Numbering

With Supervisor 1

40G port
numbering

100G port
numbering

100G/40G port
numbering

Layer23-Switch | www.layer23-switch.com
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C9600-LC-24C Port Speeds with Supervisor Engine 1

* This line card appears in 40G mode by default
* Use CLI to enable 100G mode

Default mode
(all ports 40G)

100G

configuration

q e Enable Hu1/0/25 as 100G
* Disabled Fo1/0/1 and 1/0/2

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9600 Series
50G/25G/10G/1G Line card — C9600-LC-48YL

All 48 ports at speeds of 25G/10G/1G (Sup1)

All 48 ports at speeds of 50G*,25G,10G (Sup2)

Hardware capable of 10/100M (With Sup1)

Line rate with 25G/10G/1G (at 187 bytes for 25G; any packet size with 10G/1G)

Port reference is always ~TwentyFive<slot#>/0/<port#>” and port speed is auto—detected based on the inserted
transceiver (Sup 1)

Port reference is always ~FiftyGigE<slot#>/0/<port#>” and port speed is auto—detected based on the inserted
transceiver (Sup 2)

* Roadmap

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9600 Series
mGQGig Line Card — C9600-LC—-48TX

For collapsed core deployment and connectivity to application servers

All 48 ports can support 10G/5G/2.5G/1G/100M/10M (Sup1)
All 48 ports can support 10G (Sup2)

Line rate on all ports. Any port, any supported speed.
No PoE

Port reference is “Ten<slot#>/0/<port#>” and port speed is auto (default).

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9600 Series
1G Line card — C9600-LC-48S

All 48 ports support 1G ( Sup1 Only)
Hardware capable of 10/100Mx*

Line rate with 1G (any packet size with 1G)

Port reference is always ~Gig<slot#>/0/<port#>”.
NOT SUPPORTED WITH Sup2

Layer23-Switch | www.layer23-switch.com

* Roadmap
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Catalyst 9600 Line Card Support Matrix

24x 40G or 12x 100G v

48x 1/10G and 25G v

48x 1/2.5/5G and 10G v
(Multigigabit)

48x 1G SFP v

40x 1/10G and 25G + v
2x 40G and 100G

Layer23-Switch | www.layer23-switch.com

24x 40G/100G
(No MACsec)

Y S

48x 10/25G and 50G
(No MACsec, no 1G)

D

SUP2 hardware does not

support 1GE or below
x speeds natively

48x 10G
(No MACsec, no 1/2.5/5G)

If 1GE downlinks are

40x 10/25G and 50G + equired, use SUP1

2x 40/100G and 200G* + v
2x 40/100/200G* and 400G
MACsec and WAN MACsec (no 1G)

30x 40/100G +
2x 40/100/200G* and 400G v
MACsec and WAN MACsec (no 1G)

T

56x 10/25/50G +
4x 40/100G
MACsec and WAN MACsec (no 1G)
IPSec* ]

* Hardware capable
34
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Catalyst 9600 Series

Power supplies

Supports both 110V and 220V input

3 kW output with 220V (1500W with 110V)
Titanium—rated power supply

Redundant mode: Combined and N+1

Layer23-Switch | www.layer23-switch.com
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Higher Power Budget and Resiliency with 3KW PSU

Fully loaded Gen 1 LC Mix of Gen1& Gen2 LCs Fully Loaded Gen2 LCs

220v || 2K B2KD | 2K (2K 2K 2K 2K 2K 2K
1o v || 2K 2K 2KD 2K 2K 2K 2K 2K 2K 2K 2K 2K
ov || BKDBBKD 3K 3K 3K 3K 3K 3K 3K (3K 3K

- In Use - Non redundant power

Standby

Layer23-Switch | www.layer23-switch.com
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Catalyst 9600 Series

Reversible fan tray

Layer23-Switch | www.layer23-switch.com

* Optional side—to—back air baffle

N+1 (8+1) fan redundancy

Flexible service: Fan tray can
be replaced from the front or
back

Efficient: Variable speed per
fan depends on load,
temperature, and altitude (=>

lower noise)

Airflow is side to side*
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Catalyst 9600 Architecture

Centralized Architecture

Centralized Architecture —
Uninterrupted
Supervisor Switchover

Centralized Architecture

(All Forwarding & Services done
in the ASIC) -

Unlock New Capabilities

with a Supervisor upgrade

Transparent Line cards -
Compatible with new Sup

Passive Backplane —
Line card Line card Line card Higher MTBF

App Hosting

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Supervisor engine 2 Block Diagram

Switch backplane

2x8x4 56G
(3.2T/Slot)

PCIE Gen3

2x (16G)
Use for App
Hosting

M.2 SATA
(optional)

Console 9% SFP+

& Mgmt0

Layer23-Switch | www.layer23-switch.com
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Supervisor engine 1 Block Diagram

( Switch backplane )

1.6T 64x 64x 64x
NIF NIF NIF Ethernet

8—core CPU

Use for App

Hosting
1.6 Tbps

ASIC interconnect M.2 SATA
(optional)

v A 4 A 4

USB console/
m GonSOIe/Mgmt SFP+

Layer23-Switch | www.layer23-switch.com
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Supervisor engine 1 — ASICs to LC mapping

s e » ASIC #1: First third
“““15 ‘B ‘B ﬁ B a a “:i: __1 ‘ Of the portS
. — * 48—port module: 1-16
- , + 24-port module: 1-8

» ASIC #2: Middle third of
the ports
* 48—port module: 17-32
* 24-port module: 9-16

» ASIC #3: Last third
of the ports
* 48-port module: 33-48
* 24—port module: 17-24

Layer23-Switch | www.layer23-switch.com
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Line Card block diagrams

C9600X-LC-32CD C9600-LC-48YL
( Switch backplane ) ( Switch backplane
2 = 7y [y
8x NIF £ 8x NI 8x NIF 8x NIF 8 g
]SCp—A 'EstA SEpAA 8} SszA éﬁpNi gﬁ;;\“; 'éﬁpN'i EQEDNJE
H i i
i '

4x QSFP
1-4

4x QSFP
21-24

4x SFP28 4x SFP28 4x SFP28
1-4 5 45-48

C9600-LC-40YL4CD

Switch backplane ) ( Switch backplane
2 7y 7y 7y
4xNIF 3 : g 2 R
S:p-A : g::‘_‘; PCIE SRCEE 4 NIF 3ax NIF 4x NIF  4x NIF 4XNIF & 4x NIF PCE  :PCIE
: Sup-A i Sup-8 Sup-A iSup-B Sup-A : Sup-B Sup-A : Sup-B Sup-A $Sup-B
3 3 :

8x SFP56
1-8

8x SFP56
32-40

T

4x Copper 4x Copper
1-4 5-8

4x Copper
45-48
C9600-LC-24C C9600-LC-48S
( Switch backplane ) ( Switch backplane
A A
4xNIF 34x NIF x NIF 4xNIF § 4x NIF PCIE  :PCIE 4x NIF $ 4x NIF
Sup-A :Sup-B up-B Sup-A : Sup-B Sup-A *Sup-B Sup-A : Sup-B

2x QSFP28 2x QSFP28

2x QSFP28
23-24
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Catalyst 9600X and 9600 — physical

N

CPU (8DW-Ns, BOW) 2.7 GHz 8C Intel® EOW-NS) 2.4 GHz 8C Intel ®OW
DRAM (tyee) 32 GB (PDR4) 16 GB (PDR4)
ASIC (number) Q200 (1 UADP3 @)
Capacity (chassic) 12.8 Thps (full duplex) 4.8 Thps (ull duplex)
Capacity ®er slot 3.2 Thps (ull duplex) 1.2 Thps ul duplex)
10G max 256 (40x4 + 24x4™%) 192 (8
25G max 256 (40x4 + 24x4™%) 192 (8
50G max 95 (40x4 + 24x4°%) -

40G max 96 (SUP-2 can support 128) 96 (244)
100G max 96 (SUP-2 can support 128) 48 (12x4)
400G max 8 (4x2) -

* Roadmap (not committed). ~ Breakout cable ports.
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Catalyst 9600X and 9600 — features and scales

D e o e

MAG addresses 128,000 256,000 80,000 128,000
IP host routes 128,000 256,000 80,000 128,000
Multicast 12 eroues 16,000 64,000* 16,000 48,000
Multicast 13 routes 32,000 64,000* 32,000 48,000
IP LPM routes 2 million 2 million 212,000 256,000
MPLS labels 256,000 512,000 32,000 64,000
SGT/OQG '2bets 32,000 64,000 32,000 64,000
NAT sessions 16,000* 128,000* 3000 16,000
Security ACL entries 8000 10,000* 12,000 27,000
QoS ACL entries 8000 10,000* 8000 21,000
PBR* ACL entries 8000* 10,000* 3000 16,000

* Roadmap for Catalyst 9600X (not committed).
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For Internal use only

Catalyst 9600 Series for continued market leadership

Campus:
7300X3 7500R3

aruba

a Hewlett Packard
Enterprise company

CX 8400

investment protecti

Layer23-Switch | www.layer23-switch.com

Data center:

Threats

¢ 7300X3 in campus with
higher 40/100G density

¢ Positioning data center
switch: 7500R3 in campus
core with higher scale
and speeds/feeds

¢ Higher port densities
¢ Higher route, MAC scales

Gen 1 backward compatibility.

q Arista Aruba
AsSIC Q200 Jericho 2 UADP Trident 3 Jerich o

Scale, performance, hardware differentiation
ACL/route scale
MAC scale
Port buffers
Uplinks on LC/SUP: 400G

MACsec, WAN MACsec

Enterprise—grade campus differentiation

Line-rate encryption
MACsec, WAN MACsec, NetFlow

Maximum Investment protection

Common chassis, fan tray, and power supply, all Gen 1 line
cards supported, 3x performance with less than 25%
investment

400G leadership in campus
Support for 10G to 400G speeds

Legend

Highlight 400G leadership in campus.
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Cisco Catalyst 9500 Series

Purpose—built fixed core/aggregation switches

i ]

¢ Up—to 48 25 GE Ports
o Industry’s first 100G enterprise switch

Catalyst® 9500X — Extending
Cisco® Catalyst® 4500-X and

6800 Series leadership in fixed
core

¢ 40G at the price of 10G
o Industry’s first 40G enterprise switch

Upto 26x throughput (6 Tbps)
* Reversible Bi—directional Airflow

¢ Ultra Deep 8GB Buffers
* High route scale (2M) and Mac scale (256K)

e Optimized 10G switch for midsize Upto 48x performance (8 Bpps)

backbone ¢ Flexible templates

No oversubscription

C9500X-28C8D === 8x 400GE Density

©9500-16X S
C9500-24Y4C = Tl o * e :
©9500-40X 1
©9500-24Q 1 C9500-48Y4C Pluggable SSD storage
C9500-12 Q 1 9500-32QC C9500X-60L4D ==

C9500-32C USB 3.0

8x memory and 4x flash

8 core CPU
—
\ Customizable templates
& '.::E H . I .
W Cisco StackWise® Virtual*
Modular fans Modular uplinks Modular . S.tor‘:age for )
power supplies application hosting

*Supported on 9500 and 9500H. Roadmap for 9500X

Layer23-Switch | www.layer23-switch.com
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Catalyst 9500X Family

Extending the Catalyst 9500 high—performance fixed core

m
Cisco

Catalyst 9500X
(Silicon One™ Q200)

Catalyst® 9500H
(UADP 3.0)

C9500X-28C8D

Total capacity Total capacity

3.2 Tbps 2 6.0 Tbps

32x 100G or 28x 100G + 8x 40/100/400G or
48x 25G + 4x 100G

X 60 x 10/25/50G + 4 x 40/100/400G

Layer23-Switch | www.layer23-switch.com
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Catalyst 9500X — Extending leadership in the

Redefining the campus WAN edge

Industry Industry
10x route scale and Up to 2 million route scale 2 levels of HQoS
ultra-deep buffer 8 GB of ultra-deep buffers VOQ architecture
a / Powered
Q by
o S1.Q200
7]
g / g H
)
.......................... S Industry C9500X-28C8D
Redundant fans (5+1) LAN MACsec
Front to back .
Back to front Redundant power supplies WAN MACsec
StackWise® Virtual* IPSec?

Layer23-Switch | www.layer23-switch.com

Silicon One™ Multicore
Q200 X86 CPU

core
- Q.C

Cisco I0S® XE

Unmatched
flexibility

400G leadership

Application
hosting

*17.10.1 for C9500X-28C8D and 17.11.1 for C9500X-6(
A Hardware capable — Only C9500X-60L4D
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Cisco Catalyst C9500X-28C8D: line rate 6T of capacity

High—level overview

Intel® 2.43-GHz 8 Core x86 CPU

Console Cisco LAN and WAN MACsec 32-GB DDR4 DRAM Cisco Silicon One On~box application hosting Built-in RFID
management Line—rate network i 16-GB flash Q200 (2x resources, QAT) ( )
USB-C Ine—rate network encryption as 12.8T ASIC 2% 10G KR passive

8-GB HBM deep buffering

USB 3.0 port, 240-, 480-, or 960-GB Cisco® .T.rusT: Anch?r Techno!ogles 6 standalonle fans — N+1 r.edu!qdancy . Power supply uln|t (PSl‘J) .
RJ=-45 manasement M2 SATA SSD storage Strong mitigation against man-in—the— Reverse airflow - port side intake Single PSU for both airflow directions
g middle attacks on software and firmware Forward airflow — port side exhaust Redundant 1+1 1500W AC/DC

Layer23-Switch | www.layer23-switch.com
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C9500X-28C8D

SFP breakout and QSA* support

V6 A7 V8 A9 VIO AN V2 A13 V4 A15 Vi6 SE I AL A19 V20 A23 V24 A25 V26 A27 V28 A V3o A3l V32 A33 V34 A35 V!B.

Maximum ports with breakout at FCS: 88 (56 +32)

* Roadmap (not committed). System can support up to 120x 10/25G.
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Cisco Catalyst C9500X—-60L4D: line rate 4.6T of
capacity

High—level overview

Intel® 2.43-GHz 8 Core x86 CPU

Console Cllsco LAN and WAN MACslec 39-GB DDR4 DRAM Cisco Silicon One On-box application hosting Built=in RFID
management Line-rate network encryption 16-GB flash Q200 (2x resources, QAT) (e
USB-C Hard ble IPS 12.8T ASIC 2x 10G KR
arcware capable Trsee 8-GB HBM deep buffering *
USB 3.0 port, 240~ 480, or 960-GB Cisco® .T.rusT: Anch?r Techno!ogles 6 standalonle fans — N+1 r.edm.qdancy . Power supply uln|t (PS‘U) .
RJ—45 manasement M2 SATA SSD storage Strong mitigation against man—in—the— Reverse airflow — port side intake Single PSU for both airflow directions
g middle attacks on software and firmware Forward airflow — port side exhaust Redundant 1+1 1500W AC/DC

Layer23-Switch | www.layer23-switch.com
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Catalyst C9500X-60L4D

Innovative Design

Console
management

c9500x-60L4D -

Intel® 2.43-GHz 8 Core x86 CPU -
32-GB DDR4 DRAM BUIH:—II’I. RFID 4
16-GB flash (passive)
8-GB HBM deep buffering

* Hardware capable. Roadm

Layer23-Switch | www.layer23-switch.com
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Catalyst C9500X-60L4D

Transceiver Alignment

s T —

e

D T ———

No spacing issues between Row 1 and Row 2.
Row 1 and 2 are belly to belly with each other
Transceiver in row 2 is inserted upside down with
base of transceiver facing up

Minimum 4mm space between the head of
transceiver in row 2 and head of transceiver in
Row 3 required for smooth operation.

Some transceivers with bigger heads might have
insufficient space when inserted both in middle
and bottom rows

\
,l

~

S R S RN RSN SN RN RN SN SN RN SN SN SN NN SN SN SN NN SN SN NN SN SN NN NN SN SN SN SN SN RN N S S N S M

=
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Cisco Catalyst 9500 High Performance Series

New generation of purpose—built fixed high—end core/aggregation switches

UADP 3.0

i
cisco

Cisco Catalyst
9500-24Y4C

Cisco Catalyst
9500-48Y4C

Cisco Catalyst
9500-32QC

Cisco Catalyst
9500-32C

D ATCESS DATA FLANE
o

Industry’ s first 25G/100G enterprise switch

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9500 High Performance Series

High—level overview

———————————— N m—mmmmmmm—— -~ [ \ e s e T
v \ 2.4-GHz quad—core x86 CPU 1 ! Next—generation \ ( 1 \

Built-in RFID ! i p ! E rt 100G, 40G, 10G* 1 !  Ci ise !

u(l |n- : : : USB 3.0 flash drive : : 16 GB of DDR4 DRAM : : UADP 3.0 ASIC : : very::d |Gk comabls 1 : ClscoV.Sr:act(Wlse :
_____ ey | g : 16 GB flash ' _16-Tbbandwidth , o ) rtua 1

36 MB per ASIC unified packet buffer ,  ~~=~-~=-- ? """""""""""" N T _____ .

(

b C9500 - 32C
1 32x 40G/100G
'

AL
SN

C9500-32QC
16x 100G or
32x 40G

SN

C9500-24Y4C
24x 1G/10G/25G +
4x 40G/100G

| C9500-48Y4C
' 48x 1G/10G/25G +
I 4x40G/100G

ATREI ATTEM AN ATIEM ANIEIE AMEM AN TN AT AN AR ARITM AW TE Al Ve

* With QSFP to SFP or SFP+ (QSA) adapter
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Cisco Catalyst 9500 — C9500-32C

Redundant power supplies and fans

Redundant 1+1 1600W

AC/DC power supplies

1 5 standalone fans — : 1 240-, 480-, or 960-GB :
: ! SATA SSD storage :

N+1 redundancy

5 variable—speed high—efficiency fans at rear of chassis

Hot—swappable
AC, DC, and mixed power supplies supported Detect ambient temperature and adjust fan speeds

Fans are hot—swappable

Maximum output is 1600W at 220V and 1000W at 110V
More than 90% power efficiency at 50% to 100% of load

Front—to—back airflow

Redundant load sharing (1+1) mode only Can still operate with one fan unit failure

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Cisco Catalyst 9500 — C9500-32QC,24Y4C,48Y4C

Redundant power supplies and fans

RealekGE 15 i Redundant 1+1 1 i 240-, 480-, or 960-GB |
1 1
1 1

' \
1 1
| 650W AC and 930W DC ! 1 fan tray ! SATA SSD storage
3 power supplies 1

Hot—swappable Dual variable—speed high—efficiency fan trays

Thermal sensor to detect ambient temperature and adjust
fan speeds

AC, DC, and mixed power supplies supported
Maximum output 12V/650W at 220V/110V AC Input

- Fan trays are hot—swappable
More than 90% power efficiency at 50% to 100% of load v =

Front—to—back airflow

Redundant load sharing (1+1) mode only

Can still operate with individual fan tray failure

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9500 Series

New generation of purpose—built fixed midrange core/aggregation switches

Cisco Catalyst e : sssssgisisin, | SRS UADP 2.0 XL
9500-16X o -

Cisco Catalyst
9500-40X

Cisco Catalyst
9500-24Q

Cisco Catalyst
9500-12Q

i
cisco

AT ACCURS DATA PN
Ao

Industry’ s first 40G enterprise switch

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9500 Series
High—level overview

I \ 1 \ 1 I \ \ b
2.4-GHz quad-core x86 CPU ! ( (

' Built-in RFID i i USB 20 flash drive. | ! 1608 ot DR DRAM || UADP20XL ASIC i : Every port 40G,10G,* ! ! Gisco StackWise i

1 H - 1 i H

| (passive) 1 3 ] ' 32mB per ASIC packet buffer ! ! 240G bandwidth | X and 1G* capable | ! Virtual )
{ ___________ N
I C9500-24Q ;
i 24x 40G 1
N e e Vi
{ ___________ N
I C9500-12Q ;
i 12x 40G 1
| 7
{ ___________ N
I C9500-40X :
i 40x 1/10G |
| 7
{ ___________ N
I C9500-16X |
i 16x 1/10G |
N e e Vi

......".....................................................

* With QSFP to SFP or SFP+ (QSA) adapter
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Cisco Catalyst 9500 Series

Network modules

1A w2

Uplink modules supported on C9500-40X and C9500—-16X
Support for Online Insertion and Removal (OIR)

Layer23-Switch | www.layer23-switch.com
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Alternate power supply for C9500 High Performance

Helping alleviate Supply chain issues

Available on

C9K-PWR-650WACL-R CCW now

—1 |3}

PIC to be
updated

e BTU-Hr/MTBF/Power utilization with
port usage same as 650WAC-R

e Platinum rated power supply.

Differences
CRITERIA C9K-PWR-650WAC-R C9K-PWR-650WACL-R
IEC-61000-4-5 SURGE 4KV CM, 2KV DM 2.5KV CM, 1KV DM
AC LINE HOLD-UP TIME >=20ms@90% Load >=12ms@100% Load
OverPower Protection (OPP) | 130% x rated load 140% x rated load

*Not certified to be used in EU Region
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Catalyst 9500X — reversible airflow

e Color of fan unit handle/latch Front to back
represents direction of airflow Slerm—=ie il
¢ Different fan product IDs for different
airflow directions

* Royal blue — back to front

e Burgundy - front to back

¢ All fans must be the same color
(direction) to work correctly

Single 1500W AC/DC PSU
with Cisco Grey latch
for both airflow directions

unit compatible with both C9500X-28C8D and C9500X-

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9500 Series

Redundant power supplies and fans

1
Redundant 1+1 : 120-GB

1

I

950W AC/DC power supplies

Hot—swappable

AC, DC, and mixed power supplies supported
Maximum output 12V/950W at 220V/110V AC input
More than 90% power efficiency at 50% to 100% of load

Redundant load sharing (1+1) mode only

Layer23-Switch | www.layer23-switch.com

fans

e ————

Variable—speed high—efficiency fans

Detect ambient temperature and adjust fan speeds
Individual fans are OIR capable up to 120 seconds
Front—to—-back airflow

Can still operate with individual fan tray failure
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Cisco Catalyst 9500 Series

Power supply redundancy
T redmese iy
"..?',“",i.’T,l."- it 1 ‘

T EEEEE W |

i

B '

PSU1 PSU2
¢ Load sharing and redundancy are e In case of power supply or power feed ¢ Mix of AC and DC power
enabled automatically failure, active power supply operates at 100% supplies supported
capacity

« Each power supply provides ~50%
of capacity

¢ This is the recommended and only mode

Layer23-Switch | www.layer23-switch.com
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Catalyst 9500 Power Supply compatibility

Switch Model PWR-C4- PWR-C4- C9K-PWR- C9K-PWR- C9K-PWR- C9K-PWR- CI9K-PWR- C9K-PWR-
950WAC-R 950WDC-R 650WAC-R 930WDC-R 1600WAC-R 1600WDC-R 1500WAC-R 1500WAC-R

C9500-12Q

C9500-24Q

C9500-40X

C9500-16X

C9500-32C

C9500-32QC

C9500-
48Y4C

C9500-
24Y4C

C9500X~-
~ 28C8D

C9500X~-
60L4D

Layer23-Switch | www.layer23-switch.com



https://www.layer23-switch.com/

Layer23-Switch | www.layer23-switch


https://www.layer23-switch.com/

Catalyst 9500 Series — Block Diagram

C9500-32C

IS
l 400 Gbps. i 400 Gbps, i 400 Gbps, + 400 Gbps, ¢
ASIC 0 Packet buffer (36 MB) ASIC 1 Packet buffer (36 MB)
Y i 2
4 Forwurdlng commler — | Forwardlm; controller A—[ —» Forwarding controller

uypm crymn

oo m oz G0
\

i 2 \
- Forwarding controller '—i

.

ayplo

X86 2.4-GHz
quad-core CPU
|

DRAM - 16 GB

Console

C9500-48/24Y4C

Packet buffer (3
!

X86 2.4-GHz
quad-core CPU

|
Forwarding controller ‘ FPGA
DRAM - 16 GB
Reassembly sl
crypto <
‘3 @ usB2.0

Core 0 ‘
¥

Mgt Console
10G/25Gx8 10G/25Gx8 \ 20G/25Gx8 20G/25Gx8
| j [ ] . |

PHY PHY PHY PHY PHY PHY PHY PHY
0 1 2 3 4 5 6 7

Packet buffer (36 MB)

pur I | ! 4

Rewrite

Ingress FIFO Egress FIFO
T Core 1 l

i

Forwarding controller

Reassembly
crypto

Core 0

Rewrite

Egress FIFO

X86 2.4-GHz
quad-core CPU

DRAM - 16 GB

Console

wel T

C9500-32QC
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L] ]

M.2 SATA ‘
SSD(optional)

2x8 56G
(800G/PHY)

C9500X-28C8D
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Catalyst 9500X and 9500H — physical

S s s

CPU (BDW-NS, BDW) 2.7 GHz 8C Intel® (BDW-NS) 2.4 GHz 4C Intel (BOW
DRAM (tyee) 32 GB (PDR4) 16 GB (PDR4)
ASIC (number) Q200 (10 UADP3 @
Capacity 12 Tbps (full duplex) Upto 6.4 Thps (full duplex)
10G ma 120 % Upto 48

25G M= 120 % Upto 48

50G max 120 * -

40G max (28+32)60 ** Upto 32

100G ™ax (28+32)60 ** Upto 32

400G m= 8 -

* Roadmap (not committed). ~ Using Breakout cable ports.
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C9500X-60L4D Block Diagram

Gen?2 Fixed 1RU QSFP Switch — 60x50G and 4x100/400G

CDRS5M | CDR5M CDR5M | GDRSM

2x12 56G
(800G/PHY)

8—core
x86 CPU

Layer23-Switch | www.layer23-switch.com
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Catalyst 9500X

Port Density

G (EOWNS, 2.7 GHz 8C Intel® EOW-NS) 2.7 GHz 8C Intel® EOW-NS) 2.4 GHz 4C Intel® EDW-NS)

DRAM (tvee) 32 GB (DDRY) 32 GB (PDR®) 16 GB (DDRY)

ASIC (number) Q200 (¥ Q200 (¥ UADP 3.0 (¥

Capacity 12 Tbps (full duplex) 9.2 Thps (full duplex) 3.2 Thps (full duplex)
B oo _ | NoBresout _ | NoBresot _

10G max 36 with QSA 60 Native + 4 QSA 48 Native + 4 QSA

25G max = 88 60 76% 48 64

50G mx = 88 60 76% =

40G max 36 60% 4 16% 4

100G ™ax 36 60 4 16% 4

400G m= 8 4 =

Encryption MACsec and WAN-MACsec IPsec*, WAN-MACsec and MACsec MACsec

* Roadmap (not committed)
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Catalyst 9500X and 9500H — features and scales

B I S,

MAG addresses 128,000 256,000 80,000 128,000
IP host rovtes 128,000 256,000 80,000 128,000
Multicast 12 erous 16,000 64,000* 16,000 48,000
Multicast 13 routes 32,000 64,000* 32,000 48,000
IP LPM routes 2 million 2 million 212,000 256,000
MPLS labels 256,000 512,000 32,000 64,000
SGT/OQG '2bets 32,000 64,000 32,000 64,000
NAT sessions 16,000* 128,000* 3000 16,000
Security ACL entries 8000 10,000* 12,000 27,000
QoS ACL entries 8000 10,000* 8000 21,000
PBR* ACL entries 8000* 10,000* 3000 16,000

* Roadmap for Catalyst 9600X (not committed).
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For Internal use only

Catalyst 9500X for continued market leadership

Aruba
Arista 7280R3 7050SX3
Threats -- -- X800

Q200 Jericho2 UADP Trident3 T3/Gen 7
* 7050SX3 in campus Scale, performance, hardware differentiation
with higher 40/100G
density More IP LPM routes

- Positioning data center ~ Sealed MPLS labels I

‘ s —— 0 s SN switch: 7280R3. in ) Extensive security, QoS, PBR ACLs _
Data center: 7280R3 campus core with higher
scale and speeds/feeds 400G ports I
aruba E— .

a Hewlett Packard

Enterprise company Enterprise—grade campus differentiation
_ i = - Line-rate encryption
deslasla S e B MACsec, WAN MACsec, NetFlow
= Higher port densities Unmatched flexibility -
- Higher route, MAC Customizable ASIC templates, MPLS, GRE, NAT support
_ Bad

scales 400G leadership in campus

Support for 10G to 400G speeds

Legend Best Partial

Highlight higher scale, performance, and 400G leadership in campus.

Showcase unmatched customizable ASIC template capability.
Win with Catalyst 9500X differentiation against the competition.
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Catalyst 9600-SUP1 & Catalyst 9500 High Performance
Switch Database Management (SDM) template

User—customizable

Core template template Distribution template
Maximizes system resources Allows customizable Balances system resources between

for Layer 3 unicast and multicast ACL TCAM resources Layer 3 routes and Layer 2 MAC
routes (default) and Netflow

SD-Access template
Maximizes system resources
for policy to support fabric
deployment

NAT template
Maximizes the NAT
configurations on the switch
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Catalyst 9600 — Sup1/Catalyst 9500 High Performance

SDM templates and scale numbers

Routes (IPv4/IPv6) 114K/114K 212K/212K 212K/212K 212K/212K
Multicast routes (IPv4/IPv6) 16K/16K 32K/32K 32K/32K 32K/32K
MAC address table 82K 32K 32K 32K
IGMP/MLD snooping 2K 2K 2K 2K
Flexible NetFlow (Ingress) 49K/ASIC 32K/ASIC 32K/ASIC 32K/ASIC
Flexible NetFlow (Egress) 49K/ASIC 32K/ASIC 32K/ASIC 32K/ASIC
SGT label 32K 32K 32K 32K
. Ingress /7 12K 8K 12K

Security ACL ,\,

Egress 15K 19K 8K

I 8K 8K 4K
QOS ACL neress x

Egress 8K 8K 4K

I 1K 1K 1K
NetFlow ACL neress x

Egress 1K 1K 1K
SPAN Ingress / 0.5K 0.5K 0.5K

Egress ¢ 0.5K 0.5K 0.5K
PBR/NAT 3K 2K 15.5K
CPP 1K 1K 1K
Tunnel termination and MACsec 3K 3K 2K
LISP 1K 2K 1K

/
/\\ Customizable resources
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Catalyst 9600 — Sup1/Catalyst 9500 High Performance

SDM Templates, Scale & Customization

Distribution Core (default)
Routes (IPv4/IPv6) 114K/114K 212K/212K 212K/212K 212K/212K
Multicast routes (IPv4/IPv6) 16K/16K 32K/32K 32K/32K 32K/32K
y MAC address table 82K 32K 32K 32K
N | 1GMP/MLD snooping 2 2K 2 2 =
Flexible NetFlow (Ingress) 49K/ASIC 32K/ASIC 32K/ASIC 32K/ASIC
Flexible NetFlow (Egress) 49K/ASIC 32K/ASIC 32K/ASIC 32K/ASIC
SGT label 32K 32K 32K 32K j
. Ingress 12K 8K 12K
Security ACL
Egress 15K 19K 8K
Ingress 8K 8K 4K
QOS ACL
Egress 8K 8K 4K
/
1 1K 1K 1K
x NetFlow ACL neress
Ingress 0.5K 0.5K 0.5K
SPAN
Egress 0.5K 0.5K 0.5K
PBR/NAT 3K 2K 15.5K /|
CPP 1K 1K 1K
Tunnel termination and MACsec 3K 3K 2K
LISP 1K 2K 1K

Layer23-Switch | www.layer23-switch.com

Higher scale

/7
x Customizable resources

* SDA template is depreciated with 17.3.1 release
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FIB Scale Customization

Scale Values Default Value Step Units
(Min — Max)
L2 MAC 32K - 128K 32K 16K
L3 Unicast 64K - 256K 64K 16K
L3 Multicast * 0- 32K 16K 16k
L2 Multicast * 0- 32K 16K 16K
ISP(E’;I;)EI'QAgPIIa_bSeIS 0 - 64K 32K 32K
Netflow — Input 0 - 64K 32K 32K
Netflow — Output 0 - 64K 0 32K
Total Resources 416K

Scale Values: minimum and maximum possible values

Step Units: granularity (block size) of scale per type

Default Value: default value, if it’ s not specified by CLI

Layer23-Switch | www.layer23-switch.com

16K — 16384
32K - 32768
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Bank 0

27K

Bank 1
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25K

ACL Scale Considerations

ACL Features

Scale Values Default Step .
Feature Min = Max) Value Size Customizable

Ingress ACL 4K - 26K, 27K 4K 2K Y

Egress ACL 4K - 26K, 27K 4K 2K Y

Ingress QoS 1K, 2K — 16K 1K 2K Y

Egress QoS 1K, 2K — 16K 1K 2K Y K

V4

PBR/NAT 1K, 2K — 16K 1K 2K Y

LISP 1K - 2K 1K 1K Y

Tunnels 1K - 3K 1K 1K Y

NFL ACL 1K - 2K 1K 1K Y
N

Ingress SPAN NA 0.5K NA N

Egress SPAN NA 0.5K NA N

CPP NA 0.5K NA N

Sec. Assoc NA 0.5K NA N

Macsec SPD NA 0.25K NA N
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Catalyst 9600X-SUP2 & Catalyst 9500X
Switch Database Management (SDM) template

User—customizable
template

Allows customizable
ACL TCAM resources

Default template
Maximizes system
resources

for Layer 3 unicast and
multicast routes

Layer23-Switch | www.layer23-switch.com

Custom template
Provide flexibility for
customizing TCAM space
for specific requirements
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Catalyst 9600X — Sup2/Catalyst 9500X

MAC addresses
Host routes (ARP/NDP)

Layer 2 multicast entries IGMP/MLD)

Layer 3 multicast routes (IPv4/IPv6)

ACL compression (SGT, DGT, OGID/v6)

MPLS labels
Reserved (PBR/NAT)

FCS+

FCS+

128,000
128,000/64,000

16,000/8000

32,000/16,000

32,000/16,000

256,000

16,000/8,000
608,000 (288,000 for LPM)

32,000 to 256,000
32,000 to 256,000

0 to 64,000

0 to 64,000

0 to 64,000

0 to 512,000
0 to 256,000

@ 1000 step
@ 1000 step

@ 1000 step

@ 1000 step

@ 1000 step

@ 1000 step
@ 1000 step

Security ACL (IPv4/IPv6)

Quality of service (IPv4/IPv6)
Policy—based routing (IPv4/IPv6)
Lawful intercept (IPv4/IPv6)

LPTS, EPC, FSPAN, NFL (IPv4/IPv6)
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FCS+
FCS+

FCS+

FCS+

FCS+

TCAM

8000/4000 shared*
8000/4000 shared*

8000/4000 shared*
1000 (2x 512) reserved

1000 (2x 512) reserved

10,000 (2000 for LPM)

0 to 11,000/5000
0 to 11,000/5000

0 to 11,000/5000

1000 to 5000/2500

1000

* Shared is an unreserved space, first come,

@ 1 step

@ 1 step
@ 1 step
@ 1 tap (2 ACE)

@ 1 step

first served per feature.
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New IOSXE & Q200 ACL Tools @

OGACL Conversion and TCAM Fit Tool

IP ACL to OGACL ACL TCAM Fit

v" Gonvert IP/Port ACLs into Object—Groups & OGACLs v" Check if your ACEs (Security & QoS) fit into TCAM
v Dynamic Object—Group names can be Customized v Parse a running—configuration to learn ACLs & Ports
v Color-coded Object—Groups for easier correlation v" Test different C9500X & 9600X ACL + Port configs

v" GCompress IP/Port ACLs for up to 70—80% less space v Identify which ACE and/or Port config exceeds size

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst
9400 Series
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Cisco Catalyst 9400 Series

Industry Leading Modular Access 480G BW
per slot with
Sup2XL
Redundancy
is now

table stakes

IEEE 802.3bt
90W PoE
compliant

______________

10—slot

Fiber Line Cards

Power Supplies

e s N\ ([ Y

* Sup-1: Access *  48x 10G mGig UPOE+ * 48x 10G SFP+ «  3200W AC

. e 48x 5G mGig UPOE+ e 24x 10G SFP+ .
° Sup—1XL Access e 24x mGig + 24x UPOE . 481G SFP 2100W AC
e SUP-1XL-Y: Access e 48x 10G mGig Data 24 1G SFP e 3200W DC
. C s e 48x 10/100/1000 UPOE+ : x

* SUP-2: Access/Distribution . 48x 10/100,/1000 UPOE . 20x 25G SFP28 + 4x10G(SFP+)

e SUP-2XL: Access/Distribution « 48x 10/100/1000 POE+ «  12x40G QSFP+ or 4x100G
\ ) e 48x 10/100/1000 Data QSFP28 + 4x40G QSFP+

\_ J / y,
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Cisco Catalyst 9400 Serles

Chassis Options

10-slot

(SUP1/1XL/2/2XL)

Supervisor 2 (redundant)
Line Cards 2 5 8
10/100/100M 96 240 384
1/2/5/10G 96 240 384
Ma&'-sge’;‘:;ts 1/10G SFP 96 240 384
25G SFP 40 100 160
40G QSFP+ 24 60 9
100G QSFP28 8 20 32
10G SFP 8 (SUP1) — 4 (SUP2)
Max SUP ports 25G SFP 9 (SUP1-XL) — 4 (SUP2)
by speed 40G QSFP 2 (SUP1-XL) — 4 (SUP2)
100G QSFP 4 (sup2)
BW per LC slot 80/240/240/480G 80/120/240/480G 80/80/240/480G

Dimensions W/D/H)

W:175n / D:16.25 ™ / H: 6RU

W:17.5 " / D:16.25 ™ / H: 10RU

W: 175 / D:16.25 » / H: 13RU

Power supply 4 PS (N+1 and N+N) 8 PS (N+1 and N+N) 8 PS (N+1 and N+N)
PoE per slot 4800W
Cooling Side to Side (Front to Back for PS)

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9400X

New Supervisor 2/2XL powered by Cisco UADP 3.0sec

Up to 240G 1/2.5/5/10/25/40G Up to 1.6T 1/2.5/5/10/25/40/100G
bandwidth Supports different speeds bandwidth Supports different speeds
Forwarding + s - Increased

ACL scale Up to 32 MB 7 o a B, = ;hfw _ Forwarding + ACL scale Up to 36 MB

Up to 96,000 MACs (2x 16 MB) packet buffer < —— Up to 128,000 MACs* unified packet buffer

Up to 64,000 routes Up to 256,000 routes*

SUP-1/1XL SUP-2/2XL

Features Features

optimized and scale
Up to 100G Customizable
Encryption templates for
IPsec*, WAN MACsec* higher scale*

240/120/80G per slot with SUP-1XL (4-, 7-, or 10-slot chassis) 480G per slot with SUP-2XL
80G per slot with SUP-1 (all chassis) 240G per slot with SUP-2 * Hardware capable, Software support in future release.

Unmatched flexibility Maximum investment protection 100G leadership in access

Same series, chassis options — New supervisors and line cards

Layer23-Switch | www.layer23-switch.com
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Catalyst 9400 Supervisor Modules

Supported on all Chassis Types

Note: Same supervisor model required in dual SUP/SSO configuration.
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Catalyst 9400 Series — Sup2XL W
Overview il °m c

4.8 Tbps full duplex Line card slot bandwidth:

(line cards and uplinks) 480Gb/slot with Sup2XL

SDM Templates:
Access (default)
Border, Distribution,
Core (future)

3x UADP 3.0sec ASICs

M.2 SATA SSD
(optional: up to 1TB) 16-GB DRAM and
16—GB flash
USB 3.0 Uplinks:
4x25/10G. 4x100/40G
MAcsec_Zss ............................................5 E .............................................................. 2'4_GHZ 8_c°re x86 CPU

QAT (20G HW crypto)
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Catalyst 9400 Series — Sup?2 W
Overview il °m c

2.4 Tbps full duplex Line card slot bandwidth:

(line cards and uplinks) 240Gb/slot

SDM Templates:
Access (default)
Border, Distribution,
Core (future)

3x UADP 3.0sec ASICs

M.2 SATA SSD

(optional: up to 1TB) 16-GB DRAM and

16—GB flash
USB 3.0 Uplinks:
4x25/10G, 4x100/40G
MAcsec_256 ............................................5 E .............................................................. 2'4_GHZ 8_c°re x86 CPU

QAT (20G HW crypto)
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Cisco UADP Multicore

Catalyst 9400 Series — Sup—1XL ———
Y I up - 0.6

Overview

Line card slot bandwidth:
4—slot: 240G (>150 bytes)
7-slot: 120G (>150 bytes)
10-slot: 80G (>150 bytes)

720G line cards, uplinks

UADP 2.0 XL ASICs

Templates: Distribution,

M.2 SATA SSD (optional; Core, SD Border

up to 1 TB)

16G DRAM and 16G flash
USB 2.0/3.0

2.4-GHz quad—core x86 CPU
MACsec—256

Uplinks:
8x 10G, 2x 40G

MACsec is not supported on 1G speed on uplinks
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Cisco UADP Multicore Gisco 10S® XE

Catalyst 9400 Series — Sup—1XL-Y “ °c

Overview

Line card slot bandwidth:

4—slot: 240G (>150 bytes)
7-slot: 120G (>150 bytes)
10-slot: 80G (> 150 bytes)

720G line cards, uplinks

UADP 2.0 XL ASICs

Templates: Distribution,

M.2 SATA SSD (optional; Core, SD Border

up to 1 TB)

16G DRAM and 16G flash
USB 2.0/3.0

2.4-GHz quad—core x86 CPU
MACsec—256 = ceccscececcccscecacasoscscssasase Uplinks:

2x 25G, 8x 10G, 2x 40G

*MACsec is not supported on 25G ports of Sup—1XL-Y
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Cisco UADP Multicore Gisco 10S® XE

Cisco Catalyst 9400 Series — Sup—1 “ °c

Overview

Line card slot bandwidth:
4-slot: 80G (>150 bytes)
7-slot: 80G (>150 bytes)
10-slot: 80G (>150 bytes)

720G line cards, uplinks

UADP 2.0 XL ASICs

2.4-GHz quad—core x86 CPU
M.2 SATA SSD (optional;

up to 1 TB)

16G DRAM and 16G flash
USB 2.0/3.0

Uplinks:
MACsec—256 8x 10G, 2x 40G

MACsec is not supported on 1G speed on uplinks
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Line cards — RJ—45

TrustSec and MacSec—256 supported on all

C9400-LC-48T C9400-LC-48P C9400-LC-48H G9400-LC-
48x 10/100/1000M 48x 10/100/1000M PoE+ 48x 10/100/1000M 24x My lgixabit + 24 10/100/1000
UPOE+/802.3bt

I0S-XE 17.13.1

C9400-LC-48HX C9400-LC-48U C9400-LC—48HX C9400-LC-48HN
48x 100M/1G/2.5G/5G
48x i /I el 48x 100M/1G/2.5G/5G/10G X o E+// U P/OE+/
100M/1G/2.5G/5G/10G iy, ‘:p upor
P0E+t/U:0?NE+ up to 90W
up to

Layer23-Switch | www.layer23-switch.com
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Line cards — SFP/SFP+/SFP28

TrustSec and MACsec—256

a e

C9400-LC—-24XY
24x 10/25Gb SFP+/SFP28

Layer23-Switch | www.layer23-switch.com

C9400-LC-24XS
24x1/10Gb SFP/SFP+

1 Gb SFP

C9400-LC-24S
24x 1Gb SFP

C9400-LC-48S
48x1Gb SFP
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Line cards — SFP28/QSFP28

IOS-XE 17.121 I0S-XE 17.12.1

C9400-LC-24XY C9400-LC-12QC

20x25Gb + 4x10Gbps 12x40Gbps /
4x100Gbps + 4x40Gbps

Layer23-Switch | www.layer23-switch.com
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Bandwidth boost with Gen 2 supervisors

(0 A ) | oSS cssonc s

Type 9404R 9407R 9410R 9404R/9407R/9410R 9404R/9407R/9410R
q09400—LC—48TX C°Pg‘:|ry)<Data -_----“““““““““““““"“-;4-0 --------------- ;85 ------- 1
Not supported

‘ C9400-LC-24XY Fiber 240 480
C9400-LC-12QC Fiber 240 480
C9400-LC-48HX UPOE+ Not supported 240 480
C9400-LC-48XS Fiber 240 480
C9400-LC-48UX UPOE 80/240 80/120 80 240 240
C9400-LC-24XS Fiber 80/240 80/120 80 240 240
C9400-LC-48HN UPOE+ 80/120 80/120 80 240 240

3x bandwidth uplift for Gen 1 line cards (80G —> 240G) on 10-slot chassis with SUP-2XL
2x bandwidth uplift for Gen 1 line cards (120G —> 240G) on 7-slot chassis with SUP-2XL

Bold indicates line rate
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Cisco Catalyst 9400 Series — Power supplies

* Modular Design: 4x PSU for 4—slot or 8x PSU for 7 and 10-slot chassis
e Load-Sharing: Power for both Line Cards —and— Inline Power (PoE)

» Slot Priority: Lower-number Slot, with higher Power Priority (future)

* Platinum-rated: 2 90% power efficiency

* Power Output:
* 3200W AC PSU with 240V input (1570W with 120V input. 16A input)
* 2100W AC PSU with 240V input (940W with 120V input. 10.4A input)
« 3200W DC PSU input voltage (=40 to =72 VDC)
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Catalyst 9400 Power redundancy

Combined
(default)
Redundant
Load-Sharing on Active PSUs Standby PSU becomes Active
Standby PSU in output disabled System enters alarm state

[ Active ] [ Standby ] Failed PS

Layer23-Switch | www.layer23-switch.com
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Catalyst 9400 Power redundancy:

N+1 and N+N redundant mode

* Default Active is PS1 through 4, and Standby is

PS5 through 8 SW (config) #power
N+N Redundant

* Standby power slots are configurable N+1 Redundant
SW (config) #power

<1-8> standby
SWR (config) #

* Default Active is PS1 through 7, and Standby is
PS8 SW (config) #power

N+N Redundant

* Standby power slot is configurable N+1 Redundant

SW (config) #power

<1-8> standby
SWR (config) #

Power Configuration Guide

redundancy-mode redundant ?

N+N (N is active, N is standby)
N+N (N is active, 1 is standby)
redundancy-mode redundant N+N °?
slot in N+N mode

redundancy-mode redundant ?

N+N (N is active, N is standby)
N+N (N is active, 1 is standby)
redundancy-mode redundant N+1 ?

slot in N+1 mode

| Active | | Standby |

Layer23-Switch | www.layer23-switch.com


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-9/configuration_guide/sys_mgmt/b_179_sys_mgmt_9400_cg/environmental_monitoring_and_power_management.html?dtid=osscdc000283
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Catalyst 9400 Series power management

Automatic Line Card shutdown and PoE port priority — in case of power load—shedding
8 priority levels, 0 to 7, with 0 having the highest and 7 the lowest priority

Default priority Load shed stop

depends on
Highest \ i | I remaining available
priority g power
| & S PR SERTES § o | A
v
Lowest = Load shed
priority 1 O—s|ot begins here

Supervisors and fan tray have the highest priority and will shut down last

Layer23-Switch | www.layer23-switch.com
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UPOE+ port density with C9400-LC—-48HN & LC-48HX

Port count for maximum 90W UPOE+ density

Power Configuration Guide

With fully—loaded 3200W power supply in combined mode

e 4 .‘

96 ports with C9400—-LC—48HX
96 ports with C9400-LC—48HN
(fully-loaded chassis)

226 ports with C9400-LC—48HX 224 ports with C9400-LC—48HX
240/229 with C9400-LC-48HN

(up to 5 fully-loaded Line Cards)

231 ports with C9400-LC—-48HN
(fully-loaded chassis)

*With Sup1-1XL/Sup2-2XL
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Catalyst 9400 Fan Tray

Redundant: N+1 fan

Flexible service: Fan tray can be replaced from the port side or the back

Efficient: Variable speed per fan depends on the load, temperature, and altitudes

Airflow: Side to side

Layer23-Switch | www.layer23-switch.com
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Access Template
Maximizes ASIC resources
for Layer 2 MACs, Hosts,

L2 Unicast/Multicast, L2VPN
and Flexible NetFlow

\_
f
FIB Customization
Flexibly reallocate the
Central Exact Match (CEM) table
between MAC, Hosts, Multicast,
NAT, MPLS and ACL Labels
\_

Layer23-Switch | www.layer23-switch.com

User—Customizable
ASIC Resources Only option on 9400X prior
to 17.11

TCAM

ACL Customization
Allocate TCAM space between
Security ACL, QoS,

PBR and Flexible Netflow
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Catalyst 9400X — Custom SDM Templates

SDM templates and scale nu

/D_-i_ﬁ

ouble width fields ensures IPv4 and
IPv6 have the same scale

L2 and L3 Multicast can have a total of
48K FIB Resources

<

Space for Some features can be
disabled completely by setting scale to

mbers

Feature (ACL) TCAM

Forwarding (FIB) Hash

I0S-XE 17.11.1 .

Unicast routes (LPM & Host, IPv4/1Pv6)

MAC address entries

L2 Multicast groups
L3 Multicast routes (Pv4/1Pve)
Ingress

Flexible NetFlow
Egress

\__ 0 J
/ ACL ingress and egress are split ; !

between two cores

Due to space reserved for IPSec SA
table, max ACL on core 1 is 25K

Maximum Security ACL size possible is
25 + 27 = 52K

All features need dedicated space. 0

SGT, MPLS

. Ingress
Security ACL
Egress

\ setting is not allowed ‘
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LLLLSL LS

LALALLLLL

64K-256K 112K 16K
32K-128K 64K 16K
0-32K 16K 16K
0-32K 16K 16K
0-64K 32K 32K
0-64K 0 32K
0-64K total 32K SGT, 16K MPLS 32K
~ TotalFBResources—416K
4K-27K 10K 2K
4K-27K 16K 2K
Ingress 1K-2K 1K 1K
NetFlow ACL
Egress 1K-2K 1K 1K
LISP 1K-2K 2K 1K
PBR/NAT (per direction) 1K, 2K-16K 2K 2K
Tunnels (Termination) 1K-3K 1K 1K
Ingress 0.5K Not Customizable
SPAN
Egress 0.5K Not Customizable
CPP 0.5K Not Customizable
IPsec 1K Not Customizable
MACsec SPD 0.25K Not Customizable

/7
‘/\ Customizable Resources


https://www.layer23-switch.com/

C9400-SUP-1XL/XL-Y SDM templates

| 166t0168 | 169 and beyond

Access Access Core NAT
Longest prefix match (LPM) 64,000 64,000 64,000 64,000
Host 48,000 48,000 32,000 48,000
Layer 2 multicast 16,000 16,000 16,000 16,000
Layer 3 multicast 16,000 16,000 32,000 32,000
MAC addresses 64,000 64,000 16,000 16,000
SGTs 8000 8000 8000 8000
Flexible NetFlow entries 128,000 per ASIC 128,000 per ASIC 128,000 per ASIC 128,000 per ASIC
Security ACLs 18,000 18,000 18,000 18,000
QoS ACLs 18,000 18,000 18,000 3000
PBR/NAT 2000 2000 2000 16,000
Tunnels 1000 1000 1000 1000
LISP 1000 1000 1000 1000
MPLS L3VPN VRFs 256 256 256 256
MPLS labels 8000 16,000 24,000 16,000
MPLS L3VPN routes VRF 16,000 32,000 32,000 32,000
MPLS L3VPN routes prefix 4000 4000 4000 4000
MVPN MDT tunnels 256 1000 1000 1000
L2VPN EoMPLS attachments 256 1000 1000 1000
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Cisco Catalyst 9400 Series

Centralized Modular Architecture

Centralized architecture

Supervisor

Control Plane
Containers
HA communication

Forwarding
Features
Embedded controllers

Passive backplane
Up to 480G bandwidth per slot

Line card Line card Line card
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https://www.layer23-switch.com/

Catalyst 9400 SUP-2/2XL block diagram

Switch backplane

32x 200G
SLI SLI SLI v. I
o, up
IR Eth t
S (120) PCle erne
200+200G
b

R 8—core CPU

ASIC # ‘ 4-slot ‘ 7-slot ‘ 10-slot
UADP #1 Slot 1 Slots 2 and 7 Slots 1, 9, and 10 M.2 _SATA
(optional)
UADP #2 Slot 4 Slots 1 and 5 Slots 2, 3, and 4
X
UADP #3 Uplinks Slot 6 and uplinks Slots 7 and 8, and uplinks A4

N4 y
SLI speed is 30G with 48XS, 48HX, and 48HN line cards; otherwise, is 10G. 4x 40/100G mgmt

Physical ports
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Catalyst 9400 Sup—1/1XL/1XL-Y block diagram

Switch backplane
24x 24x 16x I
240G I ISLI ISL] I 40G
8x
<—

SLI
720 Gbps
——

Quad—core CPU

(control traffic, containers
for apps)

ASIC # 4-slot 7—-slot 10-slot .
UADP #1 Slot 1 Slots 2 and 7 Slots 1, 9, I
and 10 M2 SATA
UADP #2 Slot 4 Slots 1 and 5 Slots 2, 3 (optional) SDRAM
and 4
UADP #3 Slots 2 and 3 Slot 6 and Slots 7, 8, l l v v
d uplink link d uplink
and upin upiins and upinKes 4x 10G/ 4x 10G/ USB Console/
SLI - switch link interface 40G 40G mgmt
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Catalyst 9400 Series — Line Cards Block Diagram

C9400-LC-48HN/Sup2

Switch backplane

N S
4x ' 4x ' 4x
SLI to Active . Sllto Standby | SLI to Active
A4
Management
subsystem

4x
(USXGMIN)

Octal PHY

Octal PHY

Octal PHY Octal PHY

Octal PHY

Octal PHY

Ports
(58] =@ 1-8 1=

Speed: 100M/1G/2.5G/5G

Line rate on all ports

PoE
subsystem

SLI - Switch Link Interface ~ 30 Gbps

Switch backplane

4x 4x
St SLI

4x 106G
\

8x10G \ 8x 10G
\

\

8x 10G
(USXGMI)

Multigigabit
PHY

Multigigabit
PHY

Multigigabit

Multigigabit Multigigabit
PHY PHY

17-24 25-32

33-40

2:1 oversubscription

C9400-LC-48HX
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PoE
subsystem

C9400-LC-48UX/Sup2

Switch backplane

6x 6x 6x
SLI SLI SLI SLI
>

22X 6x 2X 6x 2x 6x 2x 6x

Management
subsystem

4x octal PHY 2x quad 2x quad 2x quad
(use 6 out of 8) Multigigabit PHY Multigigabit PHY Multigigabit PHY

R e Lss RS

Speed: 10/100/1000M Speed: 100M/1G/2.5G/5G/10G

Line rate on all ports*

* The line card will get 240G bandwidth on the slot, where 264G is the max bandwidth needed,
but in a real production environment 240G will be enough to make line rate on all ports.

Switch backplane
Management
o B
LY
8x 10G 4x 10G \
et | 4x 10G \ 8x108
\
=8 9-16 17-24 25-32 33-40 41-48

2:1 oversubscription

SLI - Switch Link Interface ~ 30 Gbps

C9400-LC-48XS
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Catalyst 9400X vs. 9400 models — Physical

r“

CPU (number)

Catalyst® 9400X
(UADP 3.0sec)

2.4-GHz Intel® 8C (BDW D-1564N)

Catalyst 9400 (UADP 2.0XL)

2.4-GHz Intel 4C (BOW D-1530

16 GB DPDR3

16 GB DDR4

UADP 2.0XL »®

DRAM (vpe)

UADP3.0sec x3

ASIC (number)
C(aEaclty

chassis)

4.8 prS (full duplex)

960G (full duplex)

240G (9404R)/1 20G (9407R)/80G (9410R)

Layer23-Switch | www.layer23-switch.com

Capasclzitt)y (per 480G (all chassis)
96/192/38

1G max 96/240/384 96/240/384 96/240/384 96/240/384 | 96/192/384 4 48/96/192 96/192/384
5G max 96/240/384 = 96/240/384 = 96/192/384 | 48/96/192 = =
10G max 96/240/384 96/240/384 96/240/384 96/240/384 48/96/192 48/96/192 48/96/192 =
25@G max 40/100/160 +4 G 40/10(()4;)1)60 o 4 (sup) 4 (sup) 4 (sup) 4 (sup) 4 (sup) 4 (sup)
40G mex 24/60/96 + 4 (o) 24/6(()4;?)6 4 4 (sup) 4 (sup) 4 (sup) 4 (sup) 4 (sup) 4 (sup)
100G m=x 8/2/32 + 4 (sup) 4 (sup) 4 (sup) - - — _
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Catalyst 9400X vs. 9400 models — Features

' Catalyst® 9400X (UADP 3.0sec)

Catalyst 9400 (UADP 2.0XL)

MAC addresses 64,000 128,000 96,000 16,000
IP host routes 112,000 (LPM*host 256,999 (LPM#host 48,000 32,000
Multicast L2 groups 16,000 32,000 16,000 16,000
Multicast L8 routes 16,000 32,000 16,000 16,000
IP LPM routes 112,000 (LPM*host 256,000 (LPM#host 64,000 64,000
MPLS labels 16,000 64,000 12,000 16,000
SGT/OQG labels 32,000 64,000 8000 8000
NAT sessions 2,000 16,000 2000 2000
Sec ACL entries 10,000 (input) 4 16,000 (output) 27,000 (input) 4 18,000 (output) 18,000 (shared) 18,000 (shared)
QoS ACL entries 8,000 (input) 4 8,000 (output) 16,000 (input) 4 16,000 (output) 18,000 (shared) 18,000 (shared)
PBR ACL entries 2,000 16,000 2000 2000

* Software roadmap (FCS+).
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SUP-2XL supported line cards

Supervisor 2XL

Bandwidth per slot (Gbps)

Generation Data only PoE U(;i(s)ch@) SOIZEEtI)Et / Fiber 9404R 9407R 9410R
UPOE+
C9400-LC-12QC 2 X X 480 480 480
C9400-LC-24XY 2 X X 480 480 480
C9400-LC-48HX 2 X X X 480 480 480
C9400-LC-48XS 2 X X 480 480 480
C9400-LC-48TX 2 X 480 480 480
C9400-LC-48HN 1.5 X X X 240 240 240
C9400-LC-48H 1 X X X 48 48 48
C9400-LC-48UX 1 X X 240 240 240
C9400-LC-48U 1 X X 48 48 48
C9400-LC-48T 1 X 48 48 48
C9400-LC-48P 1 X 48 48 48
C9400-L.C-24/48S 1 X X 48 48 48
C9400-LC-24XS 1 X X 240 240 240

Layer23-Switch | www.layer23-switch.com
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SUP-2 supported line cards

Supervisor 2XL

Bandwidth per slot (Gbps)

Layer23-Switch | www.layer23-switch.com

Generation Data only PoE U%f)?@ SOIZEEtEc / Fiber 9404R 9407R 9410R
UPOE+
C9400-LC-12QC 2 X X 240 240 240
C9400-LC-24XY 2 X X 240 240 240
C9400-LC-48HX 2 X X X 240 240 240
C9400-LC-48XS 2 X X 240 240 240
C9400-LC-48TX 2 X 480 480 480
C9400-LC-48HN 1.5 X X X 240 240 240
C9400-LC-48H 1 X X X 48 48 48
C9400-LC-48UX 1 X X 240 240 240
C9400-LC-48U 1 X X 48 48 48
C9400-LC-48T 1 X 48 48 48
C9400-LC-48P 1 X 48 48 48
C9400-LC-24/48S 1 X X 48 48 48
C9400-LC-24XS 1 X X 240 240 240
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SUP-1, SUP-1XL, SUP-1XL-Y supported line cards

Supervisor 1, 1XL, 1XL-Y Bandwidth per slot (Gbps)
Gi IEEE
Generation  Data only PoE sco 802.3bt /  Fiber 9404R 9407R 9410R
UPOE®
UPOE+

C9400-LC-12QC Not supported

C9400-LC-24XY Not supported

C9400-LC-48HX Not supported

C9400-LC-48XS Not supported

C9400-LC-48TX Not supported

C9400-LC—48HN 15 X X X 120 (supixL/-v) 120 (sup1xL/-v) 80
80 (Sup1) 80 (Sup1)

C9400-LC-48H 1 X X X 48 48 48

C9400-LC—48UX 1 X X 240 (supixL/-v) 120 (sup1xL/-v) 80
80 (Sup1) 80 (Sup1)

C9400-LC-48U 1 X X 48 48 48

C9400-LC-48T 1 X 48 48 48

C9400-LC-48P 1 X 48 48 48

C9400-LC—-24/48S 1 X X 48 48 48

C9400-LC-24XS 1 X X 240 (supixL/-v) 120 (sup1xL/-v) 80
80 (sunn) 80 (sunh
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Legend

C9400X for continued market leadership e e

Leadership with C9400/9400X

Competitive challenges

aruba e | e |
a Hewlett Packard Threats Scale/Performance/Hardware Differentiation

Enterprise company

50/100G Uplink:
pie Max Full mGig ports (1/2.5/5/10G)

Highest MGIG/SFP+ density
90W PoE Line cards (mGig + non—-mGig)

25/40/100G aggregation

AOS CX for cloud, security 100G Uplinks

and HA

MAC Scale: Up to 160K, VP (STP, MST): Up to 64K, 100K
Enterprise—Grade Campus Features Differentiation

R -

Encrypted Traffic Analytics, MACsec 128-bit/256-bit Link Encryption, Line Rate IPSec, Full
Flexible Netflow, DNS Cloud Security Integration, FabricSec

50/100G Uplinks

IoT Convergence:
Embedded Wireless Controller, Wide Area Bonjour/SD-Bonjour, IEEE 1588 PTP, AVB*

Higher MGIG density
Application Hosting, Robust Edge Compute Capability, Fast/Perpetual POE

Cognitive PoE
Segmentation:

Cloud Vision Managed SD-Access, EVPN-VXLAN, SGT, GBP, MPLS, VPLS, EoMPLS, MPLSoverGRE

Application Visibility & Service Assurance:
Cisco ThousandEyes Integration, NBAR2, AVC, Flexible Netflow

* — HW read

$8B of Modular access installed base refresh estimated from FY21 — FY26

Lead with Investment Protection: Gen 1 backward compatibility
Win with G9400X differentiation against the competition!

Layer23-Switch | www.layer23-switch.com
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Catalyst .
9300 Series et N
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Cisco Catalyst 9300 Series
Flexible High—End Fixed Access

Catalyst® 9300 models with modular uplinks Catalyst 9300 models with Fixed uplinks
9300 Uplinks

E —= == E —= - yyvy Eﬁ .
48/24 ports data 1G 48/24 ports UPOE 1G el Tl oheebt 410 SP ] o ;:‘n‘k"sG el
E Teees =
E—-r_ﬂ--E.m E-l--!:j‘ 48/24 ports UPOE 1G =2
. —= -
48/24 ports PoE+ 1G 48/24 ports UPOE+ 1G
— 4x1G or 4x10G L "!!= !!!g =2=
= o e o s 2 "' [ sl T

gm-:!!_ i-‘ i_ _- ‘E fixed v - ——— ——— S
e - e \ Uplinks an Al =———
| ey i . yow yYSYSS ==

2x 1/10/25G SFP/SFP+ 48/24 ports PoE+ 1G

48/24 ports Multigigabit 48/24 ports SFP 1G

9300X Uplinks

e

Adaa
4x25G
40x 1G + 8 x mgig/10G 24 x 1G UPOE

Fixed Uplinks )
A T T rent 10000 memn| | +eSSAE TeveRd Tevend Ten

48 x 1G Data 48 x 1G UPOE

4x 100/40G* 24 100/40G
QSFP QSFP

24/12 ports SFP+ 1G/10G/25G 24/48 mGig with UPOE+

. 4
StackWise® and StackPower cables ) 8x 25/10
- 8x 10G-M 3 i i
50CM-1M-3M 30CM-150CM * &8 /1G%k Optional StackKit

Modular fans External Storage

USB 3.0
120/240GB

A T | ¥y e
components J ‘

315W AC 715W AC/DC 1100W AC 1900W AC

*Supported on 48HX and 24Y
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Catalyst 9300X — High Performance Access Switch

Cisco UP0E®+’ Cisco UADP Multicore Cisco I0S®
Removable storage flash UPOE, Fast PoE, 20Sec X86 GPU XE
1
1
[0}

UADP 2.0sec 16-GB memory (starting at 240 GB) StackPower+ Perpetual PoE - ° 'e
|
u I
X86

256-bit
MACsec

Audio Video
Bridging (AVB)
Intel® X86 CPU 16—GB flash IPsec in hardware App hosting Hot patching, fast 48 ports Flexible uplink
with crypto accel capacity software upgrade Multigigabit options
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Investment protection with Catalyst 9300X

External storage

(240-GB SSD) Redundant fans Redundant power
- Weeooe ¥ Weers : [Weoooottl g = e o : 3

.....

Data stack cables Optional power supplies

1T Stacking BW StackPower cables (AC+DC)

Common components and stacking backward compatible with Catalyst® 9300 Series
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Catalyst 9300X Multigigabit models

C9300X-48HX

————— ————

448 Multigigabit
ports with

48x 100M/1G/2.5G/5G/10G ports data only 8-member

i - -—- __- —m stack

.[.L.L.[ .L.L.L.L.I. ,.L.L.L.L.L | |

40x 100M/1G/2.5G/5G W|th UPOE+ 8x 100M/1G/2. 5G/5G/10G with UPOE+

g
24x 100M/1G/2.5G/5G/10G ports with UPOE+ C9300X~24HX

Stackable with C9300 and C9300X

Highest Multigigabit ports in the industry with standalone and StackWise®-1T

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Catalyst 9300X high—speed fiber models

------- = e e VYT PRRRD GV AAPTYTYTIR TER @R G
— (S ALY 4203 IS 1A — ———
L ) _
Y C9300X-24Y Stackable with
24x 25/10/1G 9300/9300X

E L Lorn e e QN N G S G ) | . -

\ } -
Y C9300X-12Y

12x 25/10/1G

Fiber To The
- Q Collapsed access e Desktop (FTTD) ¢ Servers
Bringing stackable high—speed fiber to access

Layer23-Switch | www.layer23-switch.com

E
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Catalyst 9300X only uplinks

4x 100/40G* QSFP 2x 100/40G QSFP

C9300X-NM-8Y

* C9300X-NM-4C is supported only C9300X-24Y and C9300X-48HX/TX.
** Last 4 ports disabled on C9300X-48HXN.
PoE is not supported on Uplink modules

Layer23-Switch | www.layer23-switch.com
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Flexible design options with the Catalyst 9300X
In 2— or 3—tier architecture

 Campus , Branch
 Gore grmm R

=7 9600/9500H e |
(svL)

o ’
40/100G 4071006
-------------- 9300X
40/100G 40/100G  Distribution - i) X
/ / : 9500H(SVL) | B !
9300X _ T e | ——=—.I:' I
| | | /
s fiber stack |FEE—_— : g ) Nmmmmmmm e m e m—— -
=l (StackWise®— [JI—————t— L e _ __________________
- 1T) | '—""___M 1xed stac 40/100G
i eprrttetelield  9300,/9300X AR
I [
40/100G | N Sy P
! H!!ﬂl! ! ,’ s===w R
Mixed stack 1 1 E—————+——| | Bl stac _
9300/9300X ! mmam A e S LT 9300/9 Mixed stack
' ' -+ L L 500x 9300/9300X
' = ' s -..E;LEJW | s L .
. | e | b adasaiad i 1
:ﬁﬂ!ﬂ_ i ! | e EEEERE GGG | hEEEEEELe . T .
e e | - ; s :
) 1 1

_ _ T l

Bringing 10/25/40/100G with StackWise—1 Terabit to access
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Cisco Catalyst 9300 Series s g

Flexible Modular Uplink Models — Leading Fixed Access Switch I- ° ¢

Catalyst® 9300 non—X models with modular uplinks

24x 100M/1G/2.5G/5G/10G ports cgaw 24UX B e e . ) )
48 ports data 1G 24 ports data 1G o — " b - ' HEizas _ =
sssnnRERnRanR T
36x 2.5G ports 12x Multigigabit ports ~ C9300-48UXM 48/24 ports SFP 1G

| iGcomersn v oE/Cico UPOEB/POEs SR ERERERESS I

48x 5G ports G9300-48UN

1 .
48/24 ports PoE+ 1G I_a-=i"—'j| gg;i!g C9300-48UB
G R TN R S 48/24 ports UPOE+ 1G T EEEEEEEE

Packet Buffers

C9300-24UXB 2-4x
-

e | - - .
48/24 ports UPOE 1G F SESESSIT c9s00-24u8 Inoreased

Network Scale

StackWise® and StackPower cables Modular Fans

2 <o of o A A

50CM-1M-3M 30CM-150CM 315W AC 715W AC/DC  1100W AC  1900W AC

Catalyst 9300 modular Uplinks

Common - =
components '-—‘ - =

4x Multlglgablt X1GSFP 8 1/10G SFP/SFP+  2x 1/10/25G SFP/SFP+ 2x 40G QSFP
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Catalyst 9300 — Leading Fixed Access Switch

Built—-in RFID UsSB 2.0 flash drive X86 CPU UADP 2.0 ASIC
(passive)

wEe ]
1 0 0
Ll _ ;.. _ ] m

e » 3 73 e S Ta T e )

USB Console L U hed POE . . .
Mini-USB type B Multigigabit Capable nmatche Flexible Fixed or Modular Uplinks

High power — 60/90W UPOE/UPOE+
Resiliency — Perpetual/Fast

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9300 Series

External storage
USB 3.0 removable storage
(120-GB SSD)

1 1
1 ! 1
1
: Stack cables ! : Redundant fans
1 ] 1
\ ] \

___________________

_______________________________________

1
Optional power supplies |
(AC+DC) ;

* Supported only on Cisco Catalyst 9300 Series modular uplink models (C9300 SKUs).

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300 Increased Scale Platform

Fixed Access optimized for Media Distribution and IP Storage
AVI>

CERTIFIED
m—'_"-r__-__ D S D
Cisco IOS® XE Software
09300—48UB 48 Port 1G switch with UPOE

More ST ) GO pm— ey CH - ‘

2x
Buffers

x86 CPU and containers
Cisco SD-Access

Packet Buffers o Ty Ry iy

Encrypted Traffic Analytics (ETA)
AES-256/MACsec—256
Trustworthy systems

Cisco StackWise—-480

b et IEEE1588 and AVBx
Increased 5 5 ~ - ==L NBAR2

Network Scale Perpetual/Fast PoE
Model-driven programmability

Patching/GIR

Higher—efficiency AC
and DC power supplies

Y

315W AC 715W AC/DC 1100W AC 1900W AC

Streaming telemetry

StackWise—480

8x 10G 2x 40G 4x Multigigabit 4x 1G 2x 25G

Stackpower

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9300
MultiGigabit Switches

4x 1G/2.5G/5G/10G
copper uplink module

x 5G ports

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9300 — IEEE 802.3bt Compliance @

Introducing 90W UPOE+ Models to power latest intelligent devices

C9300-48H: 48—port 1G UPOE+ Switch + 24 and 48 port UPOE+ SKUs

. Supports 90W on all ports,
Backward compatible will
previous POE standards

. Wire—speed, non—blocking
performance

e N T R A BT TR gl X IK W

W > <~ P

. Seamlessly integrates

C9300—-24H: 24-—port 1G UPOE+ Switch with Cisco Catalyst 9300
Series copper

_sesesesd .
. g . Supports same optics
WwRPNSOOE
semoncuoons 61366 comuwaa . Common stacking — StackWise—

= 480

(] WG w2 )

. Common power stacking —

StackPower
. Common uplink modules
Platinum .
. Common power supplies,
rated

fans, cables

StackWise—480

_ -
e :
P _
Fﬁg' E.gg .Liie g G sE=e
8x 10G 2x 40G 4x Multigigabit 4x 1G 2x 25G 315W AC 715W AC/DC 1100W AC 1900W AC StackPower
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Catalyst 9300 Series 1G SFP Fiber

Expanding FTTD and 1G Fiber aggregation designs

C9300-48S: 48—port 1G SFP Switch + 24 and 48 port SFP SKUs
i, B [ . Transition Catalyst 3850 1G SFP
to Catalyst 9300 1G SFP

. Wire—speed, non—blocking
performance

. Seamlessly integrates
with Cisco Catalyst 9300
Series copper
. Supports same optics

. Common stacking — StackWise—
480

o E W E % . Common power stacking —
StackPower

. Common uplink modules

. Common power supplies,
fans, cables

Fiber to the desktop
J J i i 1G fiber aggregation

315W AC 715W AC/DC 1100W AC 1900W AC

Higher—efficiency AC Platinum

Modular uplinks
P and DC power supplies rated

8x 10G 2x 40G 4x Multigigabit 4x 1G 2x 25G
Collapsed access

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9300 Series

Modular Uplink options

Modular Uplinks ( C9300 SKUs)

4x Multigigabit 8x 10G SFP,
copper 4x 1G SFP SFP+
C9300-NM-4M C9300-NM-4G C9300-NM-8X

2x 1G,10G, 25G

SFP. SFP+ 2x 40G QSFP

C9300-NM-2Y C9300-NM-2Q

* Above Uplink modules not supported on C9300X
PoE is not supported on Uplink modules

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9300L Series

Fixed Uplink Models

Fixed Uplinks ( C9300L Models )

Fixed 1G or [

C9300L-48UXG-2Q

. e =

36 x 1 G Ports12 x 100/1/2.5/5/10G UPOEorts

Fixed 40G

uplinks

00/1/2.5/5/10G UPOE Ports

’CQSOOL—24UXG—ZQ 16 x 1 G Ports 8 x 1

C9300L-24UXG-4X 16 x 1 G Ports 8 x 100/1/2.5/5/10G UPOE Ports

Fixed 10G

Fixed 1G or 10G
uplinks

48/24 ports PoE+
Optional StackWise—-320 Kit Modular Fans
.
—.
o Wl 257 ¥ o ¥ ¥
components |
Stack Adapters 50CM-1M-3M 315W AC 715W AC/DC 1100W AC 1900W AC

* DC PS is Gold-Rated

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9300LM(mini) Series

UADP 2.0 ° X86 CPU @ Cisco Open IOS-XE

Fixed 25G Uplinks

>

UPOE . i mGig USB type—A front Panel
Next-gen IT/OT Cisco Stac!(Wlse 320 Wifi G donloyments SSD*
Workspaces Stackable with C9300L p

Application hosting

Layer23-Switch | www.layer23-switch.com

IBN Innovations

HA, Hot Patching,
UPOE

MACsec 256,
ETA

On—box
App hosting

SD-Access, BGP EVPN

AVC,FNF

*FCS+ Release
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Cisco Catalyst 9300LM Series

Fixed Uplinks ( C9300LM Models )

Multigigabit/UPOE model UPOE models
s pococcioody 4 x10/25G
L Uplinks

C9300LM-48UX-4Y 40x1G + 8x100/1/2.5/5/10G UPOE Ports C9300LM-24U—4Y 24 x 1G UPOE Ports

1G Data model
4 x10/25G
Uplinks

4 x10/25G
Uplinks

4 x10/25G
Uplinks

C9300LM-48T-4Y 48 x 1G Ports C9300LM—-48U—-4Y 48 x 1G UPOE Ports

Modular Fans*

Modular Stacking Newer Higher—Efficiency C9300LM only Power supplies

A A A

Stack Adapters Stack Cables 600W AC 715WDC 1000W AC FAN Module

* Data SKU utilize Fixed Fan

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300LM- Shallow Depth

R — -
Eﬁﬁ" . s SIS eaese weases mu B, . 11.8-132inches
; “-’E% 19.2 inches .:‘,;_‘,:;;;g: sy 11.6 Inches
’Q....r y s;-_‘ - e
Catalyst C9300L Catalyst C9300LM Catalyst C3650-mini
g J

Dimension(W X H x D)

SKU AC PSU DC PSU
Data Models 17.50” x 1.73” x 12.39” 17.50” x 1.73” x 11.86”
UPOE/mGig Models 17.50” x 1.73” x 13.17” 17.50” x 1.73” x 13.03”

Migration Platform for C3650—mini

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300 Series

Common Components

Modular Uplink Models Fixed Uplink Models
(C9300/C9300X SKUs) (C9300L SKUSs)

StackWise® and StackPower cables Optional Stack Kit

« STACK-T1-50CM + CAB-SPWR-30CM « STACK-T1-50CM
+ STACK-TI-1M + CAB-SPWR-150CM . STAGK-T1-1M 7 Ehadciekpias

¢ STACK-T1-3M e STACK-T1-3M

StackWise 1T/480 & StackPower StackWise 320

Platinum rated (90% efficiency) Modular Fans
350W AC-P  715W AC- 1100W 1900W 715W WDCx
P AC-P AC-P

N+1 redundancy on all Catalyst® 9300 Series models

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300 Series Switches
1900W AC PS

* Supported across all Catalyst 9300 and 9300X models

_ and can be mixed with all other power supplies

e Currently shipping with C9300—-H Models only and later
for other models

e OQOutput power of 1500W with 115V AC input and
1900W with 230V AC input

* Special power cable needed for 1900W AC PS

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300LM Series

Exclusive Components
Fixed Uplink Models
(C9300LM SKUSs)

New Stack Kit

Stack Cables Stack Adaptors

-

2 g

StackWise 320

m Higher Efficiency 9300LM only Power Supplies Modular Fans
Yy &
/ = )

600W AC-P 1000W AC—-P 715W DC
* Data SKU utilize Fixed Fan

Mixed AC/DC Power Supplies supported on 9300LM Series Models

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300 Series Switches

Switch Database Management (SDM) template

Access template NAT template *
Maximizes system resources i vovves mmmn | Maximizes the Network
for unicast and multicast E = -__ Address Translation (NAT)
routing and security configurations on the switch
Cisco® Catalyst®
9300 Series Switches

* NAT template is not applicable to Catalyst 9300B and 9300X models, NAT entries are included in default template for Catalyst 9300B and 9300X models

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300 Series Switches

SDM template — CLI

Command
Step 1 Show sdm prefer
Step 2 Configure terminal
Step 3 Sdm prefer { access|nat }
Step 4 End
Step 5 Reload
Step 6 Show sdm prefer

Layer23-Switch | www.layer23-switch.com

Purpose

Display the template in use

Enter Global Configuration mode

Specify the SDM template to be used
on the switch

Return to Privilege exec mode
Reload the operating system

Display the template in use

9300_L#sh sdm prefer
Showing SDM Template Info

This is the Access template.
Number of VLANs:
Unicast MAC addresses:
Overflow Unicast MAC addresses:
L2 Multicast entries:
Overflow L2 Multicast entries:
L3 Multicast entries:
Overflow L3 Multicast entries:
Directly connected routes:
Indirect routes:
STP Instances:
Security Access Control Entries:
QoS Access Control Entries:
Policy Based Routing ACEs:
Netflow Input ACEs:
Netflow Output ACEs:
Flow SPAN ACEs:
Tunnels:
LISP Instance Mapping Entries:
Control Plane Entries:
Input Netflow flows:
Output Netflow flows:
SGT/DGT (or) MPLS VPN entries:

SGT/DGT (or) MPLS VPN Overflow entries:

Wired clients:

MACSec SPD Entries:

MPLS L3 VPN VRF:

MPLS Labels:

MPLS L3 VPN Routes VRF Mode:

MPLS L3 VPN Routes Prefix Mode:
MVPN MDT Tunnels:

L2 VPN EOMPLS Attachment Circuit:
MAX VPLS Bridge Domains

MAX VPLS Peers Per Bridge Domain:
MAX VPLS/VPWS Pseudowires

These numbers are typical for L2 and IPv4 features.

4094
32768
1024
8192
512
8192
512
24576
8192
1024
5120
5120
1024
256

1024
512
512
512
32768
32768
8192
512
2048
256
255
2048
7168
8192
256
256
128
32
1024

Some features such as IPv6, use up double the entry size;

so only half as many entries can be created.

* values can be modified by sdm cli.
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Catalyst 9300 Series Switches

SDM template —Lookup tables

Cisco Cisco Cisco Cisco Cisco Cisco Gisco Catalyst Cisco
Catalyst™ Catalyst Catalyst Catalyst Catalyst Catalyst 93008 Catalyst
9300X 9300 9300B 9300L/LM 9300X 9300 9300L/LM
MAC 32,000 Security ACL
addresses 32,000 32,000 64,000 entries
Host/direc * Port ACL
t routes 24,000 24,000 48,000 24,000 (PACL)
IGMP + VLAN 8,000 5,000 18,000 5,000
8,000 8,000 16,000 8,000 ACL
groups
(VACL)
LPM/indire | - 000 8,000 64,000 8,000
ct routes ¢  Router
ACL
Multicast 8,000 8,000 16,000 8,000 (RACL)
routes
QoS ACL
4,000 5,000 18,000 5,000
SGTs 8,000 8,000 8000 8,000 s

NetFlow NetFlow entries: 128,000/64,000/64,000 per UADP 2.0 XL/2.0/2.0sec ASIC

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300 Series — Packet Buffers

For Ingress Queuing and Scheduling (IQS) (dedicated and shared)

For Egress Stack Queuing and Scheduling (SQS) (dedicated and shared)

Egress port buffers For egress port queues (AQM)

Temporary buffers For packet from the stack or CPU

Allocation: Dedicated buffers are used first

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300 — Buffer Complex composition

UADP 2.0

0.5 to 1.0 MB
0.5 MB
0.75 to 1 MB

Catalyst 9300/L models
¢ Total of 16 MB buffer on switch

.

data paths

Layer23-Switch | www.layer23-switch.com

Hl m2 m3 m4

8 MB packet buffer per core is shared by ingress and egress

5

0.5 to 1.0 MB

0.5 MB
1.5 to 3.5 MB

HlE2 m3 m4

Catalyst 9300B models
e Total of 32 MB buffer on switch

* 16 MB packet buffer per core is shared by ingress and
egress data paths

1.5 to 3.5 MB

0.5 to 1.0 MB
0.5 MB

Hl E2 H3 H4 m5

Catalyst 9300X models

.

Total of 16 or 32 MB buffer on switch depending on Single or
Dual Asic switch

16 MB packet buffer is shared by ingress and egress
data paths
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StackPower — Overview
“Zero—footprint” Redundant Power System (RPS) deployment

Provides RPS functionality with
zero RPS footprint

Pay—as—you—grow architecture — Similar to
the data stack

1+N redundancy with inline power

Up to four switches in a StackPower ring

Multiple StackPower possible within one
data stack

Up to eight switches in a star topology with an
expandable power system (XPS)

StackPower is not supported on Catalyst 9300L SKUs

Layer23-Switch | www.layer23-switch.com
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Highly available StackPower

<~ 4 member

>~ 4 member

. . ‘. . . .- . .
: : : ‘a : B ‘o

» Pools power from all Power Supplies (PS)
» All switches in StackPower share the available power in the pool

» Each switch is given its minimum power budget

Layer23-Switch | www.layer23-switch.com
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Power stack modes

0

(default mode) (user configurable)

l Combined mode l Redundant mode

* All power supplies contribute to common output * One of the highest valued power supplies is not used
power budget in the power budget calculation

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9300 modular uplink models
%

X86 2.4-GHz
FPGA e — n n CRELREEE |
DRAM - 16 GB FREn
DRAM - 8 GB |
Flash
Reassembly 16 GB
Core 1 Core 0
. ] ] ! L —L
Mgmt
10G x 4, 40G X 1
8x 25G 4x 100G 1Gx8 | 10Gx4,40Gx 1
1Gx8 -
PIC'JW PBIV Pg‘/ 400G PHY | l ! l e
PHY  PHY  PHY PHY  PHY  PHY e
ll }lll I‘ TXO»?I I I TXO-7I I I
“ | 1-12 i 13-24 | | 25-35 i 36-48 |
X86 2.4-GHz
quad-core CPU X86 1.8-GHz
| quad-core CPU
FPGA 5

2x 100G

2x 100/40G
8x 25/10G
8x Multigigabit

Layer23-Switch | www.layer23-switch.com

ket buffer (16 MB)

Vgt

Console

5G x4

| N D

Y
Moig  Mgig  Maig Meig  Mgig  Mgig
PHY PHY  PHY  PHY  PHY  PHY

e

1 2
1-24

10G x 4,40G x 1
10G x4, 40G x 1

5G x4

PHY PHY
0

Maig Mgig  Mag  Mgg
PHY  PHY
2

1 3
25-48

|

Maig 406
HY PHY
5 0 1
¥ 0
I 1-4 I I 5-8 I
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Cisco Catalyst 9300

Packet buffer (8 MB) Packet buffer (8 MB)
s

fixed uplink models

X86 2.2-GHz

— X86 1.8-GHz
quad-core CPU quad-core CPU
L |
‘ 06
DRAM - 8B DRAM - 8GB
Reassembly Flash
aypto - 16GB
USB 2.0 Reassembly Rewrie
crypto
Core 1 = e
= Mgmt Console
10G x 4, 40G x 1 Mgmt Console
l106x 4, 406 %1 ‘
!
‘ xaog  1X40C
£x10G PHY l l l l
0 2 3 4 0 ) . )
I I I I 3 I 1GPHYO 1GPHY! | 1GPHY2 1GPHY3  1GPHY4 ‘ Mcig ‘ ) ‘ &= ‘ 2x40G PHY
o7 o7 G L
1) B [ I
112 13-24 2535 3648
25-36 37-48 1
> X86 2.2-GHz
quad-core CPU X86 2.2-GHz
| quad-core CPU
‘ FPGA ‘
DRAM - 8 GB Rca)
DRAV - 8.GB
sh
-«
PR
USB30
Mgmt. Console Mgmt

10G

0G 10G

e [l

1G PHY3

2
1G PHYO 1GPHY1

1G PHY2

(I [

1GPHYA  mGig PHYS

Layer23-Switch | www.layer23-switch.com

ry
106 lme 10 106 lloa 106 425G
ic} x

1GPHYO | 1GPHY1 = 1GPHY2 1GPHY3  1GPHY4 = 1GPHY5

(10 T
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Catalyst 9300 Series — Market—leading
fixed switches

Mixed (Catalyst 9300 + 9300X)
S m— ——

TTTTTEEEEREEE

p— ]
Deployment type High—speed access and distribution Access Access and distribution
Stacking 1 terabit 480G 480G
StackPower v (+ higher power budget) v V
Hardware-based IPsec V X b4
Dense uplinks Up to 100G Up to 40G Up to 100G
Fiber models Up to 25/10G SFP+ Up to 1G SFP Up to 25/10G SFP+
Max 10G copper ports (1RU) 48 24 48
App hosting v ("2x app hosting capacity) \/ \/

i,

Full SD-Access, Fabric—in— Wired Assurance, ETA, On-box

HA, hot patching, Cloud integrations: Secure
a—Box, embedded wireless SD-Access, AVC, FNF MACsec-256 app hosting StackPower, UPOE+ Network Analytics, Cisco
IBN innovations controller

Umbrella®, Cisco
DNA Spaces

Layer23-Switch | www.layer23-switch.com
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For Internal use only

Catalyst 9300X for continued market leadership

Legend

Best Partial

. Higher Multigigabit density Hardware differentiation
. 50G uplinks

CX6300

aruvba

a Hewlett Packard
Enferprise company

48 Multigigabit ports + 90W Cisco UPOE®+

12 or 24x 10/25G SFP+/SFP28 (collapsed core/distribution) SKU
Support 25/40/100G uplinks

. 2x 100G uplinks
. 4x 25G uplinks

ARISTA

Stackwise—1T (backplane stacking) and StackPower

Stack members 8
EX4400 Threats Enterprise—grade campus features differentiation
Juniper -t ) o Full stack security:
emensymistAr M . *  90W PoE with Multigigabit ports Encrypted Traffic Analytics, MACsec 128-bit/256-bit link encryption, line-rate IPsec,

. 24— and 48-port offerings along Cisco TrustSec®, Full Flexible NetFlow, FabricSec

with 48—port fiber High availability:
Stackwise—1T, StackPower, NSF/SSO, xFSU (<30 seconds downtime), patching

IoT convergence:
Embedded wireless controller, Wide Area Bonjour/SD-Bonjour, IEEE 1588 AVB/PTP, application

E Extreme Threats hosting, robust edge compute capability
. _ - : Segmentation:
24- and 48-port models with 90W SD-Access, EVPN-VXLAN, SGT, GBP, MPLS, VPLS, EoMPLS

(P, WINGes @) e cyppest Application visibility and service assurance:

Cisco® ThousandEyes integration, NBAR2, AVC, Flexible NetFlow

Win with Catalyst 9300 leadership and differentiation against the competition.

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9200 Series

Next generation of entry—level access switches for intent—based networking

Fixed Uplinks Modular Uplinks

Recommended for small scale SDA deployments

Cisco Catalyst 9200 Series highlights

e e
Security 48 ports Full POE+/Partial POE+/Data,1G/10G Uplink ' . -
R 48 ports Full POE+/Partial PoE+/Data UADP 2.0 mini
E—t—1—— 48 port Full POE+ with 32 VN
48 por‘ts Full POE+, 12meig, 10G Upllnk iﬁﬁl:’ CiSCO IOS XE Soﬂware
48 ports Full POE+, 8xmGig, 25G Uplink
ST FIETE pin 48 ports Full POE+, 8xmGig

Resiliency p— |} — Limited-scale SD-Access

24 ports Full POE+/Data, 1G/10G Uplink 24 ports Full POE+/Data

24 ports Full PoE+ with 32 VN MACsec—128 link encryption

S e —— === .
Application 24 ports Full POE+, 8xmGig, 10G Uplink = = !!I L Trustworthy solutions
experience

24 ports Full POE+, 8xmGig, 25G Uplink 24 ports Full POE+, 8xmGig
Perpetual/Fast PoE

Higher Efficiency AC FRU Power Supplies Modular uplinks .
Programmability
FRU Fan : FRU PSU : FRU Uplinks* Cold patching
| Silver @ Platinum @ Platinum 1
1 - Rated — Rated = Rated 1 vz._; : —= w ﬁ
I i Q g = = = = Full Flexible NetFlow
' 125W G0OW 1000W | 4x1G 410G 2x 256G 2x 40G streaming telemetry
|

*C9200 1G skus support 1/10G uplinks while C9200 mGig will support 10/25/40G uplinks
*%C9200 32 VN skus only support 1/10G uplinks and these skus cannot be stacked with other C9200 skus

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9200 Series Switches

Bluetooth In—built memory
Built—in dongle support* 4 GB or 2 GB memory Unmatched Full PoE+
RFID (USB 2.0) 4 GB flash Resiliency — Perpetual/Fast PoE+

O
00wl e TR R, SR R GRS ) (G S S

- - - -

Tl mnead
R e
A

AV AV AV AV AV AV 3AVY AV AV AV AV AVUAY AV AV AV AV avH 3

o o
Flexible fast and light ASIC Densest downlink offering Modular and
UADP 2.0 mini 24x 1G, 48x 1G fixed uplink offering

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9200 Series

Multigigabit models

Cisco Catalyst 9200 with Modular Uplinks

N

16x 1G and 8x Multigigabit Ports

2x 25G Uplinks

;'_ L.‘-: r.. ; 2x 25G Uplinks

16x 1G and 8x Multigigabit Ports

| 4x 10G Uplinks

16x 1G and 8x Multigigabit Ports

40x 1G and 8x Multigigabit Ports

ESRESE SSE0SS SANIRR BANNRE TN 2 400 Upinks

N

B arins e LIS TSI 2x 25G Uplinke

40x 1G and 8x Multigigabit Ports

e e TG +x 10G Uplinks

36x 1G and 12x Multigigabit Ports

Modular power supplies available on all SKUs

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9200 Series
Data & PoE SKUs

N

-

g™ == 24 ports

F 0w N RS RN SR SR R S —— 24 ports

- Svvves vevees '—- 24 ports - EEE e
PoE+ ' '
e N N T _—-9 e -

24 ports

4x 1G and 4x 10G uplinks 4x 1G and 4x 10G uplinks

Modular power supplies available on all SKUs

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9200 Series
Enhanced VN Models

Cisco Catalyst 9200-24PB Cisco Catalyst 9200-48PB
4 N\

~
J

24x 10M/100M/1G Downlink Ports 48x 10M/100M/1G Downlink Ports

4 x 1/10G SFP/SFP+ Uplink Module 4 x 1/10G SFP/SFP+ Uplink Module

32 VN/VRF Supported with 31 User Configurable and 1 Default

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9200 Series

Modular uplink options

« 4x1G

e SFP transceivers

« 4x10G
* SFP and SFP+ transceivers

e Supported on all modular
SKUs

¢ Supported on all
modular SKUs

C9200-NM-4G C9200-NM-4X

*  2x 40G
*  QSFP transceivers

e Supported on all 9200 mGig
SKUs only

«  2x 25G
e SFP and SFP+ transceivers
e 1/10/25G Speed support

¢ Supported on all 9200 mGig
SKUs only

C9200-NM-2Y C9200-NM-2Q

Layer23-Switch | www.layer23-switch.com
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StackWise—160/80* with SSO

Up to 8-
member stack

R et ot o o £ P £ £ e s s s | e e e e

Stacking kit ﬁ Ordered

separately

e StackWise—160 supported on all modular Cisco Catalyst 9200 Series

-
switching models R .-E ’
e StackWise—80 supported on all fixed Cisco Catalyst 9200 Series

switching models Stack adapters Stacking cable

e Same Cisco IOS XE and license required on all members Stacking cable comes with three options:

50cm, 1 m,or3 m

*Mixed stacking not supported between StackWise—160 and StackWise—80

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Layer23-Switch | www.layer23-switch


https://www.layer23-switch.com/

Resilient power supplies

) )

—. Yy e =

600W AC 1000W AC

Supported only on 24— Supported only on 48—
125W AC port PoE+ SKUs port PoE+ SKUs
1 .
spperisel ey en 1@ ek Sdle Load sharing (1+1) mode supported for PoE+ SKUs
\_ 7 U J

Layer23-Switch | www.layer23-switch.com
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Resilient fan modules

Cisco Catalyst 9200 Series
fixed models

Field-replaceable fan modules Fixed fan modules

Layer23-Switch | www.layer23-switch.com
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Catalyst 9200 Series — UADP 2.0 Mini

Lookup tables

Forwarding resources Feature resources

e Fixed SKUs Modular Fixed SKUs
(9200 and (9200L) SKUs(9200 and (9200L)
9200CX) 9200CX)
MAGC 32.000 16,000 Security ACL 1000 1000
e Port ACL (PACL)
Host route 10,000 8000 « VLAN ACL (VACL)
* Router ACL (RACL)
IGMP groups 1000 1000
Indirect route 4000 3000 QoS ACL 1000 1000
Multicast route 1000 1000
NetFlow ACEs 128 128
SGT 2000 2000

Layer23-Switch | www.layer23-switch.com
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The New Catalyst 9200CX Compact Series Switches

*Bluetooth Dongle

Support Full POE+ :
Console Port . In—built Memory
(USB Type Micro- (USB 2.0) Resiliency — Perpetual/Fast POE+ 4GB Memory Powerful and Light OS Noiseless
B) 8GB Flash IOS-XE Lite Fanless Design

C9200CX-12P-2X2G |
PoE+ 12X 50V=== @0.150A, MAX 57V === |

100-240V~ '
1% 355 -1.58g50-60rz 4
SR A T :
. . . . Powering Options
SD-Card Slot Fast and Light .A.SIC Flexible downlink offering Copper Uplink Options Fiber Uplink Options 310W Internal PS (PoE SKUs)
16GB UADP 2.0 mini 8 port, 12 port 2x 1G Copper 2x 1/10G SFP 80W External PS (Data Only SKU)

* Hardware Capable

Catalyst 9000 Feature Richness Packed in a Compact Form Factor

Layer23-Switch | www.layer23-switch.com
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Catalyst 9200CX Compact Family

AC Power Supply Units

P
Shipping 12 and 8 Port PoE+ Models 12 Port Data-Only Model AL Cisc:‘lﬂoe;g(lgyute

/

C9200CX—-12P-2X2G C9200CX-8P-2X2G C9200CX-12T-2X2G l I
W TTTT T '~~ R , .wmw b
l,'-_-l‘. LT B I-I_ rew = I I
12 x 1G PoE+ e 8x 1G PoE+ ¢ 12 x 1G data I
2 x 1G copper and 2 x SFP+ uplinks * 2 x 1G copper and 2 x SFP+ uplinks ¢ 3 x 1G copper and 2 x SFP+ uplinks I
Internal AC power supply ¢ Internal AC power supply
240W PoE power budget ¢ 240W PoE power budget ¢  Fully Powered by 802.3bt Class 6 60W I I
Uplink
¢ OR External 80W Power Supply I
_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— - I
Wi—Fi 6/6E with Catalyst 9100 Series APs I |
) o I Cold patching
NE‘; mGIg/U POE Model cY23 PoE power Link speed Link Layer I
- consumption Discovery
C9200CX-8UXG-2X Protocol (LLDP) I Perpetual/Fast PoE I
F b iy gy Ty n " \‘ I Bonjour Service Peering ’
: ;o ‘ wﬂ F - = C91361 802.3bt (UPOE) 1 5G 47.3W : \ .
\> = — = = I
. 1 1 . Multicore Cisco I0S®
s ey T8 o7 3 1 cote21 802.3bt (UPOE) | 25G 255W I UADP ZOMIN - xa6 GPU XE Lite
8x 802.3bt Type 3 Class 6 60W (all ports) 1 : ” ° %
1 (I}
2x 1/10G SFP+ cot64l 802.3bt (UPOE) | 25G 30w I xe6 i
ernal AC power supply : :
240W PoE power budget C9166 802.3bt (UPOE) l‘ 5G 30.5W "
\ . H N ® § ® ® N § N ® N N N /

All Uplink Ports can be simultaneously used. Providing maximum bandwidth when needed.

Layer23-Switch | www.layer23-switch.com
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Catalyst 9200CX Compact Family

HVDC Power Supply Units

3% HVDC 1G/PoE+ Orderablo NEv ' HVDC mGig/UPOE 8
C9200CX-8UXG—-2XH

C9200CX-8P-2X2GH C9200CX-12P-2X2GH
o
iee e &

4x mGig/10G + 4 x 1G (802.3bt Type 3

b ﬂ:::} - - é L-E::EI._ (-]

12 x 1G PoE+ .

¢ 8x1G PoE+ o
¢ 2 x 1G copper and 2 x SFP+ uplinks * 2 x 1G copper and 2 x SFP+ uplinks Class 6 60W all ports)
e Internal HVDC power supply ¢ Internal HVDC power supply e 2x 1/10G SFP+
¢ 240W PoE power budget *  240W PoE power budget ¢ Internal HVDC power supply
¢ 240W PoE power budget
T mmy,

£ 00000000
£9200CX-12P-2X2G- i

/
Receptacle
[\ a by AC or

N\ 100-277v- 120-418V ===
Nl 37A,50-60Hz  3.17-0.89A HVDC
~—=

| CebingOptions® | I :
Ring terminal to SAF-D-GRID nVIGStment prOl.te.c.tlon
: with MAX flexibility!

: g

Plenum Voltage (277VAC) ol AR EaRD
s - omeweoow ]
GRI

3 Cables not provided with switch

1 Need a plenum rated enclosure
2 380VDC, commonly used in DC micro grids and Class 4 deployments
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Why High Voltage DC?

Battery
Bank

AC Grid %‘

S

Clean
Energy

Layer23-Switch | www.layer23-switch.com

%

L™

AC or DC

Smart Building

DC Micro Grid
HVDC - 380VDC
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Catalyst 9200CX — Next Generation Compact Switches

Catalyst® 3560CX models Catalyst® 9200CX models

Market—Leading Encryption AES 128-Bit MACsec AES 256-Bit MACsec
Network Visibility Limited Flexible NetFlow Full Flexible NetFlow
SD Bonjour Services Not Available Bonjour Service Peering
Programmability Basic Scripting with Python YANG Models

(RESTCONF, NETCONF, gNMI), ZTP

Streaming Telemetry
(NETCONF Dial-In and gRPC Dial-Out)
SD-AVC w/ NBAR2

Smart Logging, Limited Flexible Net Flow, and

Application Visibility AVC

e e

SDA Fabric SDA Extended Node Capability

SDA Edge Node Capability (16VNs)
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Catalyst 9200CX Mounting Options

Wall Mount Table—Top/Bottom/Shelf Mount
(C9K-WALL-TRAY) (COK-CMPCT-DESK-MNT)
¢ With mounting tray and screws e With mounting tray and screws
e With mounting tray and magnet e With mounting tray with magnet (in case of
(in case of metal wall) metal desk or shelf)
¢ With mounting screws e With a mounting tray and rail mount

Flexible mounting options for all mounting use—cases

Layer23-Switch | www.layer23-switch.com
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Catalyst 9200CX Scale Enhancements

C9200/CX C3560CX C9200/CX C3560CX
MAC 32k 16k Security ACL 1k 375
e PACL
Host Route 10k 4k . VAGL
IGMP Groups 1k 1k * RACL
Indirect Route 4k 1k
QoS ACL 1k 375
Multicast Route 1k 1k
SGT 2k 2k NetFlow Entries 16k 8k

Higher Scale in the Same Form Factor

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9200 Series

C9200 48 Port models C9200 24 Port models
UADP ASIC MGIMT

UADP ASIC MGMT
Packet buffer clock: 500 MHz/ i Packet Buffer Clock - 500
. 64 Gbps Flash 4‘1/2 GB . MHz/64Gbps Flash :1/2(33
RAM 2 GB RAM 4GB
ASICO |
2ss FIFO ) 1

ASICO

¥ ¥ v ¥ 1 1 .
Octal PHY Octal PHY Octal PHY ~ Octal PHY Octal PHY Octal PHY OctaprY OC; PHY OmfPHY
PR UV IOIY  SRIRUIIY  RIRNIIY TR SRRV WSIINN FAAAAAAL  AAAA AAAA  AAAAAAAS
12 pars Folr 12 Port Pokx RJ-45 Console

12 ports PoE+

12 ports PoE+ 12 ports PoE+ N5 consols 12 Port PoE+

C9200L— 48PXG-4X C9200CX 12 Port models
UADP ASIC
t A clock: 500
v MHz/64 Gbps UADP ASIC
Packet Buffer Clock - 375 MHz
CPU
—>

MGMT
> Flash 4/2GB MGMT
ASIC1 ~ASICO ASIC .
ess FIF > Egress FIFO RAM 2 GB d
B ess FIFO Q Egress FIFO Flash 8GB
SIF 1
N TA T «— LED RAM 4GB
! 4 $ ) :
o LED
v v v v ¥ v
Octal Quad Quad Octal PHY Octal PHY
(1111121 111 SEREIE
B

v
Octal Octal Octal oc
P mGig PHY ~ mGig PHY

gt Wi ety it att8 S AT

12 Port Data/PoE+

12 ports PoE+
A
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Catalyst 9000 Series — Common Building Blocks

X886

Cisco IOS XE®
Polaris

Cisco UADP &
Silicon One™

Programmable x86
Multi-Core CPU

Application Hosting Model-Driven APIs Programmable Pipeline
Secure Containers S Modular Patching PR Flexible Tables

N i -

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Cisco I0OS XE — Architecture Evolution

Same look and feel — more powerful architecture

Cisco 10S Cisco 10S XE 3.7.x(SE) Cisco IOS XE 16.x — 17.x

=
NN

e Monolithic OS e Monolithic I0Sd: Control-plane * 10Sd: Component assemblies
e Compact * Sub-packages for data plane * Modularized features:
e High performance * Linux daemons hosting capability Sub-packages

* Message parsing capability * Distributed Operating System

« [0S XE (Crimson) Database
* Radioactive tracing and events
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. 14 144 '
What is Open  Cisco IOS XE?

. | I
Cisco I0S ; I0Sd Hosted apps 10Sd !
WCM i Container iPerf
|
! Perfsonar Wireshark
Wireshark :
1
|

Management Interface

/
Management Interface v
Cisco
I0S XE DB
Module Drivers

Config and

Operational states
Kernel

Modern Software Architecture — with the same look and feel

Module Drivers

Kernel
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Open IOS XE — IOS Sub Systems

N
STP
OSPF :
. Bap Failure of one
e MPLS IOS XE
Sub—Systems etc
Sub-System(s) -
J

keeps rest of the
system intact

I0S XE DB
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Open IOS XE - Hardware DB Decoupling Code & Data

protects the Configuration
& Operational States

Link STP OSPF Ly
State State State
Link L MST
IO S d I O S X E State State
Sub—Systems DB BGP | Tunel
) State State
1 _# Config & Operational
1 ‘ States
I
|
1

The IOS XE DB contains Configuration
& Operational States

Higher Application UP Time

Quicker Recovery

Better Convergence
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Cisco IOS XE Architecture

Modularized Components for Software Abstraction

Route Process Forwarding Process Chassis Mgmt
(RP) Complex (FP) Complex I/0 Complex

Control Plane SOIEEEIEE Data Plane Data Plane

FMAN-RP CMAN-RP FMAN-FP IOMD/XCVR
10Sd
SSO (RF/CF) CMAN-FP CMAN-CC

S

Linux Kernel

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Cisco IOS XE Software

PI vs. PD Software Components

@% Platform Independent (PI)

« IOS - Internetwork Operating System
«  FMAN - Forwarding Manager

+  RP - Routing Process

« FP - Forwarding Process

« CGM - Classification Group Manager
« WCM - Wireless Controller Module

« IFM - Interface Manager

« PDS - Packet Distribution Service

« LSMPI - Linux Shared Memory Punt Interface

Layer23-Switch | www.layer23-switch.com

v/ Platform Dependent (PD)

CPA — Common Platform Abstraction
IOMD - I/0 Manager

CMAN - Chassis Manager

PMAN - Platform Manager

SMAN - Stack Manager

XCVR = Transceiver/Optics

Table Manager — Client & Server
FED - Forwarding Engine Driver

Punject — Punt+lInject (CPU) interface
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Cisco IOS XE on Catalyst 9000 Series

Hardware Forwarding Architecture
FMAN-FP App(s)

I0Sd

FMAN-RP [N

ASIC Test

L2 L3 MPLS Security QoS SDA Netflow Framework

ASIC Abstraction Layer (AAL)

Doppler SDK

Platform
Manager

Stack
Manager

<A rr"w>»UT>0

Fabric
Manager
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Fixed vs. Modular vs. Stacking

Reusing Common Elements of OS Architecture

S1ASIC NE
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IOS XE — Same Software on all 9K Platforms

Software Download

Downloads Home / Switches / Campus LAN Switches - Core and Distribution / Catalyst 9600 Series Switches / Catalyst 9606R Switch / Software on Chassis / I0S XE Software- Bengaluru-17.6.3(MD)

(ase ) Catalyst 9606R Switch
_Expand Al _Col\apse Al Release Bengaluru-17.6.3 MD . o/ . s .
: - Simple Certification & Qualification

Suggested Release A My Notifications

File Informatje Release Date Size

CAT930¢/9400/9500/9600 UNIVERSAL' 01-Apr-2022 970.13 MB L) .

Easier Image Management

ampus LAN Switches - Access / Catalyst 9300 Series Switches / Catalyst 9300 §

@ ) Catalyst 9300 Switch
Release Bengaluru-17.6.3 MD Related Li d Documentatio

H Bugs/PSIRTs are fixed

Suggested Release v
On al | C9 ’ Amsterdam-17.3.5(MD) File Ipférmation acrOSS famlly

dpx{9300/9400/9500/9600 UNIVERSAL
cat9R\josxe.17.06.03.SPA bin
AdvisoresgZ

Latest Release

Gibraltar-16.12.8(MD)

cat9k iosxe.17.06.03.SPA.bin

Single IOSXE “Binary” Image for entire Catalyst 9000 Series
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Cisco I0OS XE Lite

Powering the Catalyst 9200 Series switches

Optimized for Catalyst 9200 Series switches

Cisco IOS - Cisco
XE Lite - I0S XE

Same image across all Catalyst 9200/L & CX Series

Layer23-Switch | www.layer23-switch.com

# Consistent = Light Weight

Same code base ¢ Optimized for lower memory
as Cisco IOS XE ¢ Reduced image size by 50%
Optimized ' Modern
@' 5[
Removed unused libraries ¢ Model-driven programmability
10Sd optimizations + Streaming telemetry

Bash Optimizations

¢ Network monitoring

.1 Highly Available

Modular feature block — Enables Patching
Status Recovery

Failure Isolation
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Cisco IOS XE “Lite” Architecture

Same code base as Cisco I0S XE — Optimized for ARM CPU & Memory

Route Process Forwarding Process Chassis Mgmt
(RP) Complex (FP) Complex I/0 Complex

Control Plane SOIEEEIEE Data Plane Data Plane

FMAN-RP CMAN-RP FMAN-FP IOMD-Lite
10Sd

Stack Mgr

Linux Kernel
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Cisco
IOS XE

16.x — 17.x

Catalyst 9500 Series  C9500-32C

Catalyst 9200/L/CX Catalyst 9300/L/X Catalyst 9400/X Catalyst 9500/X Catalyst 9600/X
N J . J
Y Yo
IOS XE Lite I0S XE
Binary Image Binary Image

Catalyst 9000 runs the same IOS XE Operating System

Layer23-Switch | www.layer23-switch.com
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Catalyst 9000 Series — Common Building Blocks

X886

N -

Programmable x86 Cisco IOS XE® Cisco UADP &

Multi-Core CPU Polaris Silicon One™
Application Hosting Model-Driven APIs Programmable Pipeline ;
Secure Containers Modular Patching \’\ Flexible Tables i
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Why do we need ASICs? CPUs are
Flexible but Slow

A ‘general-purpose’ CPU may be fast at running random—
access applications, on a laptop or server, but processing and
forwarding ‘network traffic’ is a different matter.

Network traffic requires constant searching of large memory
tables (e.g. L2 tables for MAC addresses, L3 tables for IP
routes, L4 ACLs for Security and QoS, etc.)

In a CPU - there are limited data paths and tables are held
in off-chip memories (e.g. DRAM) that can incur significant e o
performance penalties for frequent access.

Performance x
Flexibility v

Remember, this is Millions — Billions of packets per second

Layer23-Switch | www.layer23-switch.com
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Hardware vs. Software Data—Plane
ASIC—based vs. CPU-based

UADP

Hardware—Based (ASIC) Software—Based (CPY)

PROs CONs PROs CONs
* High Throughput e Less Flexible * More Flexible * Low Throughput
* Gbps — Tbhps e PI + PD Development e PI Only Development * Mbps — Gbps
e High Port Density e Longer Dev & Test e Faster Dev & Test e Low Port Density
* HW-based Services e Scale limited by HW e Scale limited by CPU e SW-based Services
\ e Lower COGs e Limited Services ) \ e Lots of Services e Higher COGs y

Layer23-Switch | www.layer23-switch.com
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Introducing Cisco Silicon One™® @

One Architecture — Multiple Devices

. @
l|||l|||' : |l|l|l||l
CIsco 5 cl>6C
NI :
- HH ™
: S — . Silicon One
e Q100 e
Cisco. ggg?n . o E ©Cisco 2020
zn;z;n One™ ©Cisco 2020 .
©Cisco 2020 039 E 039
w 039 H

Q202 Q201 Q100 Q200
3.2 Tbps 6.4 Tbps 10.8 Tbps 12.8 Tbps

Tnm FinFET Tnm FinFET 16nm FinFET Tnm FinFET .
1 Slice SOC 3 Slice SOC 6 Slice SOC . 6 Slice SOC K
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Cisco Silicon One™ Q200

Industry leading Switching and Routing Silicon

12.8 Tbps 8.1 Bpps

i
o Fully P4 programmable
8GB HBM 2M 1IPv4 . .
for or 1M IPv6 enabling feature velocity
deep buffers routes
P4 NPL Multi—Slice architecture
P bl oML oo
eveline S for flexibility and scale

Routing Capabilities with Switching Power and Performance

Layer23-Switch | www.layer23-switch.com
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Cisco Silicon One Q200

Programmable Next—Generation Core ASIC

(up to 8 GB HBM)

(up to 4 million in HBM)

Layer23-Switch | www.layer23-switch.com

Generation 1.1, 7nm ASIC
6 slices for 8.1 Bpps throughput
"12.8 Tbps bandwidth at 1.35 GHz

256 SerDes operating at 56G PAM4

"80 MB internal packet buffer

"2 million internal Longest Prefix Match (LPM)

HMC

"608,000 shared Central Exact Match (CEM)
(896,000 entries, with 288,000 for LPM)

10,000 shared Access Control List (ACL)
(96,000/6 entries, with 16,000 for LPM)

) |

N IFG} RX
[0a10b]  [Ia116] (3a13b]  [#al2b] [5alsh)

HMC RD

RXPP.
o0 | OO | 20O | =10 | @O | =3

SMS Write

Reasspmbly
| O | O @O | =30 | =3 | =3

RX Metering

RX CGM & RX Counters,

order

SN re:
w0 0 B | e | e | =52

Re

ceive Replication & VOQ Mappin
@ o6& 60 ® e

VOQ|CGM

SC  Pbvoas

N | | | | O | e

XBAR (6 x 6)
-

. . s . . .
<+ < ¥ <+ <+ <

Transmit Replicatibn & OQ Mappin;
@ @ &TeTd e

2

=
=

CcPU

o
[0}
(E[E

TX CGM

T C PD bas
oo | o | 2 | = | =2 | =

FD DQs
| oD | OO |20 | =3O | /=@ | =3

SMS$ RD

CGM Update

TXPP
O | OO |20 | =3O | =3O | =3

{ HMC WR

IFG5 TX ’—
[0a[0b] | [(alibl | [(2alZb] | [3al3b] | [@aldb] | (5alshl
)
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Cisco Silicon One™ Q200

ASIC Architecture & Block Diagram

RX & TX NPU (per slice):

. , s P4 ble Run—to—Complet Traffic Manager (TM

Packet Processing Slices (6): ProErammabie FUTEoHOmpiete affic Manager (TM) ,

. 1 ket lock (@ 1.35GH2) » Large Central Database (CDB) Tables e Large fully—shared memory switch
packet per cloc : & * Expandable LPM in external HBM « Congestion Management

o lioe = ZnllFGs = 1) R T LE e Pool of queues & flexible scheduling

U . . KN B o g . ~
A receive slice n | - S transmit slice n N

=

.. L) l (]
4 g 9 ) 4 a 9 R
receive slice 1 i || \ / | | i transmit slice 1
a -

i

RX . P per- N . N :.>{ per- X ):>j>
[j[ MACs ﬁ{dass'fyjj{ port Q /|| Queueing L port Q J\_MACs
RX IFGs RX NPU | 4 & - | TXNPU TX IFGs )
[:{ }::{classuf \:;{ per- _|'< Scheduling > :>{ per- TX }:>
MACs Y port Q ) port QJ\_MACs /|
J- N\ -
P J_l
Interface Groups — IFGs (12): " High Bandwidth Memory (HBM)
« groups of 56Gbps SerDes & MACs [ H BM/DDR ) + Seamlessly expand on—die buffer
« 10/25/50GE & 40/100/200/400GE « expansion of CDB-LPM database

e 4-8GB of fully shared memory
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Cisco Silicon One™ Q200 — HBM O

High Bandwidth Memory Top View

HBM

« Augments local on—die memory HBM
* use local (SMS) buffer until full AAAAAAAR

* use HBM for bursting or congestion HBM PHY

HBM Controller

- Deep buffering (+ FIB expansion) on—
package at high—speed

Custom ASIC Logic

- 2 x stacks of 2.5D memory

with wide—bus interposer =
“2.4 Tbps full duplex

* Interposer connects ASIC die

Pack Sub
to on—package HBM memory

PCB
Side View
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Cisco Silicon One” Q200 — Central Databases

Onboard LPM, CEM & ACL memory

cDbB

Q200 CDB includes the Central L2/L3
Forwarding and ACL databases:

LPM - SRAM database for IP/mask routing implemented
by Longest Prefix Match algorithm

\ 4

A

Central EM

¢ Primarily used by IPv4 and IPv6 unicast routing RXPP-
*  Up to* 2M IPv4 route entries, or 1M IPv6 route entries FWD
e LPM can be extended (from CDB) to HBM

CEM - SRAM database for MAC & Host (/48, /32 or /128), Multicast
& Labels implemented by Exact Match algorithm

*  For features using an exact match (every bit, no mask)

. Up to 608K IPv4 entries, or 304K IPv6 entries
¢ CEM can be flexibly reallocated for different tables ?g:\:-

ACL - TCAM classification database, contains Security,
- : : TXPP- |
QoS and Services Access Control List entries enc [€

*  For features that use (match criteria + action) policies
. Up to 8K IPv4 ACL entries, or 4K IPv6 ACL entries
. OG/SGACLs use CEM, with only action ACEs in TCAM

DB splitter

Y

_| Central LPM |«

A
A

A
PR
L‘

ACL

A
AR 2

|

MMU +
HBM
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Cisco Unified Access Data—Plane (UADP®)

Common ASIC Architecture for Switching Access, Distribution & Core

UADP 2.0m UADP 2.0/XL  UADP 2.0sec UADP 3.0 UADP 3.0sec
120 Gbps 240 Gbps 480 Gbps 1.6 Tbps 1.6 Tbps
16nm FinFET 28nm FinFET 16nm FinFET 16nm FinFET 16nm FinFET
1.3B Transistors 7.6B Transistors 7.6B Transistors 192.B Transistors 192.B Transistors
1 Core + ARM CPU 2 Core 1 Core2 + SEC 2 Core 2 Core + SEC

Layer23-Switch | www.layer23-switch.com
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Cisco UADP — Dual-Core ASIC

Parallel Processing Pipelines

Packet Buffer (16 MB)

Packet Buffer (16 MB)

Recirculate

Rewrite

Recirculate
& Crypto

& Crypto
Ingress FIFO < e Egress FIFO Ingress FIFO < e Egress FIFO
Core 0 Core 1

Layer23-Switch | www.layer23-switch.com

UADP 2.0 ASIC
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Cisco UADP - Flexible Lookups

Programmable Ingress and Egress Processing Stages

Final decision on

packet’ s future

. : Flexible lookup tables : .
i IGR e fmm e y i
H I B b H
H ' 1 N\ N\ N\ ~ ! H
| I 1| Look-Up Look-Up :' Look-Up Look-Up : ! '
' iy | Table Table |if| Table Table |1 ! !
: : | . J L J |I . J \ J |\ : :
' Stage | . 1 b !
' I N N N N 1 i
! 15 H 1 Look-Up Look-Up |"I| Look-Up Look-Up | ! 1 !

15 Ingress | — bl Table Table [1!|  Table Table || | i 8 Egress
: bt J U i J U )i |
Programmable : # b .. P .. S 2 : Programmable
H Stage ' 1| Look-Up Look-Up |'j| Look-Up Look-Up [ ! | Stage H
stages ; # — LoL| Table Table :: Table Table || | — # | stages
H : L J L J 1L J L J : :

: Stage P \ ¢ e Y . E
1 2 1 : Look-Up Look-Up I: Look-Up Look-Up |1 ! !

' St b Table Table [ Table Table Vo i
Ly age Pt J L it J L Jy '

: 1 E | N N1l N N i
! H : Look-Up Look-Up |: Look-Up Look-Up | 1 E '

1 1| Table Table |\ e :

5 o i ok |

Flex parser

2 lookups per | ettt N I ek S IO
stage

Final decision on
packet’ s future
FORWARD or
RECIRCULATE
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Cisco UADP - Flexible Tables L)

Customizable ASIC tables for universal deployment flexibility
Flexible ASIC templates .
Core NAT

* IPv4/v6 i

i Layer 2 and Layer 3 and Mix of Layer 2 and Layer 3
e Unicast Client scale Policy scale Layer 3 capabilities and NAT scale ’ ;
* Multicast

Customize table sizes for each role — based on the Place in Network

* NetFlow
« ACL TCAM TCAM
. SGACL %?:K%T

FIB

(48K)
° QOS MAC sec ACL | QoS ACL
(80K) (18K) (18K)
IGMP
(32K) NAT
e NAT SGT (ZK)
16K)

LISP
(1K)
* SPAN
Host Internal Tunnels LISP Internal Internal
(32K) nternatresotirces (1K) (1K) resources resources
Access / Edge template

Table sizes can be tailored to support multiple templates

Layer23-Switch | www.layer23-switch.com

QoS ACL
(3K) Others

SRAM
SGT
MCAST (32K)
(48K)
FIB SEC ACL
(64K) (18K)

MAC
IGMP (32K)
(16K)
Host Int | Tunnels
(32K) nternal resources aK

Core / Border template

NAT
(16K)
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UADP 3.0 - SOC ASIC for Core Switching O

Used in Catalyst 9600—SUP1, 9500(H) and 9400X-SUP2

UADP 3.0 X

ASIC templates Unified buffer

Double-Width 3X FIB
memory tables table scale

billion transistors [ i ] [ 256, 466 & 100G J

¢

Layer23-Switch | www.layer23-switch.com
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UADP 3.0 — Architecture

ASIC Block Diagram

Unified PBC (shared buffer) SQS AQM
2 5]
IQS 2

Ingress Forwarding Egress Forwarding

Controller Controller
(IFC) (EFC)

Core 1 Core 1

v
@ Rewrite engine
v

Ingress FIFO g: ﬂ I Q

|
MACsec engine Encryption Recirculation MACsec engine

T engine engine l

~
- Egress FIFO
|
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UADP 2.0 — Flexible ASIC for Access Switching

Used in Catalyst 9300, 9400 and 9500 Series

Investment protection
Flexible pipeline
Universal deployments
Adaptable tables
Enhanced scale and buffering
Multicore resource share

123 [, @ al

384,000 flex Shared Up to 240G Up to 2X to 4X
counters Lookup bandwidth forwarding TCAM

. & 7.46

billion transistors
Embedded CPUs Up to 32 MB Up to 64,000 x2

packet buffer NetFlow records 28nm technology
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UADP 2.0 — Architecture

ASIC Block Diagram

Stack or ASIC Interface

Packet Buffers Complex (PBC) SQS AQM
o oo
e : EQS

Ingress Forwarding Egress Forwarding

Controller Controller
(IFC) (EFC)

v
‘ Q) Rewrite engine
|

~
- Egress FIFO

Ingress FIFO ; ﬂ I—— Q

Encryption Recirculation
engine engine

Network Interfaces — Front Panel Ports
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UADP 2.0 Mini

Architectural simplicity with powerful innovations

Investment protection
Flexible pipeline

Enhanced scale and buffering
Multicore resource share

100G packet buffer 1G, 2.5G, 5G, 10G, 40G

Embedded
CPU

bandwidth Supports different speeds
| N \/
= = x
=<
16,000 Flexible SDM templates
NetFlow records Programmable modules Flexibility
FY il
) o
160G, 80G Up to 2x to 4x
stacking capacity forwarding + TCAM

Layer23-Switch | www.layer23-switch.com
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Catalyst 9000: Pinnacle of Resiliency

|

Platform Resiliency Design Resiliency Operational Resiliency

» Redundant Switches and » StackWise Virtual: Redundant « ISSU: Upgrade software
Supervisors for Standalone System for high availability, with minimal to no traffic loss
and Modular Switches with simplified design and configuration
Non—Stop Forwarding and « xFSU : Upgrade or Reload the
Routing (NSF/NSR) + GIR: No downtime when device Catalyst 9300 with very minimal

removed for maintenance traffic loss

+ Redundant Fan & Power
Supply in case of any + Hot Patching: No downtime for bug
hardware failure fixes (no reboot)

Layer23-Switch | www.layer23-switch.com
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Catalyst 9000: Platform Resiliency

C9500 Fixed Platform

. StackWise: Redundant System + Redundant Supervisor: Redundant « StackWise Virtual: Redundant
for high availability with System for high availability, System for high availability
NSF/SSO simplified configuration with NSF/SSO

- StackPower: Redundant Power
Supplies providing 1+ N +  Redundant Fan & Power Supply in +  Redundant Fan & Power
redundancy case of any hardware failure Supply in case of any hardware

+ Redundant Fan & Power failure

C9300 Fixed Platform C9400/C9600 Modular Chassis

Supply in case of any
hardware failure

Layer23-Switch | www.layer23-switch.com
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Mission—Critical Resiliency

Your business stops if the network is down

Catalyst 9600 Series
(Dual chassis w/ StackWise Virtual)

Catalyst 9400 Series

== ==

zEzIEs

Catalyst 9500 Series

*¥ Based on industry reports from Gartner and ITIC

Platform

Architecture

In-Service Software Upgrade (ISSU) Hot Patching (SMU) Redundant Supervisors

. Upgrade software with minimal . No downtime for critical fixes (no reboot) - Modular Switches with NSF/SSO
or no traffic loss Graceful Insertion/Removal - SWV Quad-SUP RPR

StackWise® Virtual . No downtime when device in maintenance Redundant Fan & Power Supplies

+ Virtualized redundant system for xFSU on C9300/L Standalone/Stack - In case of any hardware failure

simplified configuration & protocols ] )
. < 30 sec traffic downtime — Standalone upgrade

Eliminate downtime with Aigh availability designed at every level

Layer23-Switch | www.layer23-switch.com
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High Availability in Campus
SSO/NSF

= EE & 2 [
l
l

“Vandby

s.r — :I | "‘ —
: s .=l * (e ] ne.m NSF aware/capable
: “Vandby :

Cisco Catalyst StackWise Virtual Gisco Catalyst Non-Stop Forwarding (NSF)
9500 Series 9500 Series or Graceful Restart

Standby OSPF, BGP, LDP, etc.

NSF aware/capable

Active Sup StackWise—480/320/160/80

Standby Sup

e

Cisco Catalyst 9400 Series Cisco Catalyst 9300 or 9200 Series
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Cisco Catalyst 9200 Series
StackWise—160G/80G with Stateful Switchover (SSO)

Centralized control plane

Up to 8-
member data

stack with SSO Distributed data plane

(T e ' N+1/1+1 stateful redundancy

with active and standby

*Mixed stacking not supported between C9200 and C9200L
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Cisco Catalyst 9300(X)(L)(LM) Series

StackWise—1T/480G/320G with SSO and Non—stop Forwarding (NSF)

'\
I Centralized control plane
>~ Up to 8-
member data stack Distributed data plane

with SSO and NSF

l N+1/1+1 stateful redundancy
with active and standby

* Mixed stack of C9300X and C9300 is supported with StackWise—480 Speeds

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300 Platform Resiliency for Power Supplies

Normal

PS failure

f

Combined
(default)

Load sharing on all PSs

“

Load on Single PS

_
-

Redundant

System and PoE Load sharing on active PS

K Standby PS shares the load of a system only

Standby PS becomes active
System enters alarm state

AN

Layer23-Switch | www.layer23-switch.com

Failed PS [ Active ] [ Standby ]
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Power Redundancy with Stacking Power Supplies

StackPower

StackPower cables

<~ 4 member

>~ 4 member

00000000

00000000
I 0

» Pools power from all Power Supplies (PS) » 1+N Redundancy with inline power

» All switches in StackPower share the available power in the pool * Up to 4 switches in one StackPower Ring

» Each switch is given its minimum power budget e Multiple Power stacks possible in one data stack
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Power stack modes

0000
0000
-‘- . .

Combined mode Redundant mode
(default mode) (user configurable)

* All power supplies contribute to common output * One of the highest valued power supplies is not used
power budget in the power budget calculation
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Power stack deployment models

v | | 3
" 2 TR Stack [ 1900w
' - Power ' )
A [ 4
Enacm ™ o
| J
o ] e J1.3
” ‘ Stack Y ‘
ac
s Tm | g oo oo |
[ 10000 | Sow | bool 2 [ 1o00w ]
mm : m J
XPS 2200 (external power
supply system requires two
separate power supplies)
Power sharing and redundancy are available only Power sharing and redundancy extend across all eight members in
within individual pools the stack
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PoE Redundancy at Port Level

e Fast power negotiation without Link ¢ Uninterrupted PoE power during e Bypasses Cisco IOS® control
Layer Discovery Protocol (LLDP) control plane reboot plane boot

* Physical layer negotiation e Restores power to Powered Device
<1 second (PD) within 30 seconds

of power resumption

_C;—t_
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Power priority
* Load shedding

Load shedding based on configured priority

1. Low—priority ports

L ~ o WA W MR AN WS MSNR AR B T .nu.;mi. 2 Hish—oriori
L A —. e ) 3. Slg-t Erlorltytportljl st oriorit

. Switch priority — Highest priority
r High priority -9 - =

Standalone mode

B w mm mA me mh mARARE AR AT A

9300-GIR-Access-144#show stack-power load-shedding switch 1
Power Stack Stack  Stack Total Rsvd Alloc  Unused Num
Mode Topolgy Pwr(W) Pwr(W) Pwr(N) Pwr(N) SW

Powerstack-1 SP-PS  Stndaln 1100
Stack mode
Power Stack Priority Consumd Consumd Consumd Alloc Alloc
Sw(W)  Hi(W) Lo(W)
= - e ey Sy G SN D G D o ssscesss o
SASAAS AAAGARE © -5 Roveestagh:l

TENERY PERERE = -
T e—" —" " ———— —— | ssssiiasss o

[ 4 ol |
[ T LT T LN T T T T T I

Switch 1 High Priority Active (powered) Ports:

Switch 1 High Priority Inactive (unused) Ports:

Switch 1 Low Priority Active (powered) Ports:

Switch 1 Low Priority Inactive (unused) Ports:
Gil/e/1, Gil/e/2, Gil/e/3, Gil/e/4, Gil/e/S, Gil/e/e,

— — :
= : = . 4 6il/0/7, Gi1/0/8, Gil/0/9, Gil/0/10, Gil/0/11, Gil/0/12,
i o GHN S S NI S D SN A TTTTD e senesses o Gil/0/13, Gil/0/14, Gil/0/15, Gil/@/16, Gil/@/17, Gil/0/18,

(_ Hi‘h pl’loﬂty ) E Gil/0/19, Gi1/0/20, Gil/0/21, Gil/@/22, Gil/@/23, Gil/0/24,

Aionid 1saysiH
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Extended Fast Software Upgrade

Catalyst® 9300/9300/9300L/9300LM standalone Catalyst 9300X/9300/9300L/9300LM stack
() ()
- #install addfle image sctivate reloadfast commit  — #instaladd fl image activate reloadfast commit

Control plane

Data plane
<30
seconds of
T A G traffich S =5 | « ansaas®
...ii. [l impact J.ﬂi. ;-L—L—'-—L

T mommmL ITITEITII e

Layer23-Switch | www.layer23-switch.com

Active control plane

Data plane

< 30 seconds
of traffic impact
for all ports in

the stack
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Catalyst 9400/9600 Platform — Supervisor

Redundancy

Non Stop Forwarding(NSF) or
Graceful Restart

OSPF,BGP,LDP, etc l

m mmmmm FTEIETT TEEETT

B o o o e e ii..i‘.

— ~——— e—=]
0 0 i il i
""-' TETPE PP PR

......l ......‘ f

[

T e TR

{
_'_'_'_'_!! _'_!"" Lo L

e

| TR PPV FEPPEW: """ 1

Stateful Switchover (SSO)

SSO Aware Applications

Forwarding Information Base

IEEE 802.1x
PAgP / LACP

---and more

SSO Compliant Applications
Routing Protocols, Netflow, etc

Dual Supervisors Required to provide both Control and Data Plane Redundancy
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Dual—-supervisor ISSU

SSO — ]

\ Standby supervisor

§\—
Catalyst® 9400/9600 Series
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ISSU process

Dual supervisors

Catalyst® 9400 Series
* Uplinks on both Active and

Uoli kT Standby supervisors are
by forwarding traffic

_ Active supervisor * Convergence takes less

1
\ ASIC
SSO \_ than 200 ms during the

ASIC )
_ switchover
Standby supervisor

\ Line card
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Cisco Catalyst 9000 family ISSU workflow

Upgrade starts 1. ISSU started; image is

expanded on Active

and Standby

N

#install add

A4

Standby

Upgrade complete

Expired abort timer
will revert to step 2

5. ISSU izl and then step 1
complete
AN Abort
timer expired
Abort timer @
stopped
Standby
4. “Commit” keyword stops the
#install abort timer
commit €

Layer23-Switch | www.layer23-switch.com

If S2 fails to
. Abort become Standby,
timer starts it will revert back
@ to step 1
2. Standby reloads with
the new V2 image
Standby

3. Auto—switchover causes S2 to
become new Active, and S1 reloads
with the new V2 image

N

# install activate <> issu €
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Catalyst 9400 Power Supply Redundancy

-~

Combined
(default)

Normal

PS failure

= ,' :
£
"‘.-“ ) -
)
/-
V 3 5

&
f

Redundant

_

Load sharing on active PSs
Standby PS in output disabled

Standby PS becomes active
System enters alarm state

AN

Layer23-Switch | www.layer23-switch.com

FailedPS | Active | | Standby |
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Power redundancy: N+1 and N+N

e Default active is PS1 through 4, and standby is
PS5 through 8

e Standby power slots are configurable

e Default active is PS1 through 7, and standby
is PS8

e Standby power slot is configurable

Layer23-Switch | www.layer23-switch.com

SW (config) fpower
N+N Redundant
N+1 Redundant

SW (config) fpower
<1-8> standby

SWR (config) #

SW (config) #power
N+N Redundant
N+1 Redundant

SW (config) #power
<1-8> standby

SWR (confiqg) #

redundancy-mode redundant ?

N+N (N is active, N is standby)
N+N (N is active, 1 is standby)
redundancy-mode redundant N+1 ?
slot in N+N mode

redundancy-mode redundant ?

N+N (N is active, N is standby)
N+N (N is active, 1 is standby)
redundancy-mode redundant N+1 ?
slot in N+1 mode

Active ] [ Standby ]
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Catalyst 9400 Series power management

Automatic line card shutdown and PoE port priority in case of power load shedding
8 priority levels, 0 to 7, with 0 having the highest and 7 the lowest priority

Load shed stop
depends on
remaining available

Default priority

Highest ! | 4 !
priority : Eﬁmﬁ@m(‘ 0 power
‘ AN
i = 2
' ; ‘ <3
———f
J Svesse veever vevees * < 6
Lowest . aatT Load shed
priority '|O—s|ot begins here

Supervisors and fan tray have the highest priority and will shut down last
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Power priority

* All components in the system are assigned a power
priority level

* Supervisors and fan tray have the same highest

priority level

* Line cards with lower slot numbers have the higher
power priority level by default if “power supply

autoLC shutdown” is configured

* Software allows user—configurable power priority for
line card slots

C94 (config) #power supply autoLC priority °?
<1-7> Physical slot number
<cr>

C94 (config) #power supply autoLC priority

Layer23-Switch | www.layer23-switch.com

Release 16.8.1
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Cisco Catalyst 9600 Series

Power supply redundancy

Normal operation

M ¥

2 B

Power supply failure

' PR

* AC: No mixing of 110V input and 220V input

e Equal load sharing
and all active

Operation

e Combined mode: Use all available
power supplies for system

Power budgeting budgeting

* N+1 mode: Use N power supplies
for system budgeting

Layer23-Switch | www.layer23-switch.com

e Equal load sharing among the

AC and DC power supplies

¥ o ,
BEAt BB

* Mix DC and AC: AC input needs to be 220V

* Equal load sharing

remaining power supplies

¢ Combined mode: Line card can
shut down if there isn’ t

enough power

¢ N+1 mode: Always enough power
with single power supply outage

e Combined mode: Line card can
shut down if there isn’ t

enough power

* N+1 mode: Always enough power
with single power supply outage
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Catalyst 9600 Power priority

All components in the
system are assigned with a
power priority level

Higher
priority

Supervisors and the fan tray
: have the same highest
Highest ‘ ‘ i priority level

priority . .
Line cards with lower slot

numbers have the higher
power priority level by
default

User—configurable power
priority for line card slots is
on the roadmap

Lower
priority

Layer23-Switch | www.layer23-switch.com
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Campus Design Resiliency with StackWise Virtual

StackWise Virtual Desig

g b L3
HSRP/VRRP T><:r

e ]

C9500

i=SEESE=EasasszsEaT

O

C9500 C9500

STP or MST | s
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StackWise Virtual Platform Support

StackWise Virtual Design

\V/
Multi—-Chassis
Etherchannel (MEC) Sw-1 SW-2
9400/9500/9600 9400/9500/9600

LACP/PAGP Model

Software Version

Software License

Multi-Chassis |_2 Inter—Chassis Link
Etherchannel (MEC)
LACP/PAGP Max Inter—Chassis Link

Check Config Guides
Network Advantage
400/100/40/25/10G
8
4

Check Config Guides
Network Advantage
400/100/40/25/10G
8
4

ey Dual-Active Detection Link

Layer23-Switch | www.layer23-switch.com
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StackWise Virtual — Platform Requirements

Catalyst 9400— All Chassis models

e SVL on Sup1/1XL/1XL-Y supported

from 16.9.X and 16.11 onwards.
Sup2/2XL supported from 17.9.1
Release

»  SVL Configuration is supported on
both Supervisors and Fiber Line
Cards (> 10G)

*  Quad SUP RPR is not supported

Layer23-Switch | www.layer23-switch.com

Catalyst 9500— All Models

Catalyst 9600

SVL is supported on all C9500/Uplink
modules and C9500H models

SVL Configuration is supported on
10G and higher speeds.

C9500X will be supported from
17.10.1 Release

Note: SVL requires Network Advantage License

SVL is supported on C9600 with
Sup1 from 16.12.1 Release. Sup2
will be supported from 17.10.1
Release

Quad SUP RPR is supported only
with SUP1
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Catalyst 9600 StackWise Virtual @

Quad SUP RPR

* Active supervisor in chassis—2 become StackWise Active RPR: Route Processor Redundancy
. . . . SSO: Stateful Switchover
*  Warm standby supervisor in chassis—1 continue the boot process StackWise-A: StackWise Virtual Active
. . . . . StackWise-S: StackWise Virtual Standby
* Become StackWise standby while the line cards in chassis—1 reset cs: Inchassis Warm Standby

*Dual sup SVL was supported starting 16.10.1 onwards

Layer23-Switch | www.layer23-switch.com
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Stackwise Virtual ISSU

ISSU Process

2" Sub-second
convergence

Active Stby

N

1st Sub-second
convergence

\’0

Stby

Active

Active

N
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Graceful Insertion and Removal (GIR)
Routed Access Multi-Tier Architecture

e =
e -

-~
s =
|

Stop Maintenance

| Start Maintenance>
Standalone
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Layer 2 and 3 Topology with GIR Maintenance

9300#start maintenance

Template default will be applied.

Do you want to continue?[confirm]

*Mar 25 17:43:20.162: $MMODE-6-—

MMODE CLIENT TRANSITION START: Maintenance Isolate
start for router is 1

*Mar 25 17:43:50.213: $MMODE-6-—

MMODE CLIENT TRANSITION COMPLETE: Maintenance Isolate
complgte for router isis 1

*Mar 25 17:43:50.213: MMODE-6-

MMODE CLIENT TRANSITIONS START: Maintenance Isolate
start for shutdown 12

*Mar 25 17:44:20.214: SMMODE-6-

MMODE CLIENT TRANSITION COMPLETE: Maintenance Isolate
complete for shutdown 12

*Mar 25 17:44:20.214: $MMODE-6-MMODE_ISOLATED: System
is in Maintenance

Order for maintenance:

EGP -> IGPs in parallel (ISIS) => L2

Layer23-Switch | www.layer23-switch.com
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Ready for Software Patching

SMU is an emergency point fix positioned for expedited delivery to a customer in case of a network down or revenue
affecting scenario.

Cold Patching: Install of a SMU will require a system
reload in the first release. It is traffic impacting.

Hot Patching: Install of a SMU does not require a reload.

NI N T

mn Losdiog | mm Loading. (NEEEEERREE o
Install Add Install Activate Install Commit
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_> SSO sync
Cisco IOS XE High Availability CP to DP programming

Control Plane to Data Plane Programming ' Packet Flows

Active System

Control Plane
(FMAN-RP)

Punt/Inject

Platform Infra

Platform Infra

Platform Infra

Data Plane Data Plane
(FMAN-FP) (FMAN-FP)

Data Plane
(FMAN-FP)

Transit

Forwarding Hardware Forwarding Hardware Forwarding Hardware
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Stack Bandwidth:

Catalyst 9300X and 9300 mixed stack

I
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*

: 480G
1
1
1
1

Catalyst® 9300X—-only stack Catalyst 9300X and 9300* mixed stack
(fiber models only) (copper and fiber)

* Catalyst 9300B and 9300L models are not supported in mixed stack.
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Stack Bandwidth:

Catalyst 9300L and 9300LM mixed stack

eeeeremeeeeenseeeenss, One Logical Switch
P R L ] s e e H g
9300L v"v vov! EEER . T =ﬂ
m’ : T YA M R S M W W ——m -—=
nnn| mnm Eﬂumn mnn- GERD : _“ ] [e——
& = . . —
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m E % i E T e ——— ——— G W | G R —m: . 320G
e il : - ———
== pip— e — —
9300L : ===
9300L
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QoS Features in Catalyst 9000

w QoS Features

Trust/Conditional Trust
e Classify Traffic

* Police Traffic

Remark/Conditional Remark

6 Queumg Features

Prioritize strict traffic (PQ)
e Schedule traffic based on weight (WRR)
e Shape the traffic rate (SRR)
 Manage Congestion (WRED/WTD)
*  Dynamic or hybrid buffering*

* Based on the ASIC
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UADP Catalyst 9000 QoS

Classification

Policing

Conditional
Marking

Unconditional
Marking

Conditional
Marking

Policing

Unconditional
Marking

Classification
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Scheduler
8q3t
1p7q3t
2p6qg3t

e
U%ff;fjf’

‘f//ﬁ'ﬁff’
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Wit
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WRED
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Silicon One Catalyst 9000 QoS

/ Conditional

Policing mmg Marking
(Coloring)

~

Classification

Marking
(Coloring)

* Coloring used by congestion management

Conditional Shapin
Marking ping :
Transmit
_ Scheduler

Classification

Shaping
Bandwidth
sharing

J
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UADP Catalyst 9000 QoS

Buffer Size Comparison

UADP2.0 UADP2.0XL

5 MB Egress

10 MB Egress

>~ 05MB -

1 MB
per Core 8 MB ‘ \lﬂgﬁ; Y
per ASIC 8+8 MB g 4
~~ 04MB-\
» 1.9 MB
UADP2.0 Mini W Ingress
3.4 MB Egress
per Core16 MB
/ per ASIC 16 + 16 MB
X\Jpgress
per ASIC 6 MB -

Layer23-Switch | www.layer23-switch.com

UADP3.0

27 MB Egress

per Core 36 MB
per ASIC 36 MB
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Silicon One Catalyst VoQ and Buffering (o)

Many Flows to Single Uplink Guaranteed Delivery & Burst Absorption

8GB HBM

Video
Voice
Gontrol
Transfer
Scavenger

Large Flow to Multiple Downlinks Low-Latency & Priority Queuing
Many Flows to a Single Uplink Low-Latency Local Shared Memory Buffers
e Common on (expensive) WAN/Edge uplinks *  Voice & Video are very latency—sensitive
¢ Even if bandwidth available, buffers can fill up e Multiple levels of Strict Priority Queuing
Large Flow to Multiple Downlinks Deep High—-Bandwidth Memory Buffers
¢ Common for Multicast & Broadcast traffic ¢ QGuarantee delivery of session—oriented flows
¢ One slow receiver can penalize other ports ¢ Reserve buffers to absorb occasional bursts

Layer23-Switch | www.layer23-switch.com
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Silicon One vs UADP QoS - 1/2

Features UADP ASIC Silicon One ASIC (Q200)

Trust Trust all ports by default Trust all ports by default

Classification Based on Packet header and ACL for both Based on packet header and ACL for ingress
ingress and egress Based on packet header for egress

Marking Header, Table-map, QoS—Group for ingress Header, Table-map, QoS—group, traffic—class,
Header and table—map for egress discard—class for ingress

Header and table—map for egress
Policing Both ingress and egress Ingress only

Layer23-Switch | www.layer23-switch.com
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Silicon One vs UADP QoS - 2/2

Features UADP ASIC Silicon One ASIC (Q200)
Queueing Based on header or QoS group Based on traffic—class

Bandwidth and Bandwidth remaining Bandwidth remaining
Buffering Dedicated and shared buffer with DTS SMS: Low—latency & priority queueing

HBM: Guaranteed Delivery & Burst Absorption

Shaping Egress Egress
Congestion WTD: three thresholds per class WTD: two threshold per class
Management WRED: three thresholds’ pairs per class WRED: two thresholds’ pairs per class

Layer23-Switch | www.layer23-switch.com
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Cisco UADP — Packet Walks

Generic Unicast Packet Walk — Same ASIC

Stack or ASIC interface

Packet Buffer Complex (PBC) SQS AQM

oo

EQC ESM

Ingress Forwarding Egress Forwarding

Controller Controller Step 12. MACsec engine
(IFC) (E FC) encrypts packet prior to

placing it on NIF.

Step 6: PBC uses the
frame descriptor to
determine the egress port.
Egress on same ASIC, so
result to moved to EQS.

Core 0 Core 1

v
(;) Rewrite engine

Ingress FIFO é: ﬂ EE— Q

~
- Egress FIFO
|

MACsec engine . Encryption Recirculation T MACsec engine

engine engine

Network Interfaces — Front Panel Ports

Layer23-Switch | www.layer23-switch.com
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Cisco S1 Q200 — Packet Walks

Generic Unicast Packet Walk

3
SMS Write — packet elements written into memory buffer (buffers

linked if needed), generate packet—descriptor (PD)

RX IFG - packet received through MAC, 5 i 8
stored in IFG-RXQ Credit Request/Grant SMS Read - read packet elements from

memory, free buffers

VOQ - PD stored in VOQ
according to destination port

- |
) on-dieshared :mory (SMS)
< o
=9 ex |l 2| [rrepl) ("voas al | o | el
o ® _ =
—~ o NPU
((mFe) ol | 3[ 9=
2 = 2 10
RX NPU - packet elements % !i; LRSS FFG -
processed by NPU to o | . g transmit packet
generate destination port = rx repl.
] rx IFG ] 3[ tx IFG
RX 3 — (1] TX
‘ v 3] T 31| weu
Eﬂ rx IFG | >, _ 3 tx IFG |
A
%' from DRAM H %| to DRAM - B
¥ NL o
HBM TXNPU - edit packet elements

D 1 e () e e e V(O e e 7

0Q at the destination slice 0Q - store PD in destination port OQ
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Cisco S1 Q200 — Packet Walks

QoS Queuing and Policy Enforcement Points

Ingress
Classification,
Policing, Marking

WRED

Queue Limit,

Egress Shaping,
Priority Queueing,
Bandwidth/Remaining

1

---a} RXPP |----->

---a} RXPP |----->

e
s
-
-
=~

TM Port
Transmit
Scheduler

Credit
Scheduler
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Ingress

Egress

Egress
Classification,
Marking
6

=»[  TXPP

0Q = Output Queue (Egress)
VoQ = Virtual Output Queue (Ingress)
VSC = VoQ to Scheduler Connector
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Catalyst 9000 Series

Multicast Highlights

IPv4 multicast

PIM-SM, SSM, and Bidir
AutoRP, BSR RP, MSDP
MVPN, Multicast VRF-Lite
Multicast load splitting
IPv4 multicast HA

Dual-stack IPv4 / IPv6
PIM-SM, SSM and Bidir
IGMPv2,v3 snooping
Stub multicast routing
PIM BFD

IPv4 multicast HA

IGMP v1,v2,v3 snooping
IPv4 multicast QoS & ACL
IGMP v1,v2 filtering

Access

l & l AN ' J

Layer23-Switch | www.layer23-switch.com

Internet

S

Branch

IPv6 multicast

PIM-SM and SSM

IPv6 BSR RP

IPv6 embedded RP
IPv6 multicast HA

Dual-stack IPv4 / IPv6
PIM-SM and SSM
MLDv1,v2 snooping
HW register and RPF
HSRP-aware PIM

IPv6 multicast HA

MLD v1,v2 snooping
IPv6 multicast QoS & ACL
MLD v1,v2 filtering

Access

l - l J - l J
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Catalyst 9000 Multicast

Multicast Highlights

o Performance
« High L2 and L3 multicast throughput

. Low latency (average ~5us for IMIX)

@ riexible Scalability

« Different SDM templates allow reallocating
Multicast routes & IGMP snooping groups

@ Optimized Replication

« Replications are done at the egress stage

- Single copy in buffer memory, during replication

Enhanced Features

- [P-Based forwarding for IGMP snooping
« IGMPv3 snooping explicit host tracking

Layer23-Switch | www.layer23-switch.com

Internet

Data
Center

Branch
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UADP 3.0 Multicast packet walk

Same ASIC Single copy of packet in

buffer memory during
replication

<«—@sSQS AQM

o)

EQC ESM

Unified PBC (shared buffer)

=

Ingress Forwarding Egress Forwarding

Controller Controller
(IFC) (EFC)

Core 1 Core 1

Rewrite engine

Ingress FIFO -4 ﬂ —_— Q

MACsec engine

v
v
>
3 Egress FIFO

Encryption Recirculation
engine engine

MACsec engine
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S1 Q200 — Multicast Replication Mode

RPF Fail bridging on
SVl is handled in the
1st Pass itself.

CEM

MCID = 11 bits = 2048

Layer23-Switch | www.layer23-switch.com

Ingress Replication

7

SVI 10 L2 BD, *,G MCID
SVI 20 L2 BD, *,G MCID
SVI 30 L2 BD, *,G MCID !

VRF (S,G) members

SVI 10 L2 BD, *,G MCID
SVI 20 L2 BD, *,G MCID
SVI 30 L2 BD, *,G MCID

VRF (S,G) members

MC_EM

(*) Extra replication for statistics

BD 10 P1 (Hun1/1)

Egress Replication

BD 10 P2 (Hun5/12)

BD 10 P3 (Hun6/48)

BD 20 P5 (Hun1/4)

/ BD 20 P4 (Hun1/3) —

I—

BD 20 P6 (Hun1/5)

—

BD 30 P7 (Hun1/3)

e

I—

BD 30 P8 (Hun1/4)

BD 30 P9 (Hun2/5)

L3 AC1
L3 AC2 >
—
VxLAN Port, Recycle
>

Counters (%)
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Ingress + Egress Replication— L3 SVI + L2 Ports

Local
TCAM/Slice

128K Entries

Layer23-Switch | www.layer23-switch.com
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Egress Replication— L3 Routed & L2 Bridged

4

11111

Local

TCAM/Slice MET
128K Entries

Layer23-Switch | www.layer23-switch.com
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A~

S1 Q200 — Multicast Packet Walk

3
SMS Write — packet elements written into memory buffer (buffers

linked if needed); generate packet—descriptor (PD)

RX IFG - packet received through MAC, 6 . 10
stored in IFG-RXQ, injected in 64B to 384B elements Credit Request/Grant SMS Read ~ read packet elements from
’ memory; free buffers

- |
|__) on-dieshared :mory (SMS)
s 5
E@ = VOQs txrepl.) (outQs) | ol tx |FG
R 0 T
NPU P KK
RX NPU - packet elements :ﬂ rx IFG ' (e} 3]: tx IFG
(SOP) processed by NPU S %) 12
to generate destination &= 3 TXIFG -
3 o transmit packet
(o}
=) .
HFX”:G' - 3[ 'tX|FGEt
RX 3 ) TX
4 . I = 3 NPU
RX Replication (RXPDR) - Eﬂ rx IFG | <2 o tx IFG |
Ingress Multicast replication - I=<
. el from DRAM H 9' ' DRAM :
1

VOQ - PD stored in VOQ

according to destination port TXNPU - edit packet SOP elements

PD Switch — PD switched from Mcast 0Q - store PD in destination port OQ
VOQ to TX Repli at the destination slice
8 TX Replication (TXPDR) — Egress Multicast
Replication for receivers and send to OQ
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Catalyst 9200/9300 — Multicast Scale

PIM Neighbors 500 250 500 500 500
IPv4 mroutes 1k 8k 8k 16k 8k
IPv6 mroutes 512 4k 4k 8k 4k
IGMP Groups 1k 8k 8k 16k 8k
MLD Groups 512 4k 4k 4k 4k
OIFs per group 250 NA NA NA NA

*The numbers are with the default template when multiple templates are supported.
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Catalyst 9400/9500/9600 — Multicast Scale

PIM Neighbors 500 500 500 500 500 1k 1k
IPv4 mroutes 16k 16k 16K 32K 32K 32K 32K
IPv6 mroutes 8k 16k 8K 32K 32K 16K 16K
IGMP Groups 16k 16k 16K 16K 16K 16K 16K
MLD Groups 8k 16k 8K 16K 16K 8K 8K
OIFs per group 500 500 250 250 250 250 250

*The numbers are with the default template when multiple templates are supported.

Layer23-Switch | www.layer23-switch.com
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Catalyst 9000 Security

Platform Trustworthy Solutions

Design/ Plan/ Service/End
Develop Order of Life (EOL)

Physical security practices + security technology innovations + logical security processes

PnP SUDI support

Two—way trust

Image signing

Authentic OS

Hardware
authenticity
Genuine hardware

Layer23-Switch | www.layer23-switch.com

Secure boot
Boot sequence
check

Integrity

verification
Malware protection

Runtime defenses
64-bit ASLR
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Cisco Catalyst 9000 Security

Four types of Security ACLs

Router ACL (RACL) VLAN ACL (VACL) Port ACL (PACL) Security group ACL (SG ACL)

Used to permit or deny the
movement of traffic between
Layer 3 subnets

Applied as an input or output
policy to a Layer 3 interface, SVI,
or Layer 3 EtherChannel
interface

Standard/extended ACLs

Used to permit or deny the
movement of traffic between
Layer 3 subnets and VLANs or
within a VLAN

Applied as a policy to a VLAN; is
inherently applied to both inbound
and outbound traffic

Standard/extended ACLs

Used to permit or deny the
movement of traffic between
Layer 3 subnets and VLANs or
within a VLAN

Applied as a policy to a Layer 2
switch port interface or
EtherChannel interface; is applied
to inbound traffic only

Standard/extended/
MAC ACLs

Used to permit or deny the
movement of traffic based on the
SGTs that are assigned

Applied as a policy to a Layer 2
switch port interface; is applied to
inbound traffic only

Standard/extended/
MAC ACLs

Layer23-Switch | www.layer23-switch.com
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Cisco Umbrella Native Connector

Available on Catalyst 9000 Series Switches

............................

D Branch Office

C9200: IOS—-XE 16.12
C9300: IOS—-XE 17.1

INTERNET

L] §
| I DNS
N §
Native connector on

ereeesasssttetcscttnannnas : Catalyst 9000 forwards DNS
DNS queries to OpenDNS
cloud

b
i

D
0

Layer23-Switch | www.layer23-switch.com

m MALWARE

Built into the foundation of the internet

Content filtering for guests and
corporate users

Prevents malware from infecting your
branch office network

Reduce backhaul by splitting off traffic for
internal or trusted resource

Encrypted DNS to secure connection

* Requires a Cisco Umbrella™ license

I0S-XE
16.12

I0S-XE
171
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Direct Cloud Access to optimize bandwidth

] L=l
=JN

Linux Mobile

L} [
LV
Ol 41 ik
il BN BN

HQ
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CAT9200/CAT9300

Cisco Secure Cloud Analytics (Formerly Stealthwatch Cloud)
Cloud Sensor on Cat9K

Stealthwatch
Sensor on Cat9K

No need for additional probes in network. Inbuilt FNF
collector

Protects the data and sends to StealthWatch cloud for
analysis with encryption

Consumes less WAN Bandwidth — ZIP Compressed FNF
records
Simplified FNF configuration K J

Layer23-Switch | www.layer23-switch.com
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Secure Cloud Analytics Native Integration

Stealthwatch Cloud

T~

s
A
OD. A
Public Cloud
Catalyst Switch
Vel With SCA Agent MSP Router
(FNF Collector)
2

Private

[oT

k Any Location

Private Cloud

CETTEEED
1l =)
v

Headquarters
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Catalyst 9000 Security

Encrypted Traffic Analytics (ETA)

Cisco Secure Cloud Analytics® Cognitive learning

S
LI L "3 “ThreofGRID

Benign records

Malware records

Flexible NetFlow
with new extensions

(]
£
o)
C
L
(7))
.0
=
C
<
2
©
(]
-
<
|_
(]
2
=
C
o)
@]
(@&

Encrypted
Traffic Analytics

0
Cisco Catalyst 9000 Series 99 AJ+ aCCUI’aCy

* Cisco Catalyst 9200/9400-Sup2/9500H(X) and 9600(X) Series does not support ETA
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Media Access Control Security (MACsec 256)

Available on Cisco Catalyst 9000 Series Switches

Benefits

Complete access security

’ ‘ ‘ Complete cross—platform alignment

Extended packet Standard MKA key exchange “AES-256" keys with uplink/downlink support
numbering (802.1ae) Stronger security

Encrypt Encrypt Encrypt

¢ MACsec & MACsec & MACsec

- . Securing campus infrastructure

Downlink ? -

Decrypt Decrypt Decrypt Hop—by—hop Ethernet encryption

Cisco Catalyst | Gisco Catalyst Cisco Catalyst 9400 | Gisco Catalyst Cisco Catalyst Llne_rate performance on a” pOf‘tS
9200 Series 9300 Series Series 9500 Series 9600 Series

SRSl Supported (128- Supported Supported Supported Supported
switch bit) (128-bit, 256-bit) (128-bit, 256-bit) (128-bit, 256-bit) (128-bit, 256-bit)
256-bit MACsec — Network Advantage

Protection against “Inside threats”

S Rl Supported (128— Supported Supported Supported Supported
host bit) (128-bit, 256-bit) (128-bit, 256-bit) (128-bit, 256-bit) (128-bit, 256-bit) 128-bit MACsec — Network Essentials
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Catalyst 9000 Security — MACsec in Hardware
UADP 2.0/3.0/Mini ASIC

PBC - Buffers Complex (Core 0)
PBC - Buffers Complex (Core 1)

Ingress Forwarding

Controller
(IFC)

Ingress Forwarding Egress Forwarding Egress Forwarding
Controller Controller Controller
(IFC) (EFC) (EFC)

Core 0 Core 1 Core 1 Core 0

-

Layer23-Switch | www.layer23-switch.com
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WAN MACsec overview and use cases

Enabled in hardware on Catalyst 9000 Switches

Emerprise WAN
A E
Enterprlse( \)'\ /\)‘ M2 \Enterprise
LAN / I \\
Per “Hop” Link
«— Encryption over
the WAN
Y
\5%/
D
MKA Keying
(802.1%-2010)
""""""""""""""" Gentral
Branch Site S / Campus/DC
/ \2 4 ‘v~' / Carrier Ethernet ™, _ - ~
Enterprise)/ S X g VLAN10 / \r ___Service Y\ ___-Sa\/Enterprise
(_Network \x (i E-LINE (P2P) R ﬁ-‘t\ Network )
\‘ = == A
~ i <
':’ )" ** . MAGsec enabled interface
=) o U
Branch Site CE3 VLANZO - s .". -;ngs»c‘al , o210
ﬁmeum\: e ub-interface ( )
N e

(Ceowor (XA
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Hop-by-hop encryption
Directly connected Layer 2 links only

Secure any direct link in campus/
WAN, including DWDM

256/128-bit AES encryption

End-to-end encryption across Layer 2
Ethernet WAN service

* EoMPLS/VPLS, Q-in-Q
* Point-to-point or point-to-multipoint

Applications include secure site
interconnect, DCI, storage replication

256/128-bit AES encryption

Supported on all Catalyst® 9000 models
All ports and speeds simultaneously

el *W

Catalyst 9500X

Catalyst 9600X

Supported on Silicon One™ platforms*
All ports/speeds (up to 400G) simultaneously

Catalyst =
9400X smEmEmm
Catalyst 9300X

Roadmap support access Catalyst 9300X and 9400X
Aggregate speed up to 100G

* Requires Release 17.8.1 and HSEC key ($1 PID).
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Software
Cisco 10S® XE 17.6.2

Catalyst 9300X — Purpose built for the new edge With Gisco DNA Advariae

(HSEC key (1$) for export control)

100G Layer 3 R £ S5h a8
hardware 128 tunnels
encryption 256 SAs

DC/HQ

(Rico - - Native IPsec

%% e

Catalyst
9300X

- e e e e e =
N o e

Static virtual tunnel interface Multicast Routing

IPv4/IPv6 NAT traversal

Tunnel mode

Encapsulation — ESP OSPF/BGP Layer 3 segmentation over IPsec

Policy Based Routing Layer 2 extension over IPsec

* Roadmap.

Layer23-Switch | www.layer23-switch.com
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Catalyst 9300X — Purpose built for the New Edge

Secure connectivity to anywhere

Branch, campus, @
datadter

salesforce RO Tube]

1] Office 365
C@o (b A\ Azure (“9“
alialn - zscaler aws
cisco

Secure

Up to 100G low latency Secure Web Usage & Control
IPsec Encryption Faster time to Deployment
Unicast & Multicast Routing Lower TCO
L3 Segmentation & L2 Extension¥* Investment protection

tunnels
Remote & Remote E
branch_

— branch —
EEEREEEEe tisl BEE R o v
Cisco Catalyst 9300X Cisco Catalyst 9300X

Site—to—cloud

Standards—based IPsec for secure direct internet
access and cloud—native workloads

Layer23-Switch | www.layer23-switch.com
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BGP EVPN over IPsec

Secure Fabric

m * Scalable Segmentation over

Key Benefits IPSEC
e Secure End—to—End Fabric

.é@

Ingress Replication
Layer 2 Extension BGP EVPN
Layer 3 Overlay BGP EVPN
: Underlay OSPF/BGP

Secure Overlay IPsec

Branch-1 Branch-2 Branch-3 Branch-4 Branch-5 Branch-6
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DNAC: 2.34

Catalyst 9k Edge — Automation & Monitoring (05 XE: 1701

Layer23-Switch | www.layer23-switch.com

Turnkey* A DIY
—
Tois) O
@) DNA Center 7TP
' DNA Center NETCONF/RESTCONF, Python, Ansible,
Terraform, Cl I
@) DNA Center SNMP, Telemetry
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Day 0 Automation Workflow for Cat9k Edge

pmmmcccccccccc———
’

PNP Cloud Service
PNPaaS PNP-C

Mccccccccaa”

o)
.0
S
} -
)
(7]
[a
C
(a
)
3
o
(@)
<
o)
>
15)
.
<
=
o)
=
)
.
©
o)
Q0
c
o
o
>
©
[a)

Cisco Catalyst 9000 Branch
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Day 0
Config

Cisco DNA Center
192.168.1.1

o Cisco DNAC uploads Day 0 config to PnPaas

o C9KEdge sends PnP Connect request
° PnPaas provisions Day 0 Config
o C9KEdge forms a tunnel to Corp DC

o C9KEdge is managed via DNA Center
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Catalyst 9k Edge — Automation & Monltormg

Day

Choose Site and Device

Onboard New Edge Device using PnP Cloud

Site Cisco Umbrela

GonaUAMER/San Joseridg 11Fioor | 00502 Santa Cara, CA
FOC2546YZOF (C9300X-48TX) Santa Clars, CA

Ssant GigabtEammer0/O/0 (192.168.33.44)

e o el 1

o~
ssaTT2 gt herner0ro/0 (192.160.33.44)
8 e e s
S3-verizon GigaitEherner0fo/1 (192.168.12.12

SIG Tunnel Traffic Redirection

Provision - Services - Service' Conf T | Traffi
onfigure Tunnel Traffic

Secure Tunnels (5)

@ Detoutt Route @) Send selected wraffic

rvoo DRI svevosoisAse  Swwos

Device Name ~  Source Interface Tunnel Name Stats Type Actions
C9300X-SJ-01 GigabitEthernet0/0/0 (192.168.33.44)  SJ-NY-Tunnelol @ Up Site to Site 5 1100 10.0024 WeAYZ3 (1230531 23))

C9300X-5J-02  GigabitEthernet0/0/0 (192.168.33.44)  SJ-ATT ouw Site to SIG/SASE

C9300X-SJ-02  GigabitEthernet0/0/0 (192.168.33.44)  SJ-ATT-2 ou Site to SIG/SASE ()
C9300X-5J-02  GigabitEthernet0/0/0 (192.168.33.44)  SJ-Verizor ©0own  Site to SIG/SASE

C9300X-5J-02  GigabitEthernet0/0/0 (192.168.33.48)  SJ-Verizon-2 ou Site to SIG/SASE

Layer23-Switch | www.layer23-switch.com
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Trust Analytics — Ongoing Validation of “Trust”

“ ----- Al Spoof Detection

Vulnerability lookup ) 5

Posture Status Trust Score

Continuously monitor
Network Infrastructure . v :
- Risk/Trustworthiness and
restrict access

-

Encrypted/Clear
communications

»
®
®
®
4
N

>
go
2o
2
X
g
®
=)
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End-to—End Security for Campus

Internet

Branch

=

LAN MAGsec

< 3 &
S 2 £ R S
= m Network o %
use-c przuwp LaEeVideo oo oo (]
. : donges  Camerss  Displeys Powered o %
10/25/40/100G : i . N
. L i T T T
Fiber Connectivity : )
Access N @
2 mQig Capable devices Watt dovices - : dovicos. . p
] :
b S — > - .
P~ Nt " = O - .
: T~ LI > 1 H o prgp LmeVee ol
: u ’/ﬁ\\ o D LD g:::::; : : donges  Comerss  Disen  Uipterws &
- l dongles Cameras  Displays e Servers and Desktops - I teeececececeiectscecececescscscsceccccscecescscscscscscnens®
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Know, Monitor & Control Your Applications

Granular Detection, Advanced Monitoring & Business Logic Based Policies
Know Your Applications Control Your Applications

Exchange
@ Rhapsody °
@A BitTorrent x Jg . CITRIX
iTunes W né:w’: N
Ca T YoulUTE
[t )
. @webex 5152
CiTRIX ORACLE \(1] Tube ] B SAce
SIEBEL [sitTorrent @ webex GOugl(’.

Granular App Detection
Encrypted Application

Fault Isolation, Troubleshooting
Performance Assessment

Prioritized Applications,
Bandwidth Management

Layer23-Switch | www.layer23-switch.com
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Network Based Application Recognition 2 (NBAR2)

Catalyst 9300

Catalyst 9400/9500

Advanced
Classification
Techniques

Catalyst 9200

NOT SUPPORTED Catalyst 9500H/X, 9600X, 9400 Sup-2

¢ Optimize application experience.
¢ Periodic hitless protocol pack updates improving
application recognition capabilities.

“1500 Apps
“140 Encrypted Apps

B  cimrix

Google ='*====

- (BitTorrent SARd e ]
Windoss Server A(11] Tube
Update Services. ‘ “M ¢ ¢ r
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SD—-AVC in Cisco DNA—-Center

Application Recognition Service

How The Network Classifies Applications? Several Generations of Technologies:

ACL

L3/4 based recognition)
— becomes less
relevant as migrations
to http/SSL as a
transport

NBART

apps

L)

DNAC 1.2 (older
platforms)

Layer23-Switch | www.layer23-switch.com

Deep Packet
Inspection (First
Generation) — 100s of

NBAR2

Deep Packet
Inspection (Second
Generation) —1500
apps, monthly-
released protocol
packs with signatures
, encrypted traffic
recognition, statistical
analysis, 10s of
custom applications

L)

DNAC 1.2

DNAC 1.3

Controller Based
architecture, NBAR2
Agents running on the
network and inter-connect
through a centralized
controller to allow them to
share data, and to
dynamically augment the
protocol pack for Home-
Grown and SaaS apps.
1000s of apps
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Local SPAN and RSPAN

SPAN
Switch
Receive/Transmit Traffic
SPAN
Source
Port

SPAN
Destination
Port

e Source and Destination are on the same
physical switch.

* Both incoming and outgoing traffic can be
replicated and sent to SPAN destination.

* Multiple source ports and vlans are supported
as source.

Layer23-Switch | www.layer23-switch.com

RSPAN
Switch A Switch B Switch C
- [ ] [ -~
SPAN
SPAN Traffic SPAN
Source Destination
Port Port

e Source and destination ports are on different physical switches.

e The switches however must share a common L2 RSPAN vlan between them.
e Traffic is replicated and sent over a dedicated RSPAN vlan.

e At destination switch match the RSPAN vlan as the source.
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Encapsulated Remote SPAN (ERSPAN)*

Switch A Switch B

i J S =

SPAN Source SPAN
Port Destination Port

e Source and destination ports are on different physical switches in different networks without a common L2 domain.
e Traffic traversing across the WAN network requiring encapsulation.

GRE tunnels leveraged to support traffic replication in hardware.

Both ERSPAN source and ERSPAN destination are supported.

DNA-Advantage license required.

* Roadmap for 9400X-Sup2, 9500X and 9600X-Sup2.

Layer23-Switch | www.layer23-switch.com
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SPAN Scale table

Catalyst 9200 Catalyst 9300 Catalyst 9400  Catalyst 9500(X) Catalyst 9600(X)
SPAN sessions 8% 8% 8% 8% 8%
(Source)
SPAN sessions 66% 66% 66% 66% 66%
(Destination)
SPAN Source all interfaces all interfaces all interfaces all interfaces all interfaces
Ports
SPAN Destination 64 64 64 64 64
Ports
Total Sessions 66 66 66 66 66

* Combination of Source and Destination can’t exceed Total number of sessions.

Layer23-Switch | www.layer23-switch.com
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Al Endpoint Analytics — Profiling using NBAR/SDAVC

Granular Profiling using Deep Packet

Inspection — Multifactor classification

ML Crowdsourcing offers Admin profile

Provide Multi—Factor
Classification(MFC) to endpoints

Endpoint type: Manufacturer:
CT scanner Globex Corp.

Additional context from ISE

Model: Operating system:
Ultima MS Windows 7

Endpoint visibility,

management
Incoming endpoint - C*‘

'i ] traffic .
N Y finni

Deep packet inspection

~ Cisco® Catalyst® 9000
IJ r Series Switch Cisco DNAC
(powered by NBAR)

) o Complex classification at the Cisco
Simple classification DNAC/EA

Layer23-Switch | www.layer23-switch.com
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Copper vs. Fiber Media More detais in PPT Notes (15

Unshielded (UTP) Shielded (STP) Multi-Mode (MMF) Single-Mode (SMF) Wave-Division

Multiplex (WDM)
RJA45 (Access to Endpoints)

SFP (Access & Distribution) QSFP (Core & Edge)

— Single-Mode Color —

mm m —

= Y SMF S

ST E- ' %} e

= = h & Ppmsss

Cat6A Cat5E SFP- LC r_nSFP MPO12  MP024

— Multimode Color —
Coded Boots on MTP

5E 100-350 MHz 100m 1000 Mbps UTP or STP Short distance cable runs (less than 1000ft.) * Long distance cable runs (greater than 1000ft.)
1G - 100m 1 Gbps * High bandwidth support * Highest bandwidth support
6 250-550 MH: UTP or STP
‘ 10G - 50m 10 Gbps o + Higher cable cost + Lower cable cost
6A 500-550 MHz 100m 10 Gbps UTP or STP * Lower electronics cost * Higher electronics cost
7 600 MHz 100m 10 Gbps Shielded only * Easier to terminate due to larger core size * Harder to terminate due to smaller core size
10M 100M 1G

Layer23-Switch | www.layer23-switch.com

Multlmode

Single Mode

www.cisco.com/c/en/ usggroductsg interfaces— moduIes(transcelver—modulesg
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Cisco Catalyst 9000 Series

Seamless backbone speed migration enabling any speed, any distance

SR/CSR/LR/ER/ZR SFP . SR/CSR/LR/ER/ZR/BIDi SR/LR/ER QSFP «  40G/100G/200G*/400G
10G/25G multi-rate optics QSFP «  40G/100G multi-rate multi-rate optics
. g 10/25G-CSR (4x distance) e 1G/10G multi-rate optics optics
Drive speed migra e (T o (with QSA adapter) * 4x10/25/50/100G 2x200 G
SMF) « 4x 10G breakouts* « 4x 10G, 4x 25G breakouts* RGNS

10G/1G

Baseline 10G/1G* support for legacy/traditional deployments

Flexible

deployment
iber i Di |
1G to 400G . Fiber mfrastructur.e iverse d.ep oyment
iInvestment protection options
www.cisco.com/c/en/us/products/interfaces-modules/transceiver-modules/ * Roadmap

Layer23-Switch | www.layer23-switch.com
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100/400GE - A Better Alternative =

100GE

Provides seamless migration path from 40GE o6
Catalyst 9600 Catalyst 9500 Catalyst 9400 Catalyst 9300
_ i ﬁ 15 . :\if\ . - w'L..;;,;;,Z,,,
= m—— = S Iliﬂ'

C9600X-SUP2 & LC-32CD C9500X-28C8D

C9300X-NM-4C

T‘ —

=ttt

C9600-SUP1 & LC-24C C9500-32C C9400-SUP1XL C9300X-NM-2C

Reduced CapEx through reuse of existing cabling

Single—Lane optics provide port densities similar to 40G

Gradual migration options with support of Dual—Rate Optics

Reduced OpEx through savings in power and cooling

Layer23-Switch | www.layer23-switch.com
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Cisco 400G optics

Support for QSFP-DD

4 ) ) )
500 m to
, 100 m, MMF 10 km, SMF 2 km, SMF
P ;/ SR8 QSFP28 LR8 QSFP28 DR4 QSFPDD
FR4 QSFPDD
J J J
) ) )
5 m, copper 30 m, optical 10 m, copper
CU QSFPDD %/ AOC QSFPDD 8x50G
Built—in cable/optics Built-in cable/optics BREAKOUT
N\ J J J

Layer23-Switch | www.layer23-switch.com
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Cisco QSFP-DD 400G transceivers

400G-CR8
<3 m copper

8x SFP56 breakout
<5 m copper

400G AOC
<30 m active optical

400G SR8
100 m on MMF (OM4)

400G DR4
500 m on SMF

400G FR4
2 km on SMF

400G LR8
10 km on SMF

400G Coherent
>40 km on SMF

Layer23-Switch | www.layer23-switch.com

Y

m| RoADMAP

—

I ROADMAP » 24 fiber MPO, MMF

— 12 fiber MPO, SMF
— 2 fiber LG, SMF

CEL ROADMAP ‘ 2 fiber LC, SMF

Multimode fiber, parallel
Multimode fiber, duplex
Single—mode fiber, parallel

Single—-mode fiber, duplex
Direct Cables

EE ROADMAP — 2 fiber LG, SMF

5m 30m 100 m 500 m 2 km

25 km 40 km 80 km
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Cisco 100G optics
Support for QSFP28

e A A A A

@ S 100 m,

100 m, MMF 10 km, SMF R 40 km, SMF ' MMF

SR4 QSFP28 LR4 QSFP28 4 ER4 QSFP28 SRBD

QSFP28
= J J y, y,
A A A A

500 m, 30 m, QSFP 0

MMF Direct Attach to SFP ’

PSM4 CU/AC/AOC QSA 4X‘;’5ppc§r

QSFP28 QSFP28 ADAPTER BREAKOUT
Y, Y, J J

Layer23-Switch | www.layer23-switch.com
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Cisco QSFP28 100G transceivers

100G-CR4
<5m copper

4x SFP28 breakout
<5m copper

100G AOC
<30m active optical

100G SR4
100m on MMF

40/100G SRBD
100m on MMF

100G PSM4
500m on SMF

100G CWDM4
2km on SMF

100G LR4
10km on SMF

100G ER4
40km on SMF

Layer23-Switch | www.layer23-switch.com

24 fiber MPO, MMF

2 fiber LG, MMF

T

i

24 fiber MPO, SMF

2 fiber LG, SMF

Multimode fiber, parallel
Multimode fiber, duplex
Single—mode fiber, parallel

Single—-mode fiber, duplex
Direct Cables

2 fiber LC, SMF

2 fiber LG, SMF

5m 30m 100 m 500 m 2 km

10 km

25 km 40 km 80 km
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Cisco 40G optics

Support for QSFP+ optics

- N N\ [ - )
% 100 m, MMF /4 10 km, SMF 40 km, SMF
SR4 QSFP+ LR4 QSFP+ ER4 QSFP+
\ JAS ) U O\l S
Ve N ) N ( b
0 2 km, SMF 10 m, QSFP 10 m
%,} y WSP- AOC optical to SFP coppe;r
& Q40GLR4L || & CU/AC/AOC QSA 4x10G
QSFP+ | |¢ 4 QSFP+ ADAPTER BREAKOUT
L JAN Y, O\ J
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Cisco QSFP+ 40G transceivers

4x10G breakout CR4(AC)
<10 m active optical
4x SFP+ breakout (1.5W)

<5 m copper

40G AOC (1.5W)
<30 m active optical

40G CU (1.5W)
<5 m copper

N
%
% 40G SR4/ SR4/SR4-S (1.5W)

&

150 m on MMF (OM4)

40G CSR4 (1.5W)

7 400 m on MMF (OM4)

& 40G SR Bidi (3.5W)
150 m on MMF (OM4)

40G LR4 Lite (3.5W)

2 km on SMF

40G LR4 (3.5W)

10 km on SMF

40G ER4 (3.5W)
40 km on SMF

Layer23-Switch | www.layer23-switch.com

Multimode fiber, parallel
Multimode fiber, duplex
Single—mode fiber, parallel

Single—-mode fiber, duplex
Direct Cables

-

12 fiber MPO (parallel), MMF

|

12 fiber MPO (parallel), MMF

2 fiber LG, MMF

|I

2 fiber LG, SMF

2 fiber LG, SMF

2 fiber LC, SMF

5m 30 m 100 m 300 m 2 km 10 km 40 km

2 fiber LG, SMF
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Designation Speed
L 50GE

25/50GE - A Better Alternative o

Provides seamless migration path from 1/10GE

Catalyst 9400 Catalyst 9300

C9600X-SUP2 & LC-40YL4CD C9500X-60L4D

- y
T E——I
; A ] Ll Ly B
— e =

C9300-NM-2Y

C9600-SUP1 & LC-48YL C9500-48Y4C C9400-SUP1XL-Y

Reduced CapEx through reuse of existing cabling

Single—Lane optics provide port densities similar to 10G

Gradual migration options with support of Dual—Rate Optics

Reduced OpEx through savings in power and cooling

Layer23-Switch | www.layer23-switch.com
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Cisco 25G optics

Support for 25G optics

N

Layer23-Switch | www.layer23-switch.com

100 m. MMF 300 m/400 m, MMF 10 km, SMF
m 10/25G CSR 10/25G LR
SR SFP28 SFP28 SFP28
N\ J
-
10 m fiber & 10 m, copper
AQOC cables CU cables
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Cisco SFP28 25G transceivers

/ <5 m copper (1W)

;9 25G AOC (1W)

1 to <10 m active optical

25G SR (1.5W)
70 m on MMF (OM3)
100 m on MMF (OM4)

10/25G CSR (1.5W)
300 m* on MMF (OM3)
400 m* on MMF (OM4)

10/25G LR (1.5W)
10 km on SMF

* Depends on fiber quality

Layer23-Switch | www.layer23-switch.com

Duplex fiber, MMF

1"

Duplex fiber, MMF

Multimode fiber, parallel

Single-mode fiber, dual

Single-mode fiber, parallel
Cables

Duplex fiber LC, SMF

5m 30 m 100 m 500 m 2 km

25 km 40 km 80 km
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New strategic capabilities with App Hosting on C9K Switches

Existing Hardware Q O @ Q

Managed via CLI
or DNA-C
Lower Latency

Save Bandwidth

Layer23-Switch | www.layer23-switch.com

IT Operations and
Monitoring Tools

Consolidate Physical
Infrastructure

@) ThousandEyes@

- S
K kibana WIRESHARK
perfsmre%

Security Agents
and Functions

Enhance Visibility &
Security Enforcement

tivo
ETWORK

S

TRAPX

SECURITY

N

Cloud Gateways with
Serverless Edge Compute

Reduce App Latency
& Optimize App Traffic

Cybervision Q

NS1.

Alleanttia

Customer Specific
Applications

3rd Party App Hosting

Rich ecosystem
partnership with 25+
certified apps and
200+ active customer
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Catalyst 9000 Application Hosting Infra

I Docker Container
CISCO.

Enterprise Application

Cisco IOS XE Kernel

Layer23-Switch | www.layer23-switch.com
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HW resources for App Hosting

Resource tvpe Catalyst Catalyst Catalyst Catalyst Catalyst Catalyst Catalyst Catalyst
o 9300 9300-X 9400 9400-X 9500 9500-X 9600 9600—-X
Networking AppGig Port 1x1G 2x10G 1x1G 2x10G Mgmt Port* 2x10G Mgmt Port* (2'\1'5:2::“* )
X ports.
Memory 2GB 8GB 8GB 8GB 8GB 8GB 8GB 8GB
CPU 1 core 2 core 1 core 1 core 1 core 1 core 1 core 1 core
Resources
St 240GB 240GB 480-960GB 480-960GB 480-960GB 480-960GB 480-960GB 480-960GB
orase (USB3.0/SSD) | (USB3.0/SSD) (SATA) (SATA) (SATA) (SATA) (SATA) (SATA)

Catalyst 9300—X

==

Layer23-Switch | www.layer23-switch.com

Catalyst 9400—X

SEREANNANERRAZT |

a -

* Using loopback with any external ports

Catalyst 9500—X

M2 SATA
480/960GB

B

Back panel

Catalyst 9600—X

M2 SATA
480/960GB

Blug intelremevable SUP

SEBRANANNERANZE ¢

D -
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AppGigEthernet Port

« An internal hardware data
port which is hardware—
switched to the front—panel
data ports. EthO

Docker™

Eth1

e Introduced on Catalyst 9300
Series switches with Cisco
IOS XE 16.12.1 release and Vi Vian
Catalyst 9400 with Cisco 10 20
IOS XE 17.1.1 release.

AppGigEthernet 1/0/1 AppGigEthernet 1/0/2

Layer23-Switch | www.layer23-switch.com
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* Provides cold restartability of
application and the underlying app
hosting framework

App Hosting High Availability with Auto—Restart
« Retain the last configured

App
<«—— Data
Sync
operational state of app in the

event of system switchover or
Y Supported Platforms Release
restart

9300 StackWise (1+1 mode only) 17.2.1
e 1+1 redundancy mode
9400 Dual Sup (Single Chassis & StackWise Virtual) 17.5.1
« Same storage type (Flash* or SSD)
required on both Active and 9500H StackWise Virtual 17.5.1
Standby
9600 Dual Sup (Single Chassis & StackWise Virtual) 17.5.1

« Enabled by default

* Flash is only for Cisco Singed app

Layer23-Switch | www.layer23-switch.com
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Campus Solutions & Designs

Distro

-
3%
* %

% /\/{ﬁﬁ/ Access | ,:l/: /‘ / |

¢ L3 Underlay + L2/L3 VPN Overlay
e Virtual Private Networks

L3 VRF-based Segmentation
WAN/Edge + VPN Services

MP-BGP, PIC, LDP, MPLS/VPLS, SR
MVPN, LSM, Extranet, MSR

SSO, NSF/NSR, ECMP, GIR
VPN-FNF, Uniform/Pipe QoS, PBR, IPACL

L3 Underlay + L2/L3 VNI Overlay
Virtual Network Instances

L2/L3 VNI-based Segments
Common WAN/LAN Services

MP-BGP + EVPN AF, VXLAN, VRF-Lite
Anycast Gateway, TRM, L2 BUM
SSO, NSF/NSR, ECMP, GIR
Fabric—-FNF, Uniform QoS, IPACL/OGACL

L3 Underlay + L2/L3 VNI Overlay
Scalable Group Tagging

L2/L3 VNI + SGT Segments

LAN Services + Group—Based Policy

LISP, VXLAN, MP-BGP, VRF-Lite
Anycast GW, LISP HER/Native, L2 BUM
SSO, NSF/NSR, ECMP, GIR
Fabric—FNF, App QoS, SGACL

Layer23-Switch | www.layer23-switch.com
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MPLS Deployment with Catalyst 9k

Virtualized L2/L3 Overlay

e Control-Plane: BGP, MPLS, MVPN
* Data—Plane: LDP/mLDP
* Policy-Plane: L2/L3 VPN

L3 Underlay + L3 Hand—off
* Any IGP in the core (EIGRP/OSPF/ISIS)
* North (outside): L3 MP-BGP, MPLS/LDP, MVPN/mLDP
» South (inside): L3 IGP/BGP, PIM + MSDP

Multicast
¢ MDT Default and MDT Data to optimize Multicast traffic

Traffic—Engineering
¢« RSVP for Traffic Engineering

Layer23-Switch | www.layer23-switch.com

o T e e e —

( ) MP-BGP +
DC 1 L2/L3VP //
\\”%\ / ////

L2/L3VPN

MP-BGP +
L2/L3VPN

———————————————————————————————————————————————

N
MP-BGP + '\

N e e et e e e e e e e e e
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BGP EVPN Fabric with Catalyst 9k

= Border — A gateway point of between EVPN fabric and
external network domain. Border Support: VRF-Lite, MP—
BGP, 802.1Q, VPLS + EVPN Internetworking

=  Spine — Reflects the L2/L3 VPN prefixes providing
hierarchical neighbor peering, learning and distribution
point. Spine Support: MP-BGP, Route—Reflector

= Intermediate — A Layer 2 or Layer 3 (IP/MPLS) Underlay
network system providing basic transport and forwarding
plane.

= |Leaf — An origination and termination point of VXLAN
enabled overlay network. Leaf Support: Distributed Anycast
Gateway/Centralized Gateway, L2VNI/L3VNI, ARP
Suppression, Ingress/Static Replication, Tenant Routed
Multicast, Private Vlan's, Multi-homing, Ethernet Segment
Identifier (ESI), VXLAN encapsulation.

Layer23-Switch | www.layer23-switch.com
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Automation

Cisco SD—Access ety Senvies S

"\ CiscoISE  Cisco DNA Center Assurance

= Network Automation — Simple GUI and APIs for intent— T
based Automation of wired and wireless fabric devices

= Network Assurance — Data Collectors analyze Endpoint to
Application flows and monitor fabric device status

Fabric Border/Control-
Plane nodes

= [dentity Services — NAC & ID Services (e.g. ISE) for
dynamic Endpoint to Group mapping and Policy definition

= Control-Plane Nodes — Map System that manages
Endpoint to Device relationships

= Fabric Border Nodes — A fabric device (e.g. Core) that
connects External L3 network(s) to the SD—Access fabric

= Fabric Edge Nodes — A fabric device (e.g. Access or
Distribution) that connects Wired Endpoints to the SD-
Access fabric

= Fabric Wireless Controller — A fabric device (WLC) that
connects Fabric APs and Wireless Endpoints to the SD-
Access fabric

Fabric Edge Nodes !

S v

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

Layer23-Switch | www.layer23-switch


https://www.layer23-switch.com/

I0S XE Programmability & Automation Overview

Pre—boot Execution

Provisioning
Environment (iPXE) Automation

Network Configuration Protocol
Model Driven

Device Programmability

Zero Touch Provisioning ¢

(NETCONF), RESTCONF, gNMI
Onboarding | s ames |

--] YANG Data Models, OpenConfig, and
python” T YANG Suite tooling
] = [ e}
VM Automation / |

Terraform, Ansible, pyATS
Device
INTENT CONTEXT Configuration
Device
Optimization
gNOI cert/os/reset.proto

Guest Shell + NETCONF

Software Image

TIG_MDT container

+ GitHub examples
Model Driven
Management Telemetry YANG On-Change support
CentOS 8 with Python 3 Device m
Monitoring gRPC Dial-Out + DNS + mTLS
Application Hosting with Docker
CLI to YANG

Layer23-Switch | www.layer23-switch.com

gNMI/NETCONF Dial-In
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Programmability across Enterprise platforms

Application hosting

And containers

Model-based API and
programmability

Streaming
telemetry

Flexibility and control

Network
Analytics Docker*
Tools

Monitoring
Tools

Layer23-Switch | www.layer23-switch.com

Device Featuros

Network automation

Programmable Candidate Consistent
Interfaces Datastore Models

On—-Change

Periodic

Monitoring the network

On—change &
Periodic Telemetry

Real Time Monitoring
e.g. Grafana, Kibana
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Software Defined — Open, Programmable, Flexible
Scaled operations

Open—standards tools Cisco® DNA center for Model—driven
for configuration and provisioning automation, SD—Access, API for abstraction
assurance and simplification

- & Model-driven Model-driven
@ @ # ~\ ] programmability telemetry
C OpenFlow puppet @) -o Zero-touch Guest shell
SDN Gontrollers  GI/GD Tools ~ NMS Systems Policy  Automation Analytics P PNV e

! !

Intent—based network infrastructure

- A
5

Layer23-Switch | www.layer23-switch.com
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Catalyst 9000 — Simplify network operations
open—standards APIs

DEVA

Model-driven configuration mgmt

-4
OpenFlow
<
<
« « uppet
& & pupp
PXE —
Yang data Model
ZTP PnP

driven
vee Telemetry
»
docker i A pgthOﬂ

Automatic device bring—up using Open—source tool support for Model—driven telemetry for monitoring and
industry—standard interface configuration and provisioning analytics; Docker support for third—party app
hosting, On—Box Python

Plug in to operational in minutes

Layer23-Switch | www.layer23-switch.com
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Model Driven
Telemetry

A\

Model Driven Telemetry (MDT) Interfaces

“ Dial In: Collector establishes a connection to the device then subscribes to telemetry (pub/sub)

_ Dial Out: Telemetry is pushed from the device to the collector based off configuration (push)

* Support for any YANG data Publication / Subscription

e Structured data

e XML, JSON & PROTO encoding \%\\

e Periodic and on—change XML, JSe(gl(;loz?:g kvGPB
* Reduced device resource impact

YANG Data Models —— .
Consistent YANG data
Intent-based

models between interfaces
Network Infrastructure
— Configuration and Operation
LTS 7

Device Features

SN
Eoooe

On—change event and time—
based publication options
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Using Python with Cisco IOS XE devices
e D
(Guest shell)

Linux server

Intent-based *
network infrastructure YANG/CLI/EEM APIs

= =
4—3 @ A...

Intent—based
network infrastructure

= N
@ =

Scripts executed externally Scripts executed internally Cisco® IOS XE
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/TP and Guest Shell with CentOS 8 and Python 3

@ Netwlc:l::rll::;as:::cture Cisco on
I Application

Guest Shell &
(CentOS 8)
4
Python / YANG / CLI / EEM APIs

Linux Y
@
0‘;%

Cisco-II(-)S

* Fault and resource is;lation and EEM ‘zlb\i} CE ntos

e Secure Linux shell environment e Disabled by default*

e Python interpreter * switch# guestshell enable

e Integrated with ZTP

Layer23-Switch | www.layer23-switch.com
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Cisco Smart Buildings Architecture

Cisco DNA Spaces

@ Analytic Cisco DNA Center
2

Application
Partners

Cisco DNA Spaces
Partner Ecosystem
(wired + wireless)

o e

o 90W/UPOE+

Cisco Catalyst 9K

Infrastructure

Layer23-Switch | www.layer23-switch.com
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90W POE + IT/OT Convergence in Smart Buildings

Cisco and
o partner cloud
: services for
Cisco UPOE®°+ control
(Low Voltage DC) New

r P st i 30 - 60 Watt devices QIQ Watt gggﬁiggg :
= —%V:::;;/%— I I N

® [ «r & m S

Sensor Wall Network ¢

< (light, motion,  gwitch Powered :
: CO0y/CO, etc.) Light arrays :

i USB-C PTZ UHD Large Video
dongles Cameras Displays

End—to—end solution managed by central IT provides Lowered Costs, Intelligent Control, New Experiences
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IEEE 802.3bt — 90W Power Over Ethernet

IEEE 802.3af IEEE 802.3at E IEEE 802.3bt
PSE=15.4W, PD=13W PSE=30W, PD=25.5W E PSE=90W, PD=71W, Type 4
Type 1 Type 2 E PSE=60W, PD=51W, Type 3

Enables Delivery of up to 90W to a powered device, over four pairs of Category 5e and above cables

Introduces 4 new Classes for PDs — class 5 to class 8; PSE output 45W — 90W, PD input 40W — 73W

Introduces 2 new Types for PSEs & PDs — Type 3(60W) and Type 4 (90W)

Enables support for Dual Signature PDs & Single Signature PDs

Supports Power Demotion to handle scenarios where Type 4 PD is connected to a Type 3 PSE

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

90W UPOE+ Standard driving new IT/OT Use Cases

Cisco/ Partner Cloud Services

©O 0 ©

Smart Building Devices

09646

Y\Iall Sensors
Switches Gommercial  (Light, Wi-Fi
Variable Air

LED PoE Motion, Access Wi-Fi
€02/CO,  Point TT Valves

UHD IP Cameras

High Power
PoE End—points

Layer23-Switch | www.layer23-switch.com

Daisy—chaining
(Cost saving with 90W)

UPOE Pass—through
(for extended reach 60W)

Fixtures Camera
etc.)
—— (.__‘,,
POE Displays = -
—> 4 s b
\
‘L'. . - B ey . USBG
=4 HVAG VAV s E Power + Data

USB-C power

(laptop charging + data)
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Cisco innovations in Power over Ethernet (PoE)
Deliver a robust low—voltage infrastructure

e Fast power negotiation without Link ¢ Uninterrupted PoE power during e Bypasses Cisco IOS® control
Layer Discovery Protocol (LLDP) control plane reboot plane boot
* Physical layer negotiation Switch(config)# interface * Restores power to Powered Device
< 1 second gigabitethernet2/0/1 (PD) within 30 seconds
Switch(config-if)# of power resumption

power inline port perpetual-poe-ha

Switch(config)# interface
gigabitethernet2/0/1

*Switch(config-if)#power inline port
perpetual-poe-ha

Switch(config-if)#power inline port poe-ha

. -« I—
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Perpetual PoE

PoE devices connected to switch stay powered even on switch reload

Switch SOFT reload Switch> enable
mmm.:::m:ls Switch# configure terminal

Switch(config)# interface

gigabitethernet2/0/1
{ / h\ Switch(config-if)#

power inline port perpetual-poe-ha
' ' ' ' Switch(config-if)# end

PoE devices continue to get last negotiated power

Applicable to “soft” reload — Image upgrade, software crash, manual reboot

Supported with stacking deployments

Not applicable during power outage to switch or when front end processor is removed
Not applicable when switch is in hibernation mode
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Fast PoE

Power
supplies

Status CLI, Cisco®
Discovery Protocol,

PoE configuration: Enable, LLDP
port PoE priority, power MCU Main CPU
budget, etc.

PSE
controller

2-event classification

Switch> enable
Switch# configure terminal
Switch(config)# interface gigabitethernet2/0/1

Switch(config—if)#power inline port
perpetual-poe—ha

Switch(config—if)#power inline port poe—ha
Switch(config—if)# end

Restores power to PD less than 30 seconds after restoration of power

Works even before Cisco IOS® comes up

Allocates last power (stored in NVRAM) drawn from PDs

Works in stacking deployments

Layer23-Switch | www.layer23-switch.com
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Assurance with Cisco DNA Center PoE Analytics

PoE endpoint How many free

= Cisco DNA Center Assuvance-Daslj distribution based ; 90W PoE S {aY
on their power ] ; do I have right ]
i allocation? J
PoE Operational State Distribution PoE Powered Device Distribution *._ o _.~'PoE Port PoE AP Power Mode Distribution NEW

LATEST  TREND LATEST  TREND

" Allocated Power v LATEST  TREND LATEST  TREND

How are my s o

PoE endpoints 45 e vs.i - R

functioning? Tota Powered Devices : ot APs ;
3 wiine i AP Power
0 i Mode
L | . S |

insights
@ Used Ports @ Free Pont

avied Allocated Power (W) View Details

@ Fully Powered (34) ® Partially Powered (0)

PoE Operational State PoE Endpoint Classification PoE Port Availability AP Power Mode
Power Allocation Load Distribution Power Usage O NEW POE Insights
wﬁ TREND ﬂ TREND Allocation

Perpetual PoE v

0/3 (0%) of switches have >80% load. 42144 (95%) of powered devices are not enabled for Perpetual PoE

=1

-
WS-GI56007D-89T-S

16.7kW

Which switches 3 Total Power Budget e 5
have capacity {3 -
to add 10 new m_—

IP Cameras?

@ Systam Power Allocation (0] @ Eracied @ Not Enacled

Power Allocation Load (%) .

Are all my critical PoE

PoE Budget Monitori

What is the real time

endpoints protected when the
PoE Insights . switoh reboots?

power consumption of

my access network
ceee M‘/ #CiscolLive
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Cisco DNA Spaces loT Gateway for C9K Switches

Democratizing Enterprise IoT

OUTCOMES

Conference Room Booking

S B

You were 20-30 ft from
B cocnen ~

Density Triggers
- :
\ 10-30 feet e/

Environmental Monitoring

Layer23-Switch | www.layer23-switch.com

IEXE TRIRIGA

=4 =
o OSas
Servicen Wl « QUSSRVERY .|

Application Partners

Cisco—spaces
IoT Gateway for
CI9K

BLE sensors PoE sensors

:0: Mecho

mht

ARCHITECTURE

u MazeMap

Apps PlaceOS
RIRIGA

Firehose |API l

Gisco
DNA
Spaces

Cisco
Spaces
Connector

loT
Gateway
on C9K

PoE
sensors

TR -



https://www.layer23-switch.com/

Wired IoT Gateway — Provisioning and Support

Add Switch
Manage Connector Configure to enable
Jostnaton SPAN VLAN
Enable loT Services on Cisco DNA Spaces Connector
Connector
) Jestination SPAN VLAN 1P adress
Wired DNA Spaces Con ~ Use Manual Configuration to setup loT Services in switches when the configuration can not be applied automatically. ;
Switch Name Use the three dots action of Enable/Disable Stream to apply configuration changes to the switches. Jource SPAN VLAN et
Enter Switch name .
Switch Name Connector IP Switch IP Operation Status Operation Log Last updated
Switch IP sontor SPAN origin 1P address
Enter Switch
- 9300-standione 17226202170 17226202208 NOT INIATED Successtuly set config May 21, 2021, 319:27 PM
Ox applicaton SPAN 1 addvess
Netconfig Username
C9300-stack 172.26.202.165 172.26.202.166 SUCCESS Successfully set conig May+ _Disable Senvice
Enable Service | ® \pplication DNA Speces Conmector VAN
Netconfig Password [ 1 ] (1-20f2): 1 pages
nter Netconfig Password By swow ) 3 useonce
Manage Switch Sample configuration
Ox appiication P address
Setin InT Saniras stream aithentication and rertificata tn allw switches ta ronnact with the (isrn NNA Snares Connactar

Ox application netmask

Enter Switch IP, Username
& Password

Ox application gateway address.

* Hosted as a docker container
e 1VCPU, 1GB RAM

[“sens.Ciose I Seve & Add Next Swiich

e Life cycle management via Spaces Connector

loT Gateway

Available on Catalyst 9000 series UPOE/UPOE+ switches Cisco DNA Spaces Extend License bundled
Catalyst® 9300/L and Catalyst 9400 with Cisco DNA Advantage

Layer23-Switch | www.layer23-switch.com
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Indoor loT Services: Environmental Monitoring

UISLU UINA OpaLed

Cisco DNA Spaces

Wired Device - 68:27:19:d1:5¢:40 Device Management

As of: Apr 26th, 2022 01:2
Home Devices Groups Policies Settings App

v Wired Device Information

r
Floor Beacons AP Beacons E Wired Devices 0
1

All Campuses Cocoeerrreeeery Label MHT Sensor
Device ID 11445 Node Mac Address 68:27:19:d1:5¢:40
All Wired Sensors Last Seen 2022-04-14T20:34:30.891Z Location Global->SJC03->Floor 2
2 Group - Make -
Vendor -
Remove location loT Gateway
List View ' Map View Filters  Actions

O Devicew Node Mac Address Lt Laat Seen - v Sensor Information Wired OT Endpoint Sensor Data on DNA Spaces

’ \ Pd N
[ i \ H
1 H 1 - H .
I I I f
! i I 50 50 Occupied 72 Fahrenheit i Endpomt
'O 11438 68:27:19:d1:5c:a1 MHT Sensor f f
\. / f Updated at: Updated at: Updated at: Updated at: |
1 1
1
2 Records I\ I'

-
N,

Molex/MHT

2R
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Smart building partners

Architecture and Engineering (AE)

Independent Software Vendors (ISV)

@

<D EllisDon [ VST , ‘
Role: Line of Business Care About: Expand .y a Role: Deliver analytics, Care About: Access to
Facing Partners, Digital consulting services mlm'” Gensler l"l rifiniti loT Platform and LoB  Cisco partner/sellers
Experience & for delivering end-to- {747 21y Intelligent applications validated  and sell more SW
Integration Services end solutions Bulldings ACA on Cisco network licenses

molex
INNOVATIVE
LIGHTING
®ignify = 3
PHILIPS

Global Industry Partner (GIP)

Independent Hardware Vendors (IHV)

SIEMENS Role: Embed sensors, Care About: Sell their

Role: OEM, Embed or  Care About: Grow

Embrace Cisco vertical solutions, drive Schneider devices, SW into products/services in
Technology as key consistent roadmap for H m solution our reference
component to their customers oneywe architecture

PLATFORMATICS - 3%

IT Resellers

offering, Industry
thought Leader

:' ConvergeOne

Systems Integrator (SI)

CompuCom. ITS

Role: Deliver large- Care About: heLeaden T Ousourcog Socit Role: Sell Cisco Care About: Develop
scale strategy and Consulting services o I , infrastructure & long term Client
. . . Digital Building Solution . . . . .
Business transformation engagement retail and DBS professional services  relationship expanding
services loT use cases aligned to Retail product & services
revenue.
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Service Assurance with ThousandEyes

SaaS Apps
servicenow

O

Google Cloud Platform

salesforce

s Spezon ] Office 365

Internet

Overlay/Underlay Network Performance

-
ThouandEyes Enterprise Agent

Layer23-Switch | www.layer23-switch.com
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ThousandEyes now included with Cisco DNA licenses

New and existing Catalyst 9000 switches now include ThousandEyes service assurance

Enterprise

App Hosting Framework
OF
App
ThousandEyes

Cisco DNA

Essentials
11001. 1 Cisco DNA
Advantage

10 Cisco DNA ‘

Docker Premier
* Run ThousandEyes agent * Includes 22 x ThousandEyes Units * License to ThousandEyes
natively on flash of 9300/9400 for a month SaaS—-based management
switches * Pool entitled test capacity to platform
e QOut of the box access to deploy anywhere within your network * Access to Dashboards, alerts
ThousandEyes for new switches and reporting tools

E Campus. | @ Modern WAN ¢ Appllc.:atlon
connectivity experience

*Choose from a menu of several networking, web and voice tests
Browser—based tests need the use of SSD and consume more ThousandEyes units

Layer23-Switch | www.layer23-switch.com


https://www.layer23-switch.com/

CI9K Hosted ThousandEyes Enterprise Agent

o

docker

Container

Container  Container

Cisco Application Framework

Container

Enterprise Agent

Lightweight docker based

agent easily installed on C9K
switches

Internal Vantage Points

| a =

ThousandEyes

Enterprise Agent

Agent installed in Flash

Test Included:

= Web - HTTP Server, FTP Server

= DNS - DNS Server, DNS Trace, DNSSEC

= Network — Agent to Agent, Agent to Server
= Voice — SIP Server, RTP Stream, Voice Call

Agent installed in SSD

Test Included:

= Web - HTTP Server, FTP Server

= DNS - DNS Server, DNS Trace, DNSSEC

= Network — Agent to Agent, Agent to Server

= Voice — SIP Server, RTP Stream, Voice Call

= BrowserBot — Page load & Transaction (I0S-XE
17.6.1 required)

Layer23-Switch | www.layer23-switch.com
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ThousandEyes deployment workflow

ThousandEyes portal

v

d
<

Account created

Deploy
Image downloaded
Add New Enterprise Agent x
s ™)
Appliance  Custom Appllance ~Clsco Application Hosting Linux Package Docker  aa$ Marketplaces
S —— <or>
ThousandEyes Docker Cisco DNA Center Cisco IOS® XE CLI
image download (mass deployment) (single deployment)
(only if not present in flash) \. )

Layer23-Switch | www.layer23-switch.com

Agent registered with
ThousandEyes
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Multi-Vendor Support with a Global Customer Base

SONY

°c @
Google

harman/kardon®

Layer23-Switch | www.layer23-switch.com

audinate

BARCE®

Panasonic.

visual engineering

IGHTWARE

Video/Conferencing

200Mm

Y CRESTRON

And More!

C Global Enterprise Customers D

7000+

caNeO08S

erprise  Healthcare  Education ial Public Sector
Manufacturing  Hospitality Transportation Retail

*App Downloads Since 9/19
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Cisco DNA Service for Bonjour

Cisco DNA Center

ﬁ:@) Wide Area Bonjour Application
o Controller

oo

Service—Peer

(ccoo] I

[ __
«# # WLC Access

Agent

Service—Peer

-
e

LAN Access
Distribution

Distribution

Local Area Bonjour Wide Area Bonjour Local Area Bonjour
Unicast Bonjour Service

Unicast Bonjour Service

Unicast Bonjour Service Routing

ﬁ Hierarchical ‘ Secure ' Location C7 Performance I Battery Life
Deep granular location-based service Improved system performance May assist improve battery-life
On-demand Query response mode

Increase network bandwidth

Policy-Based Service Management
Flexible design any Enterprise Network

Location-aware Wide Area Bonjour
Increase Wireless network bandwidth

Flexible design any Enterprise Network

2-Tier Service Routing

Structured Role and Function IT controlled deterministic services

mDNS Flood-Free Networks Protected network flood boundaries
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Fully Routable Bonjour Solution

Layer23-Switch | www.layer23-switch.com

Layer 3 Virtual Network

Layer 3 Network

Layer 2 Network

Layer 2 Virtual Network

Service—Routing

Routes Non—Routable
Enterprise Grade Solution

Seamless Integration

Transparent Experience
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a Use Case

Role-based
Manage

Service Proximity

Challenges

Limited services boundaries. Classic Printers
Scale, Performance and Resiliency
Location-based Services Distribution

Layer23-Switch | www.layer23-switch.com

Solution

Wide Area Bonjour with AirPrint Helper
Distributed Service with granular location
Intuitive User experience

Cisco DNA-Center

alialn Cisco Catalyst 9000 Series Switches

cisco Cisco Catalyst 9800 WLC
‘ Apple Computers and iPad
AirPrint
KeyNote
Apple TV

Apple Classroom
macOS File | Screen share

B Scalable service
[__see] N
mxm  solution

«"* Zero-learning and
sl intuitive experience

Outcome

Seamless Integration
Improved User productivity
End-to-End service-oriented network
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Cisco DNA-Center
Cisco Catalyst 9000 Series Switches
Cisco Catalyst 9800 WLC

]
cisco

ﬂ ‘ Apple Computers and iPad
AirPrint
SE€ Luase
Apple TV

Healthcare
macOS File | Screen share
Mobile Printing

Role-based Service
Management

e ..9

f,? Service Proximity

‘ Challenges ‘ Solution e Outcome

Role-based segmented Bonjour service Secure Wide Area Bonjour for Overlay Networks Seamless Overlay Network Integration
Granular service location boundaries Multi-level deep service network boundaries Improved Staff, Patient & Guest experience
Personalized Patient service Network + OS service sharing security Secure service-rich modern healthcare network
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Cisco DNA-Center
]

cisco Cisco Catalyst 9800 WLC

Cisco Catalyst 9000 Series Switches

‘ Apple Computers and iPad
AirPrint
S€ Lase
Enterprise Apple TV

Smart Device Management
macOS File | Screen share
Mobile Printing

Video Conferencing

Multivendor Airplay,
AV and services o~
-~~~

L
q Role-based Service
@) with flexible networks

r

[ ] i
Scalable service
mm  solu

Zero-learning and

—N

Challenges Solution e Outcome

Role-based segmented Bonjour service Secure Wide Area Bonjour for Overlay Networks End-to-End service-oriented network
Multi-vendor Bonjour service integration Industry-standard Bonjour gateway function Enterprise-grade service routing solution
Scale, Performance and Resiliency High performance and resilient services gateway Secure, Scalable and Seamless in any network
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afafn
CISsCcO

DN2-HW-APL
Platform Series DI),:IQZ_;H\,“I,‘I_—:PPLL_—XLL Any Any Any Any (Including X ) Any Nexus 9300
Minimum Software 2220 2220 oS 17101 oS 12101 Sup-‘27‘51510.1 oS 17101 ot 1762 1023F
Susported Rl soom
Wide—Area Support B ® o o [ ) [ ] Roadmap - [ )
Local-Area Support - [ J o ( J [ ) [ ] [ ] [ ] [ )
Service Scale - 150000 15000 12000 10000 7500 1000 14000 4500

Cluster

HA Cluster

Multi-Instance

StackWise Virtual

StackWise Virtual

StackWise Virtual

StackWise-480

StackWise-160

HA Cluster

VPG Domain

Default

Single Host

Single Instance

Standalone

Standalone

Standalone

Standalone

Standalone

Standalone

Standalone

Multi-Vendor

Wired — Multilayer Required [ ] [ ) o [ ] [ ] [ ] - o
Wired — Routed Access Required [ J ( J o ® [ [ - )
Wireless — Local Mode R;:::::‘__DC':;:::;?DDGZS;T [ ] [ J [ J [ J [ ] [ J [ ] @
Wireless — FlexConnect Mode Optional [ J ( J o [ ] [ J o Switch mDNS Gateway -
Wireless — Catalyst 9100 EWC, Meraki, Options! Y ® ® ® PS PS Suiteh mONS Gatonay .

Assurance

Cisco SD-Access Required (] [ ® _ - _
Cisco SD-Access Wireless Required ® ® b b L - Switch mDNS Gateway -
BGP EVPN VXLAN Reatired ® ® ® ® ] [ _ ®
MPLS VPN Reaired ® ® ® ® ® ® " i
Multi-VRF Reauired ([ ] ® ® ® () ® - PY

SNMP MIB Support

Layer23-Switch | www.layer23-switch.com
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Audio Video Bridging (IEEE 802.1BA)

Fewer cables and a transparent collaboration experience

* Improved time—synchronized audio/video e Allows device interoperability

latency <2 milliseconds . .
( v ) ¢ Eliminates proprietary networks

e Standard QoS to simplify and automate

. . . ¢ Increases flexibility to add new
switch configuration .

media applications
e Ability to scale with higher
bandwidth (1G/10G)

AVB not supported on Cisco Catalyst 9400 and 9300 Series in StackWise—480

Layer23-Switch | www.layer23-switch.com

Lower cost and complexity
(60% CapEx and 35% OpEx savings) over 5
years¥

Added functionality and control

No proprietary license fee per endpoint

*Source: Axon and Axis report.
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IEEE802.1BA

Digitization of Audio/Video with Catalyst Switches
Audio Video Bridging — Now supported on all C9500" s

Ecosystem Partners

biamp.

5 (= © O g ——ER wO
S ) 110
Catalyst 9300 Catalyst 9500

I/ﬁ{1

; pa s P - -
Microphones - ._::

% = f
2 AT
Certified

C9500-16X

e 1 C9500-40X

Endpoints vees severe veveer §  C9500-24Q
i Co9500-12Q

Audio AVB

Player DSP
Cisco® Catalyst®
‘@) Ceiling 9500 8 C9500-24Y4C
C9500-48Y4C

Speakers
- - -
DY - = C9500-32QC
*C9500-32C

Layer

* AVB supported on first 16 ports
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Expanding C9K Precision Time Deployment Flexibility
With Stackwise Support and G8275.1 Profile

= -

Distribution

Access s P
B = | = =

Time Sensitive
Applications

5808 |

9500H/
9600
.::‘::::‘"._4,‘- i ‘
| - O ______ d
: | OO Ry °

slclcl

Catalyst 9300

Catalyst 9400

All SKUs All Chassis, Supervisor and Line
Cards
Catalyst 9500 Catalyst 9600
9400/
..................... ' - 5 m
9500 - TN |
ack:p G 0 o
CP -
All SKUs

9300/
9400

!

1588.v2 || 802.1AS

AESG7

G8275.1
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* 9500X/9600X — HW capable
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Where are things going?

Features & Scale

MAC & IPv4/v6 Scale

Conoo-4o0 comopassoox

WLC Clstars
159, AN, 001

cmownees = conoxaioox
Aecess Swiches

Increasing MAC scale for Wireless & IOT

*  WLC to Core SVI scale growing 2256K MACs

+  WIFIGE, 5G and IOT Devices & Sensors
Increasing IPv4/v6 scale for Internet & VPN
Collapsed LAN Core + SP/WAN Edge designs

IPv4 GRT is 2850K and IPv6 GRT is 250K

Multlcast & MVPN

cosoousunox

Higher L2 & L3 Multicast scale in Hardware
¢ Flexible L2/L3 multicast group allocation in CEM
¢ Hardware Replication and specialized QoS
Multicast VPN with GRE or mLDP in Hardware
*  MVPN MDT with Profile 0, 1, 12 & 13
* NG-MVPN with Profiles 14 & 15

More details in PPT Notes @

v VoQ & HBM

Vory Flows 12 S Gusarmeed Dotvery & Burst Abmorcton

s

06 Fiow 10 Mkgie Downlats

Virtual Output Queues (VoQ) for high throughput
Eliminate Head—of-Line Blocking at egress

«  Support for logical (e.g. sub) interfaces with HQoS
Local and Expandable HBM for optimal
buffering

Local buffers for low-latency strict—priority queuing

8GB HBM

Low-Lanency 8.7

.

OGACL & SGACL

Cosmoet st _
~ e Swacnes e s ) ~ B
= o ok
1P Network SDA Fabric
E ——a —o} '1 =1
oo.. o ——1 b — == = 0006

Object—Groups map IP/mask to Labels in CEM
User defines IP/masks to simple OG/SG name
* OGID/SGT labels are stored in Exact Match table
OGACL ACEs take minimal space in ACL TCAM
¢ Only the Permit/Deny ACEs stored in TCAM
*  OG/SGACL with same ACEs can reuse entries

WAN MACsec & IPsec

256-bit Hardware Encryption over L2
«  P2P LAN MACsec with 802.1ae
* P2MP WAN MACsec with 802.1q ClearTag
256-bit Hardware Encryption over L3
+  P2P SVTI IPsec with IKEv2, ESP
+  P2MP DVTI IPsec with IKEv2, ESP

Layer23-Switch | www.layer23-switch.com

HBM buffers for burst absorption & guaranteed delivery

SDA, AVC & ZTN

SD-Access Fabric with Group—Based Policy
L2/L3 virtual overlay, with macro & micro segments
Full automation, assurance & policy with Cisco DNA

App & Endpoint Identification & Analytics
* Hardware Flexible NetFlow and IPFIX
AVC/NBAR2 and SDAVC/CBAR to ID clients & apps

.
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Where are things going?

Speeds and Feeds

25/50G > 100G SFP

SFP DDISFP DD112/SFP112 Hardware
Specification for SFP112 and SFP

Double Density Pluggable Transceiver
Revision 5.1

Hiz-pDD

L

SFP-DD(112): 100Gbit/s using PAM4

SFP-DD = Two SFPs in One
Gestironten

=N

s .

Transceiver uses SFI/SGMII to connect
directly to the ASIC SerDes (no PHY)

Layer23-Switch | www.layer23-switch.com

= 100/400G > 800G QSFP

Introducing 800G / / /
Pluggable Transceivers

For next-generation high-speed connectivity >

OSFP-DD§00

QSFP-DD(112): 800Gbit/s using PAM4

4x100G % 8*50G Breakout

QSFP-DD (400G) can be split into
4 x 100G QSFP28 or 8 x 50G SFP56

More details in PPT Notes

Coherent Otlcs

WIm is a Digital Coherent Optic (DCO)

Uses phase of optical signal vs. power level

Single Lambda

Uses a single 112G PAM4 signal
vs. 4 x 28G NRZ signals
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What is a “Campus”? @

The basic Merriam—Webster definition of a Campus is:

A group of one or more buildings, and surrounding grounds,
where people and their belongings work together.

Common examples are Hospitals & Research Centers, Schools
& Universities and Corporations & Offices.

Using this — it’ s clear a Campus Network is focused on:
° People (Users, Vendors, etc.)

° People’s devices (PCs, Phones, Printers, etc.)
* Similar geographic area (LAN. WLAN or MAN. eto)
e Access to other domains WAN. ISP, DG & Cloud, etc.)

This includes many different network technology areas
(Wired, Wireless, Security, QoS, Management, etc.) with
a common focus on providing users & devices “access’.

Campus is focused on User Access

Layer23-Switch | www.layer23-switch.com
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Campus = Geography

Buildings are spread out. Multiple floors per building

m
CISCO. San Jose Main Campus

= — L}
i
~— N\, / gaolea
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, bt A \
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www.cisco.com/c/en/us/solutions/cisco—on—cisco/enterprise—networks.html
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Campus Networks
Building MDF/IDF & Wiring Closets | Ao
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Connected Building
@ Applications
® Products

Intelligent lighting
and sensors

i

=
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Audiovisual
services

SEES
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i

UTP CORD i Fiber Optic Cable

ey B

Building automation
systems and access control

MDF = Main Distribution Framework (Core)
IDF = Intermediate Distribution Framework (Distro/Access)

www.cisco.com/c/en/us/solutions/design—zone/networking—design—guides/campus—wired—-wireless.html
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Campus PINs & Topology

Core Interconnect
Core + Edge

<
.*.’ < Campus Core
<

E3

- -
=> => Campus Access
"—»’ "'-»’ < P
STP, REP STP, REP ‘
Extended Access
- - - - - -
= &= = E e

IOT / FTTX

OSPF, EIGRP, ISIS

Collapsed Core ) ‘*‘

Campus Distribution
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Campus Multi—Layer Model

DISTRIBUTION

|sizssszzzzzazaaaas
T
lnsssssssssaas
B

Catalyst 9500 Catalyst 9400

Few MAN (Hi-Speed) or WAN (Lo—Speed) Uplinks
Internal & External Autonomous Systems

Medium - Large IPv4 / IPv6 Routing Tables

Layer 3 Security, QoS & Flexible NetFlow
Virtualization: SVL, MPLS/VPLS, EVPN, SDA, etc.
Few Medium to High—Speed LAN Downlinks

Few Medium — High Speed LAN Uplinks

Medium IPv4 / IPv6 Routing Tables

Medium MAC Tables & ARP / ND Tables

L2 & L3 Security, QoS & Flexible NetFlow
Virtualization: SVL, STP / REP, VLAN, SDA, etc.
Many Small to Medium Speed LAN Downlinks

h B
e

Catalyst 9400

Catalyst 9300 Catalyst 9200

Few Small — Medium Speed LAN Uplinks

Small - Medium MAC Tables

Power Over Ethernet, Integrated Wireless, etc.
L2 Security, QoS & Flexible NetFlow
Virtualization: Stack, VLAN, STP / REP, SDA etc.
Many Small — Medium Speed LAN Switch Ports

Always 3 “Logical” Layers

e Each layer serves a specific set of functions

e Each layer has a specific set of requirements

Layer23-Switch | www.layer23-switch.com

A\

If you collapse layers —
your multi—layer device
needs to support
all “logical” functions

i,r
4
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PROs

More Flexible
Longer Life—Cycle
Higher Port Density
More Power/Cooling
Redundant Processors

Modular vs. Fixed Platforms

CONs

More Complex
BW limit by Chassis
Slow(er) Dev & Test
Lower MTBF

Higher COGs

Less Complex
Swap Chassis for BW
Faster Dev & Test
Higher MTBF

Lower COGs

Less Flexible
Shorter Life—Cycle
Lower Port Density

Less Power/Cooling
Single Processor

J

Layer23-Switch | www.layer23-switch.com
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Example

of a Traditional Three—Tiers Campus

Core

Design

¢ Catalyst® C9500-32C for connection

ECMP or

to the distribution layer, WAN, and between core devices

port—channel * 100G ¢ Oversubscription ratio of 4:1 from distribution to core

Distribution

¢ Catalyst 9500—-48Y4C as the uplink
connection to the core and as the

ECMP or
port—channel *

Access

Layer23-Switch | www.layer23-switch.com

downlink connection to the access layer

¢ Oversubscription ratio of 20:1 from access to distribution

¢ Catalyst 9410 with 1G copper and/or mGig modules with
Sup1-XL-Y

¢ 8x Catalyst 9300 StackWise—480 with 10G/25G uplinks

Access

l & l J - l )
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Example of a Four—

Core

ECMP or
port—channel *

Distribution

ECMP or
port—channel *

Access

Layer23-Switch | www.layer23-switch.com

'lers — Campus + Edge Design

-

Catalyst® C9500X-28C8D/9600X-Sup2 for connection
to WAN Edge and between core devices.

High—Scale Routing:
Support for full IPv4 and IPv6 Internet + LAN + VRF routing

Flexible Transport Options :
Support for MPLS-VPN, SD—-Access and BGP-EVPN with 4K VRFs

Low-Latency Buffers:
Support for local optimized low—latency shared memory

High—Bandwidth Memory:
Support large buffers for micro—burst & congestion

Virtual Output Queuing :

eliminate head—of-line blocking, with dedicated output queues for every egress port

N

~
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C9600/9500 — Place In Network (PIN)
L) Layer3Core ) Leyer3Coe+Edge ) Fabric soaceven) D) Collapsed Core |

Distribution

R o e

* Base L3 Routing ¢ L3 Core + Edge Services ¢ L3 Core + VXLAN Fabric ¢ L3 Core + Distribution
e High-BW, Port Density * DCI, WAN, Internet e Border, Edge, CP/RR e L2 Services to Access
« Simple ACL e Edge Security, VPN & OGACL e L2 & L3 VNI & SGACL » First Hop Security
* Simple QoS * Complex H-QoS * App-based QoS e Access QoS & AVC
afra]n, @'
cisco ] :
Edge + Catalyst 9600X —-—" % Catalyst 9600 ] Core +
Core with SUP-2 Cata'yss ?5°°X SUP-1 Catalyst 9500 Distribution
moaels

models

Layer23-Switch | www.layer23-switch.com
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Catalyst 9400 Deployment Flexibility

* C9400X enables dense 10G SFP+ distribution and multigigabit access

| R IRy RIS
| -t ; :

40/100G 40/100G

Dense 10G Agg Collapsed Agg

Dense (Up to 384 ports) 10G SFP+ Agg (48XS) Mixed SFP+. SFP. RU45 LCs

- Mixed SFP+, SFP, RJ45 LCs -

Collapsed Agg

Layer23-Switch | www.layer23-switch.com
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Flexible design options with the Catalyst 9300X

2 or 3—tier architecture

N Branch
[}
] 9600/9500H :
(SVL) |
/
“““““““““““““““ T" 40/100G 01006
o | Colepsedeone
: 9500H(SVL) . :
R e T———————1 | I
fiber stack |FE— _— : I‘ - S Yy g PR s
(StackWise®— [E——t—————t—= | I = = Y
1 =___[I_' Mixed stack
! 9300/9300X 1
- . oo _ 401008
| R -
N
ﬂ!!!‘- TR ERER S : 1 .!!--!-Eam 1 : !==!I7 <RI
| . R - e e . emmmw
Y | wnERREERER | EmEmEm e : ] l
| wevwes veveey vevees o e e : I e B e :
CEEREE S R t ) B | . S !

Bringing 10/25/40/100G with StackWise—1 Terabit to access
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Flexible Design Options with the Catalyst 9200CX

3 or 4—tier Architecture

e - s T -
[ H 3

I =l 9600/9500H [

\ (sVL) |

_____________ T T B i S— - — -
- 9300/9300x re——— |5 : e T

|

! :
| e
: ——-——I'L" 1
\ N—— ]

.................. e o

1/10G ! = LLE

___________ |

- 9200cx | 92000X

1 1 |
| — __ 1 |
I Lasetetteves @ L5E0 weee @ - 9200CX : Littywes @ [ B wees @ :
| |
|
: : X
1 |

ﬁ-l-.l.l!-u_m E.I-iiu;im : ‘E.iﬁll--i .- !--"-“ : _‘;.I-ii;gi—“ rl-liuuu 5

1
1 1  Nm e eememee e e e —m—————- 4

Bringing Flexible and Compact Access Switching to the Enterprise Campus

Layer23-Switch | www.layer23-switch.com
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Catalyst 9500 & 9600 Series Core Positioning

Next Generation Core + Edge Switching with Silicon One Q200

\\e
oo
PR

C9600-SUP-1 C9500 C9600X-SUP-2 C9500X

Unmatched forwarding scale and performance

High speeds (10G — 400G) and port density

Scaled MPLS and SDA, WAN-MACsec

Ideal for Campus Core + Edge, or Centralized WLC

Best—in—class Enterprise Core feature set

Low speeds (1G — 40G) and port density
Comprehensive MPLS, EVPN and SDA

Ideal for Campus Core, Collapsed Core + Agg

Layer23-Switch | www.layer23-switch.com
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@

Cisco Catalyst Access Switching Positioning

L e ‘ ==

Catél&s.t;. 9400 Catalyst 9300

00 06
SD-Access
SD-Access

extended nodes

Choose Catalyst 9400 Series or Catalyst 9300 Series
modular uplink models (C9300X and C9300) models

¢ Designed for security, mobility, IoT, and cloud

¢ High availability, ETA, application hosting

Layer23-Switch | www.layer23-switch.com

=

Catalyst 9300X models Catalyst 9300L models
Branch-in—a—Box Fabric—-in—a—Box
No router External router

SD-Access

Choose: A) Catalyst 9300 Series fixed uplink models
(C9300L models) with external router

¢ Full security with visibility

¢ High availability, ETA, application hosting

B) Catalyst 9300X models for complete

branch solution

+ IPsec, firewall, additional app hosting

@ Border + Control plane

ﬁwﬂﬁﬁ Edge

Catalyst 9200 Series
(0]ojo]
SD-Access

Consider Catalyst 9200 Series
(C9200 and C9200L models)

¢ Extend automation and policy
¢ Limited VRFs
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Fixed Access Positioning

|| Advanced Features
I Securit |

——

Ty & WEW ™ A A e CRUN B D G BENETTTD | ssssacsssss o

Catalyst 9200

Catalyst 9300

Branch Office and Small Campus Small to Large Campus

Layer23-Switch | www.layer23-switch.com
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Cisco Catalyst 9000 Family

Scalability, Reliability, Security across the network

. Cisco Catalyst Cisco Catalyst Cisco Catalyst
9100 APs 9200/9300/9400 Series 9500/9600 Series
el Bl
(0
d >

«

= & =

.\\
N

.\

Y

«
«

Built for Intent—-Based Networking Automation Security & Analytics
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Cisco Catalyst 9000

The Fastest Ramping Product!

Catalyst 9000 platform

shipping since June 21, 2017

30,000+ Customers

--and growing!

The Channelco®

The Channelco®
CRN® CRN®
Products of Products of

the Year

2017 2018

Layer23-Switch | www.layer23-switch.com

Catalyst 9K continues to be the fastest
ramping product in the company's history”

Security

Programmable @ IoT

Mobility

) = %
e
eEEEEEE S
HEEEC e . .
— - Licensing

Design

Cisco UADP Open I0OS XE
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New Catalyst Comparison App

For 1D Scale and Performance Numbers

fB TABULAR > (> [ (>
— > —— —
h featur Q
_ cosooL co300 cosoox
(@] +[+[=]x]
v Layer 2 Features
Active VLANs _ 1k 1k 1k
STP Instances (RSTP/PVSTP) _ 300 300 300
MST Instances — 64 64 64
MAC Entries — 32k 32k 32k
Port Channels _ 128 128 128
LACP (Links In PortChannel ... — 16 16 16
PaGP (Links In PortChannel ... _ 8 8 8
v Layer 3 Features
ARP Adjacencies _ 32k 32k 32k
Host Entries (Direct Route... - 32k 32k 39k

https://ccapp.cisco.com

Layer23-Switch | www.layer23-switch.com
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Catalyst 9000X Series — Public Collateral

MO s 3o St toom o [P, Nodes o So e Sp— % Pueverop v
cisco —_—

Campus LAN Catalyst Switches - Access @

. . I ¢ Catalyst 9300 Series Switches data sheet
» Cisco - Enterprise Networks - Switching - -

. Catalyst 9000 Switches At-a-Glance « Catalyst 9400 Ser!es Sw!tches data sheet
. Catalyst 9000 Frequently Asked Questions * Catalyst 9500 Series Switches data sheet

* Catalyst 9600 Series Switches data sheet

= @ Voilube

_ L o @ s @07
» Catalyst 9300X Technical Blog (Community) * Under the Hood of the Catalyst 9000X (TFD)
+ Catalyst 9400X Technical Blog (Community) *  Network Insiders Podcast
+ Catalyst 9500X Technical Blog (Community) *  Meet the C9300X
«  Catalyst 9600X Technical Blog (Community) * Meet the C9400X

*  Meet the C9500X and C9600X

Layer23-Switch | www.layer23-switch.com
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Catalyst 9000X Series — Platform TDMs

9400

Catalyst 9400 Series @ SalesConnect
Catalyst 9400 Series — Platform TDM

9300
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